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U.S. Department of Justice

Office of Community Oriented Policing Services

Office of the Director
1100 Vermont Avenue, NW
Washington, D.C. 20005

Dear Colleague:

Collaboration is the key to successful interoperable communications. The same practices that pertain to planning,
purchasing, and managing traditional information technology systems apply to interoperable communications
systems. What makes interoperability projects inherently more difficult are the various needs, capabilities,

and operational practices of the participating agencies. Interagency collaboration is as important to achieving
interoperability as developing the appropriate technological infrastructure.

Having awarded millions of dollars to help metropolitan regions throughout the nation establish and enhance
their interoperable communications systems, the U.S. Department of Justices’ Office of Community Oriented
Policing Services (COPS Office) is keenly aware of the challenges that confront agencies working toward
interoperability. At the same time, through its work on the SAFECOM Program, the Office for Interoperability
and Compatibility (OIC) within the Department of Homeland Security has worked directly with emergency
responders from across the Nation to identify best practices in communications interoperability. It also

has provided the practitioner community with invaluable tools and information, such as the Statewide
Communications Interoperability Planning (SCIP) Methodology, to make the process of improving
interoperability more manageable.

This Tech Guide for Communications Interoperability: A Guide for Interagency Communications Projects shares what
we have learned and assists you with planning, procuring, and implementing your new communications system. This
publication is targeted at the entire emergency response community, not only the Law Enforcement community.

This guide is intended to provide you with practical information to support your effort to successfully establish
interagency, interdisciplinary, and inter-jurisdictional voice and data communications systems. By increasing
interoperability and information sharing among the nation’s emergency response communities, the safety of both
practitioners and the citizens they serve can be better secured.

We trust that you will find this guide helpful, and encourage you to visit www. cops.usdoj.gov and
www.safecomprogram.gov to learn more about the other numerous resources offered by the COPS Office
and the OIC.

Sincerely,

'S @aﬁ%g’

Carl R. Peed Dr. David Boyd

Director Director

COPS Command, Control and Interoperability

U.S. Department of Justice U. S. Department of Homeland Security
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A Library of Tech Guide Resources

This Tech Guide on interoperable communications projects is intended

to serve as a companion guide to Law Enforcement Tech Guide: How to plan,
purchase and manage technology (successfully!). The original Tech Guide was
published in 2002 by the U.S. Department of Justice Office of Community
Oriented Policing Services (COPS) and was developed as a step-by-step guide
to help law enforcement agencies as they implement new technologies.

This Communications Interoperability Tech Guide is intended to complement
and be used along with the original Tech Guide. As such, this Guide makes
frequent references to content in the original Tech Guide. It may help to keep
the original Tech Guide close at hand so you can refer to particular pages and
sections as needed.

This Tech Guide is one of a series of four topic-specific Tech Guides funded
by the COPS Office. The four companion Tech Guides that will form a
comprehensive library of technology resources, along with the original Tech
Guide, are:
W Law Enforcement Tech Guide for Small and Rural Police Agencies: A Guide
for Executives, Managers, and Technologists
B Law Enforcement Tech Guide for Creating Performance Measures that Work:
A Guide for Executives and Managers
B Law Enforcement Tech Guide for Communications Interoperability: A Guide
for Interagency Communications Projects
B Law Enforcement Tech Guide for Information Technology Security: How to
Assess Risk and Establish Effective Policies

See Page 8 for details on how to download or order your copy of the original
Tech Guide.




About the Guide

Communications interoperability is such a big issue; how do you get your arms around the topic?
In recent years the term has been used in a variety of ways to mean different things to different
people. Most important, what does it mean to your agency and how do you approach it practically
and systematically to best serve the public?

Well, whether you're replacing your entire radio system, replacing bits and pieces, or just looking
to improve communications with other agencies without spending money, the basics are the same.
Interoperability is built on solid foundations of leadership, cooperation, and care in understanding
just what you're trying to accomplish. No amount of money can build a system allowing police,
fire, and emergency medical services agencies across different jurisdictions to talk to each other if
operational plans and procedures don’t support it. Usually we end up talking together only as
well as we've planned to.

Communications projects can be big and costly. Too often, their complexity has forced agencies
to focus on internal needs without paying enough attention to zow they will communicate with
others. It’s easy to fall into the trap of considering your new voice or data system to be an isolated
project, unaffected by other systems that your agency and neighbors use. The result is usually

a system that is integrated with the agency’s other internal information and communications
systems, but incapable of interoperating with cooperating neighbors.

This Guide is designed to give you, an agency executive or project manager, background on the
subject of communications interoperability and tools to carry out technology initiatives that make
this interoperability possible. It is intended as a companion to the Law Enforcement Tech Guide:
How to plan, purchase and manage technology (successfully!), A Guide for Executives, Managers and
Technologists.

Many references are made to the “original Tech Guide”; you may want to have it handy to refer
to. Better yet, read it first and get an understanding of how technology projects in general are
successfully carried out!

HOW TO USE THIS GUIDE

This Communications Interoperability Tech Guide is intended to provide background information,
strategies, best practices, and recommendations for public safety radio projects. This Guide should
not be construed as specific legal advice for any particular factual situation. This publication is meant
to serve as a guideline for situations generally encountered in radio planning and implementation
environments. It does not replace or supersede any policies, procedures, rules, and ordinances
applicable to your jurisdiction’s procurement and contract negotiations. This Guide is not legal
counsel and should not be interpreted as a legal service.




4 About the Guide

Assumptions...

FYI:

We tell you how to
get your own copy
of the original Tech
Guide on Page 8.

... About You

This Guide is intended for staff of law enforcement or other public safety agencies
who are responsible for carrying out a successful radio project. A good team is made of
many players doing their own part.

If you're a chief executive of the agency, welcome aboard! Your contribution to the
project is going to be critical. If you're a technical services manager, we’re happy to
have your expertise in both the business of your agency and how technology is aligned
with its goals. Since your daily responsibility is to ensure that all systems work together,
understanding the added complexities of interagency communications is vital. And if
you're a technical expert who gets the calls in the middle of the night to fix the pieces
that have taken an unexpected holiday, we empathize! Your interest in these systems
over their lifecycles hits right at home, doesn'’t it?

Maybe you're the officer or communications manager who has been assigned
responsibility within your agency to oversee a new voice or data radio system that
must be compatible with other agencies with which you work. Every bit of project
management experience you've gathered will probably be put to work to make sure
these critical and often expensive systems come together on time, within budget, and
offering the capabilities everyone expects. You'll need a broad understanding of how
your agency uses radio communications to provide services, how technology is chosen
to support them, and why the efforts of a cross section of people in your agency are
needed to bring about a successful project.

Or maybe you're the project manager dedicated solely to this effort. If so,
congratulations! Not many folks get to concentrate on a single project. More likely, your
skills are valued elsewhere in the agency, too, and you have no shortage of projects on
your desk. This may be only one of several technology initiatives you're working on that
demands your skills in combination with a decent understanding of the technologies
involved, business practices affected, and common pitfalls others have faced.

You might think that your agency is too small or your project too tightly funded to have
a full-time project manager. That certainly might be the case and if you're managing
projects in such an agency, you're most likely to have other routine duties—and maybe
even other projects. This Guide is especially useful to you because it provides a how-to
guide with tips, checklists, and recommendations for your efforts—large or small!

This Guide will provide important background for all team members on how
interoperability in communications systems is achieved. Its companion Law
Enforcement Tech Guide will also be indispensable in your efforts. Get your own copy!
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... About Your Project

We assume that you already have voice radio capabilities in your agency and are either
replacing systems nearing the end of their useful lives or carrying out a project to
improve communications between existing systems. Maybe you're implementing a
data radio system to augment voice communications and add new field capabilities

or provide direct access to important computer systems. While this Guide doesn’t
address mobile data or computer systems in depth, it does address important aspects
of the radio environment for both voice and data projects. Its central focus is on how to
improve interagency communications across your jurisdiction.

How this Guide Is Organized

This Guide is split into three parts to help you navigate to areas of greatest interest

to you. Each part builds on preceding ones, but if you’re in a hurry to get to work
improving interagency communications, jump right to the second part. If you’re just
interested in how technology is applied to achieve interoperability, the third part may
be most useful to you.

However you approach it, please take time at some point to read the entire Guide. You
will find useful background for current, as well as future, projects.

Part | What Is Communications Interoperability?

Part | takes a look at what interoperability is and where we are today, as of the printing of

this Guide. While we talk briefly about how and why interoperability has become a national
issue, our focus is on what it means for local public safety agencies that have to talk with their
neighbors.

Part Il How Is Interoperability Achieved?

Part Il delves into how to achieve interoperability within your jurisdiction or region. It
addresses steps to successful projects that were first introduced in the original Law
Enforcement Tech Guide. The original Tech Guide dedicated multiple chapters to each step, so
in this Guide we'll focus on additional aspects of interoperability projects or ones that require
a bit more attention. The final chapter of this part takes a look at how we can measure our level
of interoperability.

Part Il Exploring the Technologies

Part Ill examines the different technological approaches to interoperability and specific types
of communications equipment used in each. Since security plays an increasingly important
role in public safety technology, we’ll examine it with both voice and data systems.
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The Guide concludes with an important appendix and fold-out with the Department of
Homeland Security SAFECOM Program’s Interoperability Continuum. This tool provides
a standard set of success elements for interoperability. It also provides a snapshot of
how progress is made from limited to highly interoperable public safety services. These
elements are addressed from a project perspective throughout this Guide.

Our hope is to provide tools to help with your project. Icons are used in the margins

as they were in the original Law Enforcement Tech Guide, to highlight areas of specific
interest to particular project team members. Executive sponsors, for example, should
keep an eye out for the shield icon shown below that is used to mark key points for
project champions. Elsewhere, you will also find tips, checklists, and definitions along
the way that will be useful in your quest to improve communications interoperability.
In appendixes at the end of this Guide, we have included a glossary, resource materials,
and sample documents.

Definition of Icons

Executive Sponsors

Executive sponsors are the project spokespersons, decision makers, and leaders of
the agencies involved in the interoperability effort. Generally, they are the highest
ranking decision makers within their organization. This icon is used to highlight
recommendations and advice directed particularly at them.

Operational Experts

Operational experts are those communications users who understand the business
processes of their respective agencies and how operations are conducted with others.
Typically, these persons are senior line supervisors with experience in interagency
operations. They should keep an eye out for this icon in the margins.

Technical Experts

Technical expertise is critical for analysis of the current communications technology
environment and evaluation of the technical aspects of proposed solutions. This icon is
used to draw attention to material that will benefit technical experts.

Project Manager

Since the project manager has such a pivotal role, we could have used this icon on every
page of the Guide. We have limited ourselves to using it to highlight aspects most
commonly handled by the project manager.
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Stop Sign

Every technology project is challenged to navigate in a veritable minefield of
obstacles. When you see this icon, carefully read about pitfalls that we are hoping you
will avoid.

Grant Requirements

This icon is used to draw your attention to interoperability aspects that may be
affected by requirements of the grants funding your project. Even if your project is
funded by other means, one of your neighbors is probably relying on grants for some
part of its system and you will want to learn how grant requirements are shaping is
interagency communications plans.

Regional

Multijurisdictional, regional efforts bring the highest level of communications
interoperability. This icon is used to draw your attention to advice and
recommendations on how to make those efforts most successful.

Tips
This Guide is full of tips, but some need particular attention. We'll use this icon for
ideas you might find immediately useful.

Checklists

We all need lists to organize a collection of thoughts or tasks. Part II of this Guide has
anumber of checklists to help you keep track of the recommendations that we have
provided.

Interoperability Continuum

As mentioned, the SAFECOM Interoperability Continuum is an important and useful
tool for understanding how communications systems evolve from minimal to optimal
levels of interoperability. It is included in this Guide as a back cover foldout preceded
by an appendix describing its elements in depth. This icon is used to highlight those
elements as they are addressed throughout the Guide.

Original Tech Guide Reference

The parent Tech Guide contains many useful tools, charts, and instructions for
conducting various tasks. When you see this icon, you will be directed to a specific
page, or range of pages, in the original Tech Guide.

7
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Where to Go From Here

Communications interoperability projects are technology projects. If you don’t have
a copy of the original Law Enforcement Tech Guide, download or order one. Since this
Guide on interoperability is intended to complement the original, we'll often refer
to it rather than repeating advice. There’s a wealth of material in it about planning,
purchasing, and managing technology (successfully!) that you will want to use for all
sorts of projects.

If you're with a fire, emergency medical services, or other nonpolice agency, don’t get
hung up on the “Law Enforcement” part of the Tech Guide’s title. It was produced for
that audience, but the principles and practices provided are applicable across public
safety technology, generally. It has been used as a textbook by the U.S. Department
of Justice and U.S. Department of Homeland Security to train dozens of jurisdictions
from around the country in managing their interagency projects.

Sources of the “Law Enforcement Tech Guide”
The U.S. Department of Justice Office of Community Oriented Policing Services
(COPS) published the Law Enforcement Tech Guide in 2002. It is available electronically
from the COPS web site: http://www.cops.usdoj.gov/default.asp?Item=>512.

There it is broken down into its separate parts as Portable Document Format (PDF) files
so you can download or read one at a time.

If you're anxious to download the whole document at once—all 14 megabytes—the
complete version can be found at SEARCH’s web site:
http://www.search.org/files/pdf/TECHGUIDE.pdf.

And finally, hard copy versions are distributed by the COPS Office. To request one,
contact the COPS Office Response Center at 800.421.6770 or e-mail
askCOPSRC@usdoj.gov.
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Interoperability
is the ability of
agencies to work
together toward
common ends.

Chapter 1:
Introduction—
A Changing Environment

In recent years, dramatic criminal, terrorist, and natural disasters—and seemingly
endless post-incident inquiries—have seared into the public mind the importance

of seamless emergency services. Today more than ever, the public expects those
services will be delivered regardless of long histories of turf battles between agencies
and jurisdictions. Public safety as an entity—the collective of police, fire, emergency
medical services (EMS), and supporting agencies—is challenged to integrate services
across these boundaries to serve a public that’s not easily separated by administrative
lines or simple classifications of calls.

Interoperability is the ability of agencies to work together toward common ends. It
depends on a common vision of what those “ends” are and how separate capabilities
are combined to serve them. As with most government services provided in this

day and age, public safety response to emergencies is enabled by technology.
Telecommunications and information services, more specifically, are key enablers to
effective emergency services.

Communications interoperability is changing in an environment with strong public
expectations, evolving communications needs, developing technologies, and a
growing understanding of how all of these parts work together.

Public Expectations

What does the public expect? That’s not an easy question, but when Mrs. Smith calls
9-1-1, she doesn’t want to hear about turf issues and technological incompatibilities.
She expects that services will be delivered promptly and effectively to address her
emergency. No amount of explanation of jurisdictions, policies, or radio failures will
matter (or be acceptable) in time of need.

The public expects that emergency responders are able to communicate with one
another. Expected outcomes of that ability, in management terms, include:

* Responder accountability — That those brave souls who “face the elephant”
aren’t lost in the fog of battles.

 Coordinated incident management — That response to incidents isn’t “sliced
and diced” by administrative, operational, or jurisdictional boundaries.
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Communications
interoperability
is critical for
information
sharing.

¢ Shared information — That what is available or known to one is shared, as
needed, with others.

* Coordinated information management — That the ever-present threat of
“TMI” (too much information) doesn’t cause the message to be lost among
the noise.

» Economies of scale — That public funds are efficiently used for effective
systems supporting all emergency response.

Evolving Communications Needs

Changes in how we manage resources and expect services to be delivered
cooperatively have caused communications needs to evolve internally within
organizations and externally between them. This has not occurred without
great challenge.

For example, decentralized decision making and accountability—key principles in
community policing—require that information be readily available to officers who
are often widely dispersed throughout jurisdictions. Likewise, community oriented
policing requires problem-solving partnerships among police, fire, EMS, and other
public safety agencies. Those partnerships are strengthened when first responders
have ready access to information from within their own organizations and elsewhere.
Most often, that information is delivered to the field wirelessly.

One challenge that follows is simply ow to provide radio coverage. It’s an
unfortunate, but inescapable, fact of today’s public safety environment that the more
widely dispersed the responders, the more difficult it is to provide them with reliable,
high-quality voice and data network services. Officers in shopping malls, firefighters
in large office buildings, and mountain rescuers alike are too often in the unreliable
margins of radio networks where any information exchange is difficult. Increasingly,
we rely on the lowly handheld radio to connect responders, making coverage an even
greater challenge.

Public safety agency managers have to work hard to assure that field personnel are
reliably connected for safety purposes and for management of operations. While
first responders are ideally always connected to the organizational infrastructure
that supports their supply of and demand for information, the emergency
environment doesn’t always cooperate. Dense urban canyons, tunnels, and ever-
rising electronic noise are just a few examples of modern life that increasingly affect
the radio environment.

Information powers the modern police officer, firefighter, and EMS provider. Whether
working individually or in tandem with others during a response, first responders
have to receive timely information about the incident, including location, scope,
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who else is responding, and tactical plans. Likewise, the information they provide in
response can mean the difference between life and death for citizens, not the least of
whom are the responders themselves.

Integration of information and communications systems—both between agencies and
throughout field operations—is an essential part of interoperability today.

Developing Technologies

Radio communications is a venerable staple in the arsenal of public safety tools. It has
only become more so in modern times.

Since the earliest systems built more
than 80 years ago, radio has been the
primary means of getting information
to the field. The first Detroit Police
Department system was licensed with
the Federal Radio Commission in

1922 as KOP, an AM broadcast station
required to transmit music between
all-points bulletins and administrative
messages, with no ability for field units
to acknowledge receipt or reply to
broadcasts (at times, that might still
seem to be an advantage!). By 1928,
the radio car was a key part of Detroit’s
policing environment.

How times have changed! While the Figure 1-1: Detroit Police Department
melodious sounds of today’s dispatches Station KOP (1928)

are hardly entertainment, our radio

systems have come far from those one-way days. Gone is the time when radio simply
served to connect responders and dispatch. Today, modern police, fire, and EMS
agencies around the country rely on voice and data networks that share information
wirelessly in all directions: vertically among levels of command, horizontally between
functional subdivisions, and further yet across jurisdictional boundaries.

Science and industry regularly improve our ability to make different technologies work
together. Indeed, it’s getting more difficult to distinguish radios from computers and
wireless networks from wired pieces strung among them. Technological interoperability
first achieved through integration of internal voice and data capabilities now allows us
to connect similarly integrated systems with external cooperators.
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interoperability.

This advancing technological environment makes it easier to share underlying parts
of systems to take advantage of economies of scale, sharing what might otherwise
be wasted capacity. Shared coverage and services are possible where completely
separate systems were cost-prohibitive. Even though voice and data networks

may be separate as they reach into the patrol car, many of the components up to
that “last mile” can now be shared between agencies and systems. Both voice and
data communications can pass over the same backbone network from dispatch to
the transmission site. There they may share power, environmental, and antenna
combining subsystems before parting company on separate frequencies destined
for different radios in the car.

Elsewhere, developing technology has given us the means to get more users on

a frequency, more data through channels, and the ability to assign “talkgroups”
dynamically based on the needs of the moment. Technology has evolved so that

we can now link disparate radio systems, allowing users on one type of network to
talk with those on another across their shared operational areas. And it has given us
the ability to leverage the capabilities of wireless data to reduce demand for critical
voice channels.

There’s no doubt that technology advancements have dramatically changed public
safety communications, particularly in the past 25 years. They have also challenged
us to adapt business practices along the way, sometimes successfully, sometimes not.
The growing array of choices we have will further challenge us to manage technology,
rather than have it manage us.

The Interoperability Equation

In response to dramatic failures in interagency communications, government entities
from Main Street to Pennsylvania Avenue have taken up the challenge of improving
the situation. The term “communications interoperability” has come to mean
different things to different people, especially following well-publicized breakdowns.

In order to bring focus to the subject, the national SAFECOM Program’ was initiated.
Communications interoperability is defined by SAFECOM as follows:

The ability of public safety agencies to talk across disciplines and jurisdictions via
radio communications systems, exchanging voice and/or data with one another on
demand, in real time, when needed, and as authorized.

" See http://www.safecomprogram.gov.
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This ability to talk is the sum total of interagency operational plans, common
procedures, and enabling technologies, multiplied by the effects of training and
exercises. The best interagency plans and procedures are a complex function of
standardized incident management systems and common terminologies. Funding
and other resource limitations are often confounding factors in efforts to solve
this equation.

Further federal and state efforts are helping with this bit of algebra. The U.S.
Department of Justice, through its Office of Community Oriented Policing Services
(COPS), and the DHS, through the Federal Emergency Management Agency (FEMA),
have cooperatively granted hundreds of millions of dollars to local agencies since the
terrorist attacks of September 11, 2001, to improve communications interoperability.
In addition, the DHS Office of Grants and Training has distributed billions of dollars
to public safety agencies through State Homeland Security and Urban Area Security
Initiative (UASI) grants, much going to improve communications in response to
terrorist events. Even funds provided through pre-existing federal grant programs

are in large share today being used to update and enhance the country’s public safety
communications infrastructure.

At the state level, statewide interoperability executive committees—generically known
as SIECs—have evolved in recent years to focus state and local efforts. First defined

by the Federal Communications Commission (FCC) in 2001 for the administration

of interoperability channels in the 700 MHz frequency band, SIECs have become
increasingly pivotal in steering grant funds and growing multijurisdictional efforts in
many states. Efforts in Washington? and Virginia,? for example, have provided models
for how first responders across disciplines and jurisdictions can work together toward
common goals. State homeland security agencies have began to look to SIECs to
connect their strategic plans with real-world interagency communications needs.

Efforts to solve the interoperability equation are probably affecting your work,
whether you've been aware of it or not.

* See Washington’s SIEC web site at http://isb.wa.gov/committees/siec/.

" See Virginia’s interoperability web site at
http://www.interoperability.publicsafety.virginia.gov/.
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What Will Tomorrow Bring?

This is the environment faced by agency and project managers who are working to
improve communications within their own jurisdictions. Perhaps you’re reading this
because you're responsible for making those improvements. How will it change over
the period of your projects, the lifecycles of your systems, or your career?

Well, it’s easy, if sad, to imagine that emergencies and disasters capturing national
attention will continue to occur. Communications needs will evolve as our response
capabilities become more complex and sophisticated. Technology will surely continue
to offer opportunities for greater interagency communications and challenge our
ability to employ it without disrupting what’s already been achieved. And our
collective efforts will help solve the interoperability equation.

In the chapters ahead, we'll look further at challenges to achieving interoperability—
right after taking a brief look at how information flows in organizations with
technology well integrated into services being delivered.
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Chapter 2:
Key Challenges and
Critical Elements

A changing environment for public safety agencies has brought a range of challenges
to achieving the communications interoperability necessary for emergency services.
Nationally, the key challenges and critical elements for success have been documented
through the collective attention of local, state, and federal officials. This high level

of attention arose in concert with a growing public awareness of interoperability
problems. Though dramatically highlighted by recent tragic events, communications,
particularly interagency communications, have long been a problem.

At the heart of public safety communications is first responder radio capabilities.
Radio communications—or the lack thereof—can and has contributed directly

to first responder deaths. This Guide stresses that integration of voice and data
technologies is necessary for interoperability, but we recognize from direct experience
the importance of first responder voice communications. Radio is the most critical
information technology tool for officers investigating a “hot” burglary, firefighters on
interior attack during a structure fire, and paramedics providing basic life support.
Given its importance in basic emergency operations, there’s no surprise that first
responder radio capabilities are also at the heart of interoperability needs.
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Recent Findings: Why Public Safety
Can’t Talk

Following that fateful September day in 2001, the National Institute of Justice
(NI)), Office of Science and Technology, organized the National Task Force on
Interoperability (NTFI). This task force of leaders from 18 national associations
representing state and local officials addressed the problem of communications
interoperability.

NTFI reported out five key reasons why public safety can’t talk.* From a policy and
operation perspectives, they are as follows:

¢ Incompatible and aging communications
equipment

* Limited and fragmented funding

Limited and fragmented planning
* Lack of coordination and cooperation

* Limited and fragmented radio spectrum.

e e T

Every effort to improve interagency communications

faces these same challenges, though to different degrees. For example, some
jurisdictions have long histories of productive planning and coordination, but are
desperately short of needed funds for system upgrades to connect responders across
agencies. Other jurisdictions face such a severe shortage of radio frequencies that
interoperability efforts are stymied, regardless of available funding. Each group of
agencies seeking to improve interoperability faces a different combination of these
basic challenges.

We'll get into how these challenges can be addressed in Part II of this Guide, How
is Interoperability Achieved? Let’s take a look here at how these challenges have
developed into national problems.

! Why Can’t We Talk? Working Together to Bridge the Communications Gap to Save Lives, National Task
Force on Interoperability, February 2003. Available at
http://www.ojp.usdoj.gov/nij/topics/commtech/ntfi_guide.pdf.
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Incompatible and Aging Communications Equipment
The lifecycle for radio systems has traditionally been very long, sometimes
exceeding 20 and even 30 years. Equipment used in these systems is customarily
expected to have an 8-to-10-year service life, yet more than one-half of agencies
currently exceed that.

A survey of 1,334 state and local law enforcement agencies conducted in 1998 by
the National Law Enforcement and Corrections Technology Center for NIJ showed a
direct correlation between the age of systems and respondents’ assessment of their
radio communications effectiveness.” Sixty percent reported aging equipment to be
amoderate to major problem. Local law enforcement systems averaged 9 years in
service, while state systems averaged even longer—15 years. According to reports
issued by Public Safety Wireless Network (PSWN), a joint initiative of the U.S.
Departments of Justice and Treasury that is now part of SAFECOM, local fire and
emergency medical services (EMS) systems average 10 years.®

When characters Roy Desoto and Johnny Gage showed us (well, at least some of us)
just how exciting communications could be during the 1970s hit television show
“Emergency!”, radio technology choices were few and compatibility was high. Their
call sign, KMG365, was and still is assigned to a VHF (Very High Frequency)-high
band, analog FM (frequency modulated) base station. The call sign and station

are still in use by Los Angeles County, although probably with equipment of more
recent vintage!

Unfortunately, some agencies are still using radios purchased new when “Emergency!”
debuted. The simple fact that the radios still work is amazing. It says something

about the quality of equipment manufactured for lengthy public safety use, but more
about historically limited technology choices that lead (or force) agencies to upgrade.
Options for police, fire, and EMS radio have blossomed in relatively recent history,
much as we've seen wireless technologies explode in the consumer sector.

> Taylor, Mary]., et al., State and Local Law Enforcement Wireless Communications and
Interoperability: A Quantitative Analysis, NCJ 168961 (Washington, D.C.: U.S. Department of Justice,
Office of Justice Programs, National Institute of Justice, January 1998). Available at
http://www.ncjrs.org/pdffiles1/168961.pdf.

5 PSWN Program Analysis of Fire and EMS Communications Interoperability, Public Safety Wireless
Network Program Management Office, prepared by Booz, Allen & Hamilton Inc., April 1999.
Available at http://permanent.access.gpo.gov/websites/safecomprogramgov/www.
safecomprogram.gov/admin/librarydocs9/fireems_interop_study.pdf.
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The value of
America’s public
safety radio
infrastructure is
staggering.

Regional incompatibilities have grown as agencies have upgraded one by one to meet
pressing internal needs. Because lifecycle needs vary, separate agencies within a single
jurisdiction often end up replacing systems at different times, making needed changes
that result in additional interoperability challenges. The costs of supporting old
equipment and technologies dropped by manufacturers have led agencies across the
country to upgrade systems. In many cases, their partners and neighbors were unable
to do likewise.

The result today is that we have, for example, rural fire departments using radio
technologies pioneered more than half a century ago while larger, neighboring
jurisdictions have migrated to higher frequency bands, digital channels, and trunked
systems. Incompatibility is the result.

Limited and Fragmented Funding

Across all levels of government, limited and fragmented funding has contributed to
all other interoperability challenges by:

* Hindering replacement of aging and incompatible equipment
* Restricting human resources available for interagency planning
* Forcing agencies to focus on their most pressing internal operational needs

* Limiting access to scarce radio spectrum resources.

There has never been a national strategy for funding public safety radio costs.

Local radio systems for police, fire, and EMS are funded by every means available

to government, from general appropriations and bonds to grants and bake sales.
Local, tribal, and state systems, alike, are most often funded as one-time projects.
Their ongoing costs—including maintenance, licensing, network services, training,
replacements, and other operating expenses—are annually shoehorned into tight
budgets. By contrast, basic and enhanced 9-1-1 services around the country are
funded similarly from state to state. Recent congressional action will standardize 9-1-1
funding further.

It’s no wonder such fragmented funding for public safety radio has evolved over time.
The value of America’s investment in it is staggering. In 1998, it was estimated to be
worth $18.3 billion’—and that’s just for equipment and fixed infrastructure. This

" LMR Replacement Cost Study Report, Public Safety Wireless Network, prepared by Booz, Allen &
Hamilton Inc., June 1998. This report and figure is currently the most comprehensive available for
the replacement costs of land mobile radio (LMR) equipment owned by local, state, and federal
governments. Available at http://www.safecomprogram.gov/NR/rdonlyres/B69361FA-9AC6-
4126-B971-83DF30FED932/0/Imr_coststudy.pdf.
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commonly cited figure does not include system installation, testing, training, or other
implementation costs. Complete replacement of existing public safety radio systems,
with all associated costs, would total two or more times this figure.

The net effect of limited and fragmented funding for public safety radio systems is
great diversity between systems and long replacement cycles across the country.

Limited and Fragmented Planning

The NTFI report identified historically limited and fragmented planning as a third
key reason for interoperability problems. Agencies at all levels of government
competing for limited funds have provided few resources for interagency planning
efforts. This competition has compounded interoperability problems by discouraging
partnerships necessary for joint operating plans that define communications needs.

Lack of Coordination and Cooperation

Likewise, NTFI identified a lack of coordination and cooperation between agencies
in funding and managing systems as an impediment to interoperability. Changing
the pattern of isolated spending, and increased sharing of management and control,
were noted as necessary steps. While multiple solutions to meet varying needs are
inevitable, portions of infrastructure, such as towers, and even full systems can be
shared in some cases.

We'll have more to say about the importance of operational planning and
coordination shortly.
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Limited and Fragmented Radio Spectrum

Agencies seeking to expand or upgrade their systems are increasingly being forced to
move to higher frequency bands to find available channels. Because radio equipment
is typically built to operate on a single one of the 10 bands open to public safety,
systems using different bands are technologically incompatible at a fundamental level.
That is, the radios talk on frequencies widely separated and are incapable of being
tuned from one to the other. See Figure 2-1.

Radios on

widely separated
frequencies are
incapable of being
tuned from one to
the other.

History and operational needs have crowded users to the lower ends of the spectrum.
More than half of all | The vast majority of public safety radio systems—both voice and data—operate
agencies operate in | in four of the lower bands. More than half of the agencies in the country operate
VHF-high band. |  their primary voice systems in a single one: VHF-high band.® Additional channels in
current bands are virtually unattainable in many parts of the country.

MHz 450-470  764-776*  806-824 4940
25-50 150-174 220-222  470-512  794-806*  851-869 4990 Microwave

1

*Requires TV Clearing
in most urban areas

-

4.9 GHz

New Public Safety
Broadband Spectrum

Figure 2-1: Radio Spectrum
Source: U.S. Department of Homeland Security, SAFECOM Program

8 VHF-high band for local and state agencies runs from 150 to 174 megahertz (MHz). According to
supporting documents for PSWN’s LMR Replacement Cost Study, almost 57 percent of agencies make
primary use of it, while fewer than 6 percent used 800 MHz. See footnote 7, page 24.
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When an agency moves its radio communications to a “new” band, the technological
divide of operating across bands brings fresh challenges to talking directly with
previous cooperators. Other technologies, such as console patches, have been used for
years to link agencies on different bands, but these bring their own limitations and
require additional planning. Remember the planning challenge? Such approaches

to resolving the effects of fragmented spectrum are, to put it simply, just patches.
They're less than ideal, but unfortunately necessary.

Interoperability would certainly be an easier nut to crack if all agencies operated in
the same range of radio spectrum. Unfortunately, each band offers a limited number
of channels—the real estate of wireless communications. Each geographic region
(neighborhood) only has a certain number of channels (residential lots).

“Location, location, location,” they say in the world of real estate. Location in the
wireless world is equally critical, but here we're not just talking about geography.
We are also referring to where a system operates within the radio spectrum! Each of
the 10 bands is best suited for different purposes and the highest ones are entirely
unsuited for unit-to-unit voice systems as we know them today; they’re used for
microwave links. And needs vary across the country. For example, urban areas

have great demand for channels in the higher bands offering the best building
penetration. By contrast, wide-area systems necessary in rural and statewide
jurisdictions are most economical in the lower bands where range is greatest.
Remember the funding challenge?

The net effect is best described as increasing fragmentation that reduces
interoperability. The NTFI report also noted that public safety has a growing need

for wireless services beyond traditional voice operations. Mobile data, automatic
vehicle location, and other types of systems increase demands on a finite public

safety spectrum. Beyond that, growing commercial and private demands for wireless
services brings intense competition for limited resources that otherwise might be used

for public safety.

Limited and fragmented radio spectrum is a fundamental cause of
interoperability problems.
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The level of
interoperability
between agencies
increases as

they create joint
SOPs, typically
first for planned
events, then for
emergencies.

Critical Elements to Achieving Interoperability
Since 2003, the Department of Homeland Security SAFECOM Program has been
working to bring a practitioner’s focus to the problem of interoperability. Through
SAFECOM, public safety leaders have identified five critical elements to solving
interagency communications problems:

1. Governance.

2. Standard operating procedures.
3. Training and exercises.

4. Frequency of use.

5. Technology.

They have also identified stages along each element, recognizing that interoperability
isn’t an either/or proposition—it’s a matter of degree. Interoperability improves as
agencies progress with each of these elements. SAFECOM’s Interoperability Continuum,
found here as the foldout rear cover, depicts these elements and stages. Briefly, these
ideas are summarized here and incorporated throughout this Guide.

Governance

As noted by NTFI, limited coordination and collaboration between agencies is a

key reason why we can’t talk. Regular collaboration between key staff members of
agencies and across disciplines improves this situation, but formal committees serving
regional needs and working with statewide efforts are best.

Standard Operating Procedures

All public safety agencies have established standard operating procedures (SOP)—
whether these are verbal or written. The level of interoperability between agencies
increases as they create joint SOPs, typically first for planned events, then for
emergencies. Interoperability improves as joint planning moves to serve regional
needs, producing communications SOPs. Optimal levels are reached as the National
Incident Management System (NIMS) is integrated into procedures.

We'll talk further about the NIMS in Chapter 3, Operability — Job #1.

The National Incident Management System (NIMS)
[A] consistent nationwide approach for Federal, State, and local governments to work
effectively and efficiently together to prepare for, respond to, and recover from domestic
incidents, regardless of cause, size, or complexity.

Homeland Security Presidential Directive (HSPD)-5
February 28, 2003
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Training and Exercises

The importance of training and exercises cannot be overstated. Communications
interoperability improves in small amounts through simple internal orientations on
communications equipment. Tabletop exercises provide further improvements, but by
necessity these limit the number of people involved, typically to key field and support
staff. Multiagency tabletop exercises produce a higher level of interoperability than
single agency ones, of course. Full functional exercises between agencies involving

all staff are optimally second only to regular, comprehensive training and exercises
incorporating the regional SOPs described previously.

Frequency of Use

Interoperability improves as agencies use their adopted techniques, procedures,

and technologies more frequently and broadly. A minimal, but important, level is
reached as those methods and means are used for planned multiagency events. It is
further improved by common use during localized emergencies and further yet as
incorporated into regional incident management systems. Optimal levels are reached
as they are used on a daily basis throughout the region.

Technology
There are five identifiable technological means of interagency communications,
particularly by radio:

1. Swapping radios.

2. Using gateways between independent systems.
3. Sharing channels.

4. Sharing proprietary systems.

5. Sharing standards-based systems.

Higher levels of interoperability are reached as the predominant means progresses
toward shared systems.

A minimal level of interoperability is achieved when agencies resort to providing
Technological |  cooperators one of their radios, and vice versa during incidents. This is what we refer

Means to | o as “swapping radios.” It's not ideal for a number of reasons, but has often been
Interoperability relied upon.
Swap radios

Use gateways . . . .
Sh aregchann gls “Gateways” are electronic, often automated devices for taking the audio from one

Share proprietary |  radio channel and patching it to another—and vice versa. In the past, the most
systems |  common form of gateway was provided by the dispatch console patch mentioned on
Share standards- | Page 27. Since September 11, a great many of these have been purchased to improve
based systems | interoperability. We'll delve further into these devices in Part IIT of this Guide,
Exploring the Technologies.
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No communications
system can make
up for inadequate
operational plans.

A higher level of interoperability is provided when agencies using compatible
technologies designate common channels between them for interagency
communications in joint operations. This is referred to as “sharing channels.”

The final two technological means of interoperability are more self-explanatory.
Interoperability through “shared proprietary systems” occurs when multiple agencies
jointly use a common system based on proprietary—or vendor-specific—technology.
This is considered to be a less optimal means than shared use of a system built from
standards-based—or nonvendor-specific—technology. Again, we'll go further into
detail on these and other technologies in Part III.

It’s important to note that the steps from minimal to optimal levels of interoperability
along each element in SAFECOM’s Interoperability Continuum are progressive. That is,
they build on one another and don’t necessarily exclude preceding steps. For example,
individual agency communications SOPs are still important when joint or regional
ones are in place. Ideally, the two closely mesh. Likewise, in-service orientations on
equipment are still important, even when regular, comprehensive regional training is
in place.

One More Time: It’s the Planning and
Coordination

There’s a lot more to be said about planning and coordination for interagency
communications. As a matter of fact, that’s what all of Part Il is about! Well, it’s
mainly about how to achieve interoperability, but we'll give you a brief preview and let
you know that’s what it takes to get from here to there.

If it isn’t already apparent, planning and coordination between agencies are basic
principles behind the Interoperability Continuum’s critical elements.

Planning for interagency operations, generally, varies greatly from one part of the
country to another and between levels of government. Where inadequate operational
plans exist, communications suffer tremendously and interoperability is practically
impossible. Poor communications can and unfortunately often do hinder operations,
but no communications system or set of interoperable systems can make up for
inadequate operational plans.

In Part IT of this Guide, we’ll show how communications interoperability is
achieved through a common incident management system, technologies linking
responders, and operational plans brought to life before they’re needed through
training and exercises.



The McKinsey
Reports were
prepared for

New York City’s
police and fire
departments in
the year following
the World Trade
Center attacks on
September 11,
2001. They include
detailed analyses
of response to
the disaster and
recommendations
for improving
preparedness in the
future.

We’'ll refer
elsewhere to
these reports on
matters important
to agencies of all
sizes.
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McKINSEY REPORT

... [Tlo be fully prepared to face the threats posed by terrorism and other major incidents,
the city or state governments must establish a much broader, detailed and more formalized
interagency planning and coordination process. The process would include:

— Establishment of common command and control structures and terminology,
and agreement on the roles and responsibilities of each agency for managing the
response to any incident.

— Deployment of interoperable communications infrastructures and protocols to
improve response coordination and exchange of information.

— Implementation of joint training exercises to ensure that agencies can and will
cooperate effectively during incidents, e.g., by operating under a unified command
and control structure.

“Increasing FDNY’s Preparedness,” McKinsey & Company
August 19, 2002, Executive Summary, p. 21.
Available at http://www.nyc.gov/html/fdny/html/mck_repori/toc.shtml






CHAPTER 3
OPERABILITY—JOB #1






Chapter 3:
Operability—Job #1

. 9/ 1 1 Command and Control within First Responder Agencies.
o anr " Fora unified incident management system to succeed, each
= participant must have command and control of its own units and

adequate internal communications.

—The 9/11 Commission Report
(Page 319)

Throughout this Guide, we refer to the events of September 11, 2001 and after-action
reports to highlight issues of interagency communications. The sheer magnitude

of those events provides a powerful microscope for examining not only internal
operational demands on agencies under such extraordinary circumstances, but also
interoperability needs.

We all owe a huge debt of gratitude to the agencies rich with experience and history
that hardly volunteered, but valiantly responded, that day and now share their lessons
learned. We use those lessons here not critically, but to share the benefit of quality
analyses arising from the World Trade Center and Pentagon maclstroms.

Though the magnitude of those events and scale of response, we hope, are beyond what
any jurisdiction will face in the future, our belief is that lessons highlighted here apply
to public safety operations at all scales.
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The interoperability
puzzle is solved

by first resolving
operational
communications
needs.

The level of attention brought to the national issue of communications
interoperability has, at times, drawn the spotlight from this fact: Day in and day out,
radio is critical in delivery of all sorts of public safety services. As “operability”
is the root of the word, it’s also what makes interoperability possible.

Interagency communications are, at best, a distraction if an agency is unable to
provide for its own operations. At worst, they can bring chaos to emergency response
if they interfere with internal operational demands. No agency administrator, chief
officer, or incident commander wants to worry about how the troops are going to talk
to other agencies when their own internal radio communications are inadequate. The
interoperability puzzle is solved by first resolving operational communications needs.

Before moving on to Part II, which focuses on how interoperability is achieved, we
want to emphasize the importance of beginning with an operational perspective.
We'll look at some of the operational lessons learned during the 9/11 attacks and
conclude with how standardized incident management systems provide tools to battle
both operational and interoperability challenges.

A Proportional Perspective

In trying to understand what communications interoperability is and how it relates
to daily requirements, it’s important to note that radio is first and foremost used for
delivering services day-by-day to Mrs. Smith. Her emergency services are primarily
provided by local agencies—usually by a single one for any given call. Consequently,
the lion’s share of public safety radio communications take place internally between
units of individual local agencies.

Operations, particularly the intersection of operational responsibilities between
agencies, drives interoperability needs. That is, two agencies responsible for providing
services at the same place and time need to work together to serve their missions. See
Figure 3-1. However, internal agency communications demands overshadow
interagency requirements even in large incidents because the bulk of traffic is
still tactical within responding units, typically from the same agency.

In terms of sheer volume, communications demands across all types of public safety
response stack up like this:

1. Internal communications within individual local agencies.

2. Interagency communications between like agencies from adjoining
jurisdictions, such as between city police and county sheriff or between
neighboring fire companies.

3. Interagency communications between different types of responders, such as
police and fire, in the same jurisdiction.
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4. Interagency communications between different types of responders in
neighboring or distant jurisdictions.

This isn’t to say that any

particular type of radio Operability
exchange is insignificant or

expendable. It is important @

to note, however, that

day-to-day internal
communications needs
drive requirements for
radio systems. After

all, there’s no need to
interoperate if you can’t
operate to begin with!

Interoperability

While this might seem
obvious, we've seen plenty
of technology projects
where basic needs are
forgotten in the rush to

find a “silver bullet” for a
smaller set of problems. It
simply boils down to the fact
that internal operational
needs are appropriately the Figure 3-1: Operations Drive Interoperability Needs
central focus of agency radio

projects. However, those

needs can be defined, satisfied, and incorporated into standard operating procedures
(SOP) while assuring interoperability, as well see shortly.

Operability

Operability

Extreme Operations—9/11

A great deal has been written about emergency response in New York City during
the World Trade Center attacks of September 11. In the year following the attacks,
the New York Police Department (NYPD) and the Fire Department of New York
(FDNY) collaborated with McKinsey & Company, business and organizational
performance consultants, to produce reports on improving the agencies’
preparedness. Though the reports contain much information on response during
the incidents and detailed recommendations, we just want to touch on operational
communications aspects they addressed.

37
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9.11.2001

At the time of the attacks, the NYPD was operating with a new radio system that
offered great capacity and resiliency over its previous systems. The police system
also was significantly more modern than the FDNY’s, which had been struggling to
implement a new one of its own.

According to McKinsey & Company, the police department’s radio infrastructure did
not fail on 9/11. Less than 15 percent of responding officers reported experiencing
“dead air” failures. On the other hand, radio traffic was “cluttered” early in the
incident. Fewer than half of the officers reported being able to clearly decipher traffic
early on.

One of six critical recommendations made to the NYPD focused on its radio
communications. It recommended adoption of radio procedures that optimized
information flow, producing a radio discipline that would minimize demand for
channels and provide a capability to push critical information ahead of other traffic.’

FDNY communications were affected directly by the attacks themselves. Overall,

their radio system was inadequate for the scale of the incident. McKinsey &

Company found that the department urgently needed to improve its communications
capabilities and ability to pass critical incident information. Information management
improvements were also noted as urgently needed, particularly in tracking responders
and patients."

Important Conclusions
Two important conclusions can be drawn from these findings:

Conclusion #1: An agency’s internal operational capacity to receive, digest,
disseminate, and act on information can be overwhelmed, even if technically its
communications systems aren’t. Operability is directly affected by nontechnical pieces
of response systems that define, among other things, rules for moving information
around and what constitutes a manageable span of control. Technology can deliver
information overload as well as it can solve problems.

Conclusion #2: The great bulk of information sharing needs between first
responders—and thus communications capacity of one form or another—are
internal.

® Improving NYPD Emergency Preparedness and Response, McKinsey & Company, August 19, 2002.
Available at http://www.nyc.gov/html/nypd/pdf/nypdemergency.pdf.

1 Increasing FDNY's Preparedness, Executive Summary, McKinsey & Company, August 19, 2002.
Available at http://www.nyc.gov/html/fdny/html/mck_report/toc.shtml.



Procedures for day-
to-day interagency
operations are
usually well-
established.
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Judging from these reports, communications operability was a greater
problem in New York City on 9/11 than interoperability. We believe this would
be true in most any jurisdiction under comparably taxing circumstances, mainly
because the agencies’ own management needs become critical as they struggle to
maintain a manageable span of control and accountability of responders.

National Incident Management System

Thankfully, national disasters of this magnitude are rare. Terrorist attacks and
weapons of mass destruction have captured the nation’s attention, but natural
disasters and large-scale emergencies like wildland fires and hazardous materials
incidents are more likely across the country. Communications operability and
interoperability needs have to be accommodated to support response to all scales
of emergencies.

Incident response systems have been built to meet the daily public safety demands, as
well as the more predictable emergencies. Incident management systems vary widely
across the country, but procedures for day-to-day interagency operations are usually
well-established because they’re used relatively often.

Similarly, planned events and task force operations, such as political
conventions or joint drug interdiction efforts, give incident command teams
the opportunity to build solid plans beforehand. This includes plans necessary
for interagency communications.

But when large-scale emergencies and disasters occur, response and communications
systems are stressed. Informal incident management systems dissolve.

The National Incident Management System (NIMS) was introduced in March
2004. It is first and foremost a common set of concepts, principles, terminology,
and technology to improve emergency response. It also provides standard resource,
organizational, and operational definitions. One of its components is an incident
command system familiar to many first responders across the country.

The NIMS Incident Command System (ICS) is built from 30 years of experience with
large-scale emergencies. Based on military models, early incident command systems
emerged in the public safety world through efforts of California firefighting and
emergency management agencies to deal with devastating wildfires. It broadened and
evolved over the years to serve emergencies and disasters of all types.

Two key ICS management characteristics are particularly notable when it comes to
communications interoperability. NIMS ICS is based on:
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Interoperability is
built upon common
terminology.

How we play at
the occasional
“big one” will be
determined mostly
by how we play at
the frequent little
ones that occur
every day in our
local place.

— Fire Command
Chief Alan
Brunacini,
Phoenix (Arizona)
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Fire Department

1. Common terminology covering organizational structures, operational
resources, and facilities.

2. Integrated communications, including development and use of a common
communications plan covering processes and technology.™

Common Terminology

Common terminology is clearly important in interagency communications since it’s
not much use to talk to your cooperating neighbors if you can’t understand them! But
the concept goes much further.

As mentioned earlier, lack of planning and coordination is a prime cause of
communications interoperability failures. Planning and coordination requires a
common language to articulate needs, describe processes, establish policies, craft
joint SOPs, and command resources during interagency operations. Interagency
communications SOPs are particularly unlikely without a means of describing the
“who, when, why, where, what, and how” of operations.

We deal with practical and important aspects of common terminology in Chapter 12,
Develop Policies and Procedures.

Integrated Communications

Under ICS, communications and incident action plans have to be integrated to
capture management goals and operational objectives. This notion of integration is
more than just lip service, too. Since responder safety and effectiveness are usually
closely related to how well communications supports them, the capacity of the
communications systems to support operations is continuously taken into account
in action planning. A separate communications unit is often established early in
multiagency and large-scale responses managed under ICS to support the integration
effort. This is to bring all communications functions close to incident management,
rather than having them managed far from pressing operational considerations.

Communications plans and technology can be used to reinforce the command
structures and operating principles embodied in incident management systems.

Use of a NIMS-compliant incident command system is critical in large-scale response.
It can be equally important during smaller emergencies that provide the opportunity

" National Incident Management System, U.S. Department of Homeland Security, March 2004.
Available at http://www.fema.gov/pdf/nims/nims_doc_full.pdf.
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to perfect response. Common terminologies and principles of communications
integration take root in routine response. They provide the building blocks of
interoperability through better operability.

Operational Building Blocks

Interoperability is built up from separately operable systems. It’s a defining quality
of a system of systems. For example, the modularity and scalability of modern
incident command systems mean they are useful from small incidents to large-scale
emergencies. Separate command teams can even be folded into one as incidents

merge. Components can be mixed and matched as demands ebb and flow. See Figure
3-2.

Communications systems meant to serve such command systems have to be equally
modular and scalable. Those capable of supporting an agency’s operations have to be
built to “plug and play” during multiagency responses, so it pays to build them with
NIMS principles in mind.

While operations come first, interoperations are inevitable. Building command and
communications systems for interoperability across jurisdictions and disciplines is
just good business.

‘ Magnitude of Event >
O
Local ({g?
Ju”:i?"gclte'on' Multiple regions
P and
discipline Local multiple disciplines
jurisdiction,
multiple 68%
disciplines
One region,
multiple disciplines
Complexity of Administration >

Figure 3-2: Interoperability Built on Separately Operable Systems
Source: U.S. Department of Homeland Security, SAFECOM Program
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Readers may

be interested

in Chicago’s
burgeoning
enterprise
criminal justice
information system.
See Policing
Smarter Through
IT: Lessons

in Enterprise
Implementation,
Northwestern
University, U.S.
Department of
Justice Office of
Community
Oriented Policing
Services, 2004.
See
http://www.cops.
usdoj.gov/default.

asp?ltem=1331.

An enterprise

is a collection

of agencies or
organizations
created to provide
related services to
a common set of

customers.

Chapter 4:
Interoperability in the
Integrated Enterprise

Public safety services are provided across all levels of government, through local,
tribal, state, and federal agencies. The vast majority of existing communications
infrastructure for delivery of these systems, however, is owned by local and state
agencies—an ownership level estimated at more than 90 percent.'? Cities, towns,
and counties use their systems to provide essential police, fire, and EMS services at
all hours of the day, every day of the year. For the most part, it seems that public
satisfaction with these services is good, but there is certainly the expectation that
agencies can work together when needed—in effect, that they’re interoperable.

To understand the demand for interoperability, we have to look at a picture

of emergency services greater than individual agencies and their separate
responsibilities. In wrapping up our discussion of just what communications
interoperability is, we want to describe the public safety enterprise, its complexity
across systems, and what integrating it entails. We'll look at why information sharing
is at the heart of communications interoperability, how justice integration efforts
laid a foundation for understanding needs, and the importance of stating functional
and operational requirements to integrate systems. Your contribution to achieving
interoperability is our central focus, so we'll conclude by looking at the role of
leadership in the integrated enterprise.

What is the “Enterprise”?

The term “enterprise” is more and more commonly used to describe government
and individual agencies organized to deliver particular services. For example, we
speak of police, prosecution, courts, and corrections across local, tribal, state, and
federal levels of government as the justice enterprise. Recognizing that each level of
government and most of its branches are defined in law, it still has been useful to
look at justice agencies as a single entity dealing with a related set of services for a
common constituency. Integration of services and technologies across the justice
enterprise allows each agency to better serve its customers, while minimizing costly
redundancies and technological roadblocks.

12 U.S. Government Accountability Office, Homeland Security: Federal Leadership and
Intergovernmental Cooperation Required to Achieve First Responder Interoperable Communications, GAO-
04-740 (Washington, D.C.: July 2004) p. 8.
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All the policies,
procedures, skills,
and technologies
that go into
delivering effective
emergency
response need to
come together at
that moment, at

that spot.

These acronyms
and others are
defined in
Appendix F.

FACTS:

o [nteroperability is achieved when services are delivered seamlessly across
organizational subdivisions and between jurisdictions.

e An enterprise view of public safety services—for example, across a city, county,
or metropolitan region—uses a citizen-centered, results-focused definition of
services provided to define, among other things, necessary interagency information
exchanges.

o With services and these interagency junction points defined, a technological
framework can be built that leverages existing investments and capabilities, reduces
redundancies, and establishes de facto standards for future systems.

e Both services and supporting systems have to be integrated for the public safety
enterprise to have communications interoperability.

A Complex System of Systems

Modern agencies have a staggering array of systems supporting their services. How
complex? Consider a typical call that’s handled thousands of times each day across the
country: A landline telephone call reporting a motor vehicle accident with injuries.

The Call Arrives

From the 9-1-1 call, an automatic call distributor may first direct the connection

to an open attendant position, providing automatic number identification (ANI)
information from the call. In the background, call-logging recorders track the source,
routing, and conversations. An instant playback recorder may begin to capture the
conversation for the operator’s subsequent use while an audio logging recorder
elsewhere makes a more permanent record. Where enhanced 9-1-1 (E9-1-1) is
available, the caller’s address is automatically retrieved and provided to the operator.
The call to the public safety answering point (PSAP) is then either dispatched by the
operator or transferred to a dispatcher across the room or perhaps even across town.

And that’s all before response is initiated. E9-1-1, ANI, ALI, PSAP, MSAG... there’s
certainly no shortage of acronyms in the public safety communications business!
Wait, there’s more.

The Call is Dispatched

If the call-taker hasn’t already done so, the incident might automatically be queued

to a computer-aided dispatch (CAD) system at this point—or maybe even separate
CAD systems for fire medical and police response. The CAD system itself is a complex
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animal. From this point, it may interface through a general purpose console with
telephone, alarm, paging, voice radio, mobile data, and logging systems. It might be
fed mapping information in the background for geographic display of call source,
responder location, and street closure indications. For later use, it might feed incident
information to an agency’s records management system (RMS) or simply drive a run
card printer in a distant fire station.

First Responders Respond

From dispatch, let’s imagine that fire medical responders are alerted by a page

and police officers by a message sent wirelessly to the squad car’s mobile data
computer. Fire paramedics grab the run card, jump in their vehicle, and transmit
acknowledgment of the call over a voice radio system. By way of a couple of key
presses, the police officer acknowledges receipt of the alert and notifies dispatch of an
impending response with lights and siren. En route, automatic vehicle location (AVL)
systems in each unit transmit current location information to dispatch from a Global
Positioning System (GPS) receiver for display on a geographic information system
(GIS)-powered map in dispatch. On scene, the officer quickly transmits an arrival
status message and turns to a shared radio channel to direct paramedics in from an
alternate direction because the roadway is blocked by backed-up traffic.

Service is Delivered

Response is well underway, with a great deal of technology enabling it. A transporting
ambulance may have been dispatched by this point and street maintenance alerted

to divert traffic around the accident. Medical control may have been established
through a nearby hospital and its emergency room notified of the impending arrival
of patients. More systems are tied in. Eventually patients are delivered, cars towed,
accident and run reports filed, and responders returned to routine duties.

This complex system of emergency services is linked through an integrated
mesh of communications and information systems.

The hapless victims of our hypothetical accident don’t know—and probably don’t
care at the time—about all that goes into delivering emergency services to them. All
they know is that they need help. All the policies, procedures, skills, and technologies
that are involved in delivering effective emergency response need to come together at
that moment, and at that spot.
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When
communications
break down, who
are you going to

call? 9-1-1?

Enterprise Integration

This example provides a snapshot of the public safety enterprise. It shows the
complexity of technologies used to support emergency operations generally, and
interagency operations in particular. Information flowing across wired and wireless
networks, through computers and voice systems, allows interagency services to be
delivered seamlessly. It allows them to be integrated across the public safety enterprise.

Information is moved from place to place through different systems and modes of
sharing. For example, the location of this hypothetical incident most likely would
have initially been reported by voice over the telephone. Nearly simultaneously,

the call-taker received an idea of the general vicinity of the accident from the
caller’s location information retrieved digitally with the call. That street address
was displayed textually and later, perhaps, also graphically for the dispatcher. More
and more commonly these days, a precise location may have been automatically
transmitted wirelessly via satellite by one of the involved vehicles, and then relayed
via telephone to dispatch by a telematics operator, such as OnStar.® In our example,
the incident location was subsequently passed wirelessly to the field using both voice
and data.

Perhaps you have already faced the challenge of integrating systems to deliver
information so complexly. If so, you're one step up on the broader challenge of
providing communications interoperability. You understand that a lot more than
technology goes into making systems talk to one another. And if you've been
responsible for connecting services across agencies, you probably already recognize
that no amount of interoperable technology will bring responders together when
their operations are fragmented. All the king’s horses and all the king’s men can’t
make one response out of many if procedurally agencies aren’t “interoperational”
already. This, quite frankly, has nothing to do with technology.

How Did Communicating Get so Complicated?
Historically, communications interoperability has diminished as technology has
advanced. This might seem counterintuitive, but think about it. When there were
few choices for communications technology, the odds of any two agencies having
compatible technology were relatively high. Advancing technology, which brought
more communications choices, has come up against long radio system lifecycles
and widely varying needs. Agencies have built advanced radio systems to solve
serious coverage and capacity needs, inadvertently introducing new interoperability
challenges. In effect, our technological options have expanded, spotlighting the
“disintegrated” enterprise that previously had been able to hang together due to fewer
demands and greater technological homogeneity.
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As noted earlier, aging and incompatible equipment is just one of several challenges
to achieving interoperability. Suffice it here to say that a lot more than technology is
needed for success.

Recent events and disasters have highlighted greater needs for sharing information
and coordinating incident management across all emergency services. This requires
communications interoperability. Ultimately, an enterprise view of services integrated
across procedures and technology is necessary to satisfy these needs.

A Vision of Information Sharing

Information sharing is a measurable outcome of communications interoperability.
On a daily basis, critical information most often passes between first responders by
voice over radio. It can also originate from CAD, RMS, GIS, disaster management,
state motor vehicle, and other systems. From these systems, the information may be
transferred to the first responder wirelessly to a mobile computer system or it may
make the leap from mere data to true information through the time-proven radioed
voice of dispatch.

In the public sector, some of the greatest advancements in information sharing have
occurred through the U.S. Department of Justice’s Office of Justice Programs and

its Global Justice Information Sharing Initiative—generally referred to simply as
“Global.” The Global Advisory Committee (GAC) has served as an advisory body to
the U.S. Attorney General since 1998. Its mission is to support broad exchange of
justice information across jurisdictions and levels of government. It “seeks to improve
the administration of justice and protect the nation’s public by promoting practices
and technologies for the secure sharing of justice information.” **

Since September 11, Global’s scope of advice has expanded to the broader public
safety enterprise. For example, the Global Justice XML Data Model'* has had a
significant impact on how CAD and RMS are being designed for information sharing.
Information-sharing concepts have evolved greatly through efforts to integrate justice
systems. Global has provided a simple vision of information sharing that is very
applicable to communications interoperability.

13 Global Justice Information Sharing Initiative Advisory Committee Charter, October 15, 2002.

" TFor further information on the Global Justice XML Data Model, see the U.S. Department of
Justice, Office of Justice Programs web site at http://it.ojp.gov/jxdm/.
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Sample Vision Statement

Emergency responders can access the information they need to do their jobs,
at the time they need it, in a form that is useful, regardless of its location.”

Such a vision would be followed by more specific goals laying out how the project will
improve procedures and systems to ensure that the needed information is shared.
The Global Infrastructure/Standards Working Group has established requirements
for justice information sharing® that are equally applicable to interoperable
communications systems:

o The architecture must recognize innumerable independent agencies and
funding bodies from local, state, tribal, and federal governments.

¢ Information sharing must occur across agencies that represent divergent
disciplines, branches of government, and operating assumptions.

* The infrastructure must be able to accommodate an infinite range of scales,
from small operations with few participants in a rural county to national
processes that reach across local, state, tribal, federal, and even international
boundaries.

* Information sharing must occur among data sources that differ widely in
software, hardware, structure, and design. [And uniforms worn, we might add.
-Ed]

* Public-sector technology investment must reflect and incorporate the lessons
and developments of the private sector.

¢ The infrastructure design must be dynamic, capable of evolving as the
information sharing requirements change and the technology is transformed.

These are worthy strategic goals for all communications interoperability projects.

Information Sharing Concepts: SOA What?

For such a simple term, “information sharing” can be a complex subject. Some of
the concepts and terms are simply too important to pass up, though. Notions of
communications interoperability are being influenced by lessons learned through
justice integration efforts, and familiarity with these ideas will help you understand
the “big picture.”

15 Adapted from A Framework for Justice Information Sharing: Service-Oriented Architecture (SOA),
Global Infrastructure/Standards Working Group, December 9, 2004. Available at
http://it.ojp.gov/documents/20041209_SOA_Report.pdf.

1% Thid., pp. 2-7.



Chapter 4: Interoperability in the Integrated Enterprise

For example, work conducted by SEARCH in recent years in the field of justice
information exchange modeling has produced a conceptual framework for
understanding the flow of information between agencies, a methodology for
analyzing and reengineering processes, and tools for modeling information
exchanges. Work is now underway using these means for characterizing, classifying,
and quantifying first responder interagency communications."”

One goal of the modeling methodology is to produce a reference model—a set of
exchanges common across most jurisdictions. This has been done for integrated
justice information systems, resulting in a significant savings in effort and cost for
subsequent users. Such a model can be customized by individual jurisdictions to
reflect their operations, as-is, and portray their systems to-be, requiring a fraction of
the effort needed to create one from scratch.

Common Terminology Aids Communication

Shared concepts and terminology have advanced the abilities of researchers and
practitioners, alike, to describe dimensions and modes of information exchange.18
In addressing functional components of integration, we now talk about query, push,
pull, publish, and subscription/notification modes of communications. In integrated
systems, queries make a specific request for information. Information is pushed
automatically to other systems following triggering events. Likewise, it may be
automatically pulled from others in anticipation of need. Information is published
for general authorized consumption as a proactive measure. A subscription/
notification process combines push and pull modes of information sharing on a
more ad hoc basis controlled by the eventual user.

The importance of these terms and concepts is not so much that they bring some
great revelation of how we might share information, but rather in providing a
common terminology useful for stating requirements in a standardized manner
through which a system of systems can be designed. For example, we may require that

17 SEARCH has undertaken two projects to develop information exchange package documentation
for tribal, law enforcement, and other first responders. These projects were funded by the COPS
Office under Cooperative Agreements #2002CKWXK006 and #2002CKWXK047. For a description,
see http://www.search.org/programs/info/xml-iep.asp.

18 Roberts, David J., Integration in the Context of Justice Information Systems: A Common Understanding
(Sacramento, Ca.: SEARCH, The National Consortium for Justice Information and Statistics,
updated 2004). Available at http://www.search.org/files/pdf/Integration.pdf.
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Service-oriented
architecture (SOA)
is a collection

of services that
communicate with
one another.

stolen vehicle information is pushed to an officer whenever a traffic stop is made. That
tells a business process analyst or system designer that certain exchanges are required
without further, overt action by the officer. However the information is ultimately
provided—whether it is wrapped in standard operating procedures by voice from
dispatch or encoded in the rules of a mobile data system—is a subsequent matter of
design, and is probably influenced by additional requirements.

A final concept of growing importance in justice integration, as well as the larger
world of automation, is service-oriented architecture (SOA). Properly speaking, it is
simply a collection of services that communicate with one another. Most generally
used in the design of web-based information systems, SOA includes the concept that
well-defined services are able to find and work with one another using standardized
means of communications. For example, Wisconsin is already using an SOA-based
message switch to move information from different sources to and between law
enforcement agencies across the state. **

SOA means a great deal more in the design of integrated systems than is addressed
here, but its influence on developing enterprise information systems is important.
Public safety information and communications systems will increasingly be built
upon SOA, as broader governmental systems are today. The integrated enterprise
increasingly relies on this architectural framework.

These accepted guiding principles of integrated justice information systems influence
our conception of what’s possible with communications interoperability:

* Information exchange modeling
* Functional components of integration

¢ Service-oriented architecture.

They can help us understand information sharing needs across a complex enterprise
to achieve interoperability.

19 See http://www.doj.state.wi.us/les/TIME/eTIME.htm.
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Stating Requirements for Information Sharing
Our success in creating communications interoperability is directly related to our
ability to describe operational requirements for interagency exchange of information.
Projects to improve interoperability may be well-guided from the start with a broad
vision statement, such as that presented above, but they have to develop operational and
functional requirements to yield communications systems that meet day-to-day needs.
Unfortunately, system procurement documents often focus on technical requirements
rather than operational needs, which limits proposed solutions and forces acceptance
merely based on technological measures.

In seeking to improve interoperability, we talk about police department ‘A’

needing to talk to fire department ‘B’ or something similarly broad. Left with no
better description of the processes, events, conditions, and content of the needed
communications, system designers get a one-dimensional picture of what's needed.
Interoperable systems design is driven much more by operational requirements when,
for example, the need is described as follows:

During a barricaded suspect operation, the police tactical team leader notifies the fire
interior attack crew leader that suppression efforts are needed within a secured portion
of the building.

It may seem obvious that the need would be satisfied by a common radio channel
or talkgroup readily available for a voice exchange between portable radios.

That may be the most common way to carry the exchange today, but it may be
equally well accomplished by status and location data burst across a network
established just for the incident. Over-specification of how needs are met ends up
limiting options and is often used as a substitute for a clear statement of business
practices. The point is that the “how” should come long after operational and
functional requirements are established.

It may also seem that describing interagency communications needs in such detail
could be painfully tedious. Frankly, it can be. Unfortunately, the likely alternative is
acquiring systems that are designed based on gross and largely unshared assumptions
of the “who, what, when, why, and how often” aspects of interoperability. If
procedures don’t exist to describe how police operations communicate a need for
help when a diversionary device ignites a fire, then the presence of the technological
capability to talk is unlikely to be used effectively.

Broad statements of need that lack functional and operational requirements
often result in technology project failures.
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Despite the
problems that
technology creates,
Americans’ love
affair with it leads
them to also regard
it as the solution.
But technology
produces its best
results when an or-
ganization has the
doctrine, structure,
and incentives to
exploit it.

— The 9/11
Commission Report

(Page 88)

Efforts in information exchange modeling have shown that voice communications
are not as neatly describable as data exchanges. But because voice and data are so
intimately intertwined in the integrated enterprise, we’re called to do our best in
describing all types of exchanges so the boundaries between different modes of
communications are clear. As important, voice exchanges may prompt subsequent
data exchanges under certain conditions and vice versa. It’s important to recognize
these interactions—at least in operational procedures, if not also in technology.

The Good News on Stating Requirements
A good deal of work in recent years has been done to both define information sharing
requirements broadly, and to improve our understanding of them.

In March 2004, SAFECOM released a report establishing current and future
requirements for public safety wireless communications and interoperability. This
“Statement of Requirements” (SOR) established operational requirements for
police, fire, and EMS services, as well as their wireless communications functional
requirements. An updated version was released in January 2006.2°

The SOR is a foundational document describing current and future requirements
to the year 2019. We'll turn to it for more detail in Chapter 6, Conduct a Needs
Analysis.

Leadership Rules

Integrating the enterprise for interoperability sounds daunting, doesn’t it? It can
be—and often is. The interoperability landscape is littered with a landfill's worth of
acronyms camouflaging a confusing jumble of bits, bytes, megahertz, and gamma
rays. Agency managers looking at the challenge of integrating a larger enterprise for
interoperability often exercise the first prerogative of management: Delegation!

It’s a mistake, however, to allow a fascination with technology to overrun the agency’s
business headlights. Public safety practitioners have enough problems to deal with
daily without technology adding new ones. Their collective job is to deliver solutions
to people in need, not carry a load of battery-powered problems along for the ride.

0 U.S. Department of Homeland Security, SAFECOM Program, Statement of Requirements

Jfor Public Safety Wireless Communications and Interoperability (Washington, D.C.: Version 1.1,
January 26, 2006). Available at http://www.safecomprogram.gov/SAFECOM/library/
technology/1258_statementof.htm.
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Corporations and other large organizations with clear visions of their missions

have long grappled with the problem of technology growing to be an end in itself.
They've established the roles of chief information officer (CIO) and chief technology
officer (CTO) as upper-management positions with responsibility for ensuring that
technology directly and measurably serves the mission. Those positions bear the
responsibility of understanding the business so well that no effort is wasted in putting
technology to work.

It’s rare in public safety to see the CIO or CTO role formally designated by name.
Whether so titled or not, the role of the chief officer responsible for information
technology, including the inseparable communications that make information
sharing possible, is simple. First, it is to be focused on the organization’s mission.
If that officer succumbs to the siren songs of technology wizards and vendors,
focus is lost.

Chapter 15,

Measuring | If only you could spec, buy, and install a system that ran indefinitely with a minimum

Interoperability, |  of care and feeding, life would be simpler. Or at least work would be simpler. By their
delves into | very nature, complex systems used for sharing information within and between public
performance safety agencies are increasingly evolutionary. That is, they grow, changing over time.
Measures. Understanding your needs is key to success.

See the Big Picture

Chapter 4 of the Law Enforcement Tech Guide is devoted entirely to assessing current
business processes for all technology projects. In Chapter 6 of this Communications
Interoperability Tech Guide, Conduct a Needs Analysis, we will provide tools
specifically targeted for planning communications interoperability projects.

TECH GUIDE

> ORIGINAL

If all this business about integration, enterprise, and architecture seems a bit
abstract when all you came to do was make sure your police, fire, and EMS
agencies can talk together—well, okay, it is a bit. But consider how complex these
systems can be, especially when you start lashing them together (see Figure 4-1 on
page 58). And consider that many big, well-funded projects have become lost in a
forest of technologies because the ultimate requirements were forgotten or never
even recorded.

Out of respect for our colleagues around the country, we’re not going to name
names—and we promise the same to you! Just don’t forget the big picture. In the
following chapters, we'll get into just how this elephant can be eaten one piece at a
time. Step by step, interoperability can be achieved if it is built on a solid foundation.
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Integrated Systems at Work in 2002 Wildfire Disaster

The devastating 2002 wildfire season in the
western United States included the largest

in Colorado history, a blaze that threatened
Denver suburbs and seriously damaged the
primary watershed providing its municipal
supply. The Hayman Fire* originated in the
mountains west of Colorado Springs near
Lake George. It burned actively for 20 days,
involved 138,000 acres, burned 132 homes,
cost an estimated $28 million to suppress, and . -
an additional $13_3 million for rehabilitation Photo courtesy of NetWest Communications Group, Inc.
of the burn area in efforts to save the critical Satellite links to the Internet enabled the
watershed. A U.S. Forest Service employee was wireless transfer of field and planning data.
implicated and later pled guilty to arson for starting the fire.

Geographic information systems (GIS) played an
important part in this emergency, as the technology
has in many wildland fires of recent years. Managers
of these large and often dramatic incidents rely on
the graphic and analytic power of GIS for many facets
of their work, from pre-incident response planning
through initial and sustained attacks, and on to burn
area rehabilitation.

The Hayman Fire was large and threatening enough

to bring a well-equipped GIS crew in a camp trailer
that operated from 18 to 24 hours a day, every day for
more than 2 months. Two analysts typically worked

) . long hours collecting data from and distributing data
©2002 Kenneth Wyatt, www.wyattphoto.com to field units, the incident command team, and then

A variety of cooperators wers involved to outside cgqperators who kept the public and kgy

in providing operational support to the  €xternal decision makers informed through web sites
Hayman Fire. and more traditional media. A great deal of time was

*Note: The author of this Guide was lead GIS specialist for 2 weeks on the Hayman Fire.
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spent with more uncommon cooperators
in wildland fire response, such as arson
investigators, public water supply
authorities, wildlife management teams,
and burn area rehabilitation contractors.

The 2002 fire season may have been the
first to see bidirectional transfer of GIS
data wirelessly for continuous operational
purposes. According to Burn Area
Evaluation and Rehabilitation (BAER)
teams that worked the Hayman Fire, this
was the first time that information was
transferred back and forth on a daily
basis to contractors for management

of reseeding efforts. The fire severely
damaged Denver’s primary watershed,
putting it at great risk from post-fire
erosion sedimentation. Consequently, ©2002 Kenneth Wyatt, www.wyattphoto.com
scarification of the incinerated watershed ~ , well-equipped GIS crew supported critical

and reseeding was critical. information sharing between field units, the
incident command team, and others.

Aerial reseeding is an intensive and

expensive process. The Hayman GIS trailer used its satellite link to the Internet to transfer field
and planning information wirelessly to contractors who were immediately able to incorporate
it into their own navigational systems for subsequent passes through the area. The power of
GIS analysis, combined with an ability to transmit large amounts of information wirelessly
over wideband links, allowed BAER teams to communicate in intricate detail where they
needed different types of reseeding. This would not have been possible through traditional
means of information sharing from remote locations.
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If you have built castles in the air, your work
need not be lost; that is where they should

be. Now put the foundations under them.
— Henry David Thoreau
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Chapter 5:

Build an Interagency Foundation

What

Why

Who

When

Communications interoperability projects and initiatives are like houses built for an
extended family. They have to be built on a solid foundation. Your foundation will
be poured in the form of a decision-making structure, project management, and a
charter for shaping partnerships.

As with building a home, the stability and longevity of your initiative depends on a
foundation of leadership, cooperation, management, and consensus, which must be
built from the start.

Agency executives and senior managers build these foundations. Only they can
provide the leadership necessary to articulate a vision and carry out the project. They
have the responsibility to set agency or jurisdiction goals and the authority to commit
human and financial resources.

Immediately, before disaster strikes or money is spent to solve an ill-defined problem.
Delaying this strategic step endangers all other parts of the project.

Part IT of this Guide is intended to provide a step-by-step process and tools for

your interoperability project. This and the following five chapters mirror parts of

the original Law Enforcement Tech Guide with a specific focus on the special, often
challenging, aspects of interagency communications projects. The final chapter

of Part IT offers ideas and current best practices for measuring communications
interoperability that you will find useful in gauging progress toward making sure radio
is an enabling, rather than disabling, technology for public safety.

This chapter presumes you are starting or managing a communications
interoperability initiative focused on improving the delivery of your agency’s services
that entail cooperating with other agencies. Your project is probably part of or
influenced by larger interoperability initiatives—maybe within your own jurisdiction,
but very likely in nearby ones, elsewhere across the state, and even nationally.

Build your interoperability project foundation as follows:
o Establish a decision-making structure
* Hire or assign a project manager

* Develop a project charter.

We'll deal with these step-by-step.



64

He who has
not first laid his
foundations may
be able with great
ability to lay them
afterwards, but
they will be laid
with trouble to
the architect and
danger to the
building.
—Niccolo
Machiavelli

Interoperability is
co-operating.

Men often oppose
a thing merely
because they have
had no agency

in planning it, or
because it may
have been planned
by those whom
they dislike.

—Alexander
Hamilton

Part ll: How Is Interoperability Achieved?

Projects to improve communications interoperability are fundamentally multiagency
in nature. Before we get into these pieces of your project’s foundation one by one,
consider what’s at the heart of multiagency, regional projects.

The Heart of It: Partnerships, Planning, and
More Partnerships

Consider the analogy of interoperability as the house your extended family chooses
to live in for everyone’s mutual benefit. Now, before that scares you off, consider that
economic or other necessities make this not only unavoidable, but desirable for all
involved. If you were building that house, you would have to start with deciding how
you are going to live with each other—setting rules of engagement, some might say.
Each party’s private space (jurisdiction, responsibilities) would have to be respected
and accommodated. Your common space (interoperations) would have to be carefully
planned to meet everyone’s needs to live together without dysfunction (without
disabling needed internal command, control, and communications).

Before this analogy causes you to run screaming away from your interoperability
project, think what a challenge building that house would be. Think about the
interagency communications challenges (and successes!) that you have today, how
hard it will be to improve interoperability without partnerships and some serious
planning, and the level of cooperation necessary to keep that household together long
after it’s built.

Interoperability is the ability to work together. It is conducting effective joint
operations. It is co-operating.

Foundations 101: Decision-Making Structure
The decision-making structure for your interoperability project provides leadership
and accountability. It defines the joint business of agencies that unite in a project

to improve communications between their operations. It ensures that the project is
effectively managed, and meets identified goals in a timely and cost-effective manner.

When you officially create a structure and announce it to internal and external
stakeholders, you've drawn an organizational blueprint for building a house that is
respectful of individual agencies’ roles and responsibilities, yet allows each agency the
communications necessary for cooperation.
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PROCESS — PROJECT — PROCESS

The term “governance” is sometimes used to describe a decision-making structure.
Most appropriately, governance is the body or organizational structure guiding a

larger interoperability process, as opposed to a specific project. For example, a
multijurisdictional region may have an overarching initiative to improve communications
interoperability. Or a state may have an interoperability executive committee (SIEC).
Within those processes, there may be multiple projects being undertaken by a variety of
involved partners.

We use the term “decision-making structure” here specifically for projects that have an
identifiable beginning and end. Governance bodies generally serve ongoing initiatives or
oversee management of multiagency systems after implementation.

Processes to improve interoperability lead to projects and back to processes for
managing underlying systems—organizational and technical —over their lifecycles. As
systems become long in the tooth, processes to improve them arise again.

Follow these six steps to create your project decision-making structure:
1. Identify Executive Sponsorship.

Identify Stakeholders.

Create the Structure.

Involve Other Subject Matter Experts.

Conduct Effective Meetings.

o oo W

Decide on Project Staffing.

WEe'll explain later in this chapter how to wrap up all the details of these steps into a
document—the project charter—to record everything for posterity and make it easy to
share these keys to success with others.

Step 1

Identify Executive Sponsorship

Start your project by identifying the top champion (or champions) for the initiative.
This person(s) defines what the project will achieve. You may be reading this Guide
because you will be that champion. Or you may be in a steering function for your own
agency, but know the project will need higher leadership to bring other agencies and
jurisdictions to the table. Or maybe you've already been assigned to manage the project
and recognize the importance of building this part of the foundation.
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Executive sponsorship is best provided by a single individual ultimately responsible
for services provided by core stakeholders. In many cases, that isn’t possible because
interoperability projects involve multiple agencies, by definition, and often span legal
jurisdictions. There either isn’t a single person with such responsibility or the project
has to go on without the active, ongoing support of the single individual in that role
(e.g., mayor, chief county executive, chair of a regional board).

Ideally, sponsorship is provided by three or fewer executives. The fewer, the better,
from the perspective of leadership and decision-making. With too many sponsors,
political factions are more likely to arise: city versus county, police versus fire, etc.
There’s always a risk of parochial decision-making, of course, but the more people
involved, the easier it is to duck responsibility for decisions. Accountability is key
for sponsorship.

Identify three or
fewer sponsors.

This begs the question of who, exactly, are the core stakeholders? There’s no

easy answer to that. You'll have to make that decision. Remember this: There’s a
difference between sponsorship and the project’s Steering Committee, which
will have broader representation.

Find sponsors with sufficient stake in the outcome to be able to lead from a position
of authority, yet with the skill to draw others together. For example, we’re familiar
with one major city whose director of homeland security oversees both the police
and fire departments, has responsibility for emergency management, and has
considerable interest in EMS. This person is a strong and natural executive sponsor
for that city’s interoperability initiatives.

The executive sponsor’s key role is to communicate a vision. For communications
interoperability, this vision paints a picture of what success looks like when radio
seamlessly connects parts of an emergency response. For every project, there is a
nugget, an acorn from which everything else grows. The sponsor’s main job is to

regularly impart a succinct vision of success to all stakeholders.

Executive sponsors
communicate
vision.

This vision is captured in the project charter. We'll have more to say about the vision
statement of your project charter near the end of this chapter.
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INTEROPERABILITY SUMMIT

In early May 2005, the U.S. Department of Justice (DOJ) convened a summit
on communications interoperability. Representatives from major projects and
initiatives around the country came together for 2 days in Seattle to share
lessons learned. Through discussion and consensus, some best practices
were developed.

Sponsorship
v Get the right project sponsors by showing the public policy and political
impact of problems to be solved.

(See hitp://www.cops.usdoj.gov/Default.asp?ltem=1495.)

Step 2
Identify Stakeholders

The process of identifying executive sponsorship leads directly into the next step:
Identify stakeholders in this effort to improve interagency communications.

The Law Enforcement Tech Guide provides a discussion of the internal and external
stakeholders common to technology projects of all sorts—law enforcement and
otherwise. Take a look in that Guide for some you may not have thought of!

Your early efforts to identify stakeholders and consider their role in the project will pay
dividends long after switches are flipped to warm the airwaves. Some have a central role
in steering the project, some define critical requirements, and others decide whether
the initiative thrives or dies on the vine. This is your first step in figuring out how to
keep stakeholders informed and engaged from their respective realms of interest.

Typical stakeholders for communications interoperability projects:
* Field operations radio users
* Field operations command staff
* Fire, police, and EMS chief executive officers
* Dispatch management
o Technical support staff
» Emergency management officials
* Elected officials
* Media
* Public.
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We’ve heard

from more

than one region
where organized
labor groups

were ignored as
stakeholders—to
the great detriment
of the project. By
contrast, we've
also heard success
stories where labor
has been central in
identifying needs
and managing
expectations—both
of which are
definite keys to

project success!

Plan to
communicate with
the public and
media.

If two men agree
on everything, you
may be sure that
one of them is
doing the thinking.

—Lyndon B.

Johnson

THE RELUCTANT STAKEHOLDER

All stakeholders are going to be equally enthusiastic about this initiative to
improve their interagency communications, right? Wrong. Most projects of any
Size “enjoy” a range of buy-in across the wide variety of stakeholders discussed
here. From the comfortably noncommunicative to the incurably cynical to the
painfully frugal, interoperability projects have their share of stakeholders who
won't wildly embrace change.

It's a big mistake to proceed by simply labeling these folks, pigeonholing them, and
stacking committees with cheerleaders. We see this most frequently where a “solution”
arises before problems are well understood.

By bringing dissenters to the table, issues get aired and the group—as a whole— can
make the commitment to move forward. Even those whose ideas or objections were
considered and decided against have to acknowledge that a deliberative, consensual
process delivered the results. Often enough, these folks understand real challenges that
need to be faced.

A good project manager can use the art of facilitation to move stakeholders from simply
reacting, to problem solving, and on to creative choices.

These last two groups are increasingly identified as stakeholders. The profile and
cost of radio projects, in general, has grown dramatically and public attention

to interoperability problems is at an all-time high since September 11. Critical
media attention is increasingly drawn to costly public technology failures, further
influencing public perceptions. Less commonly recognized is growing opposition
to new radio towers. The first time you plan to erect a new one in a residential
neighborhood, you'll learn about new stakeholders!

Including the media and public in plans to honestly communicate the project’s
goals, successes, and even failures is important to any high-profile project. Consider
including representatives of each as ex officio members of your committees.
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Step 3

Create the Structure

The time has come to formalize your project’s decision-making structure.
Doing so and making it widely known ensures all involved will know where
responsibility and authority falls. Leadership and accountability roles are made
clear, as are reporting roles.

Figure 5-1 on page 70 is a typical structure for multiagency, multijurisdictional efforts.
The different elements are discussed in detail in the Law Enforcement Tech Guide, but
we'll cover some twists common to communications interoperability projects.

With executive sponsorship in place, a Steering Committee can begin to take

form. Multiagency steering committees are like police interceptors or firefighting
helicopters: They are high-performance tools that can lead to trouble if misused. Like
any committee, the mix of members and their individual talents determine how well
work proceeds. Members must have the authority to commit resources and the ability
to work collaboratively. They must be strategic thinkers and comfortable managing
the work of others. Ideally, Steering Committee members are adept with large
procurements or can be made so through early committee work.

Project management is the next piece of your decision-making structure. It is such a
critical piece; we'll talk about it in detail shortly.

The final pieces depicted in the chart are two important working bodies—the User
Committee and the Technical Committee—and perhaps several topic-focused work
groups that will be created to address particular tasks and dissolved when they’re no
longer needed.

The User (or operational) Committee is made up of stakeholders familiar with the
business and operations of the agencies they represent. Some of the most effective
committee members are line supervisors and managers of field resources. A shift
sergeant or fire company commander is generally better in tune with intra- and
interagency radio communications needs of their organization than anyone else. In
some cases, individual officers, firefighters, and paramedics may have to translate
their own experience to broader operational needs.

The Technical Committee is charged with taking the project’s vision, folding in
operational needs, and analyzing the current technical environment. Potential
solutions may be examined to craft technical requirements for eventual procurement.
Here, most of all, “requirements tunnel vision” has to be avoided because it can easily
produce restrictive requirements that slip through into procurement documents,
leading to bid protests about foregone conclusions.
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We'll discuss how to focus working committees and further flesh out their roles in

Avoid attention
creep!

Chapter 6, Conduct a Needs Analysis, and Chapter 7, Create a Project Plan.

A caveat: Remember that each element of the decision-making structure has its
own role, expertise, and responsibilities. Resist the idea that, for example, the

Subject-matter/business process experts
Line supervisors for field operations and

Steering Committee collectively knows more about operations and technology than
the working committees formed to address those issues. Use the decision-making
structure to delegate responsibility and concentrate each group’s attention on its
A classic sign of| W1 role.
attention creep
in radio projects
is technology
debates in.the User EXECUTIVE SPONSORS
CommltteeTgr Ultimate decision-making authority
worse yet, in . . o
the Steering Provide leadership and accountability
Committee. The '
former body
should be focused STEERING COMMITTEE
on defining Provides leadership
the project’s Adopts a shared vision
operational and Removes obstacles
business needs, '
and the latter on
executing a shared PR.O‘IECT MANIIGER
vision, committing Responsible for all project-related
resources, and top- tasks and deliverables
down management. Directs working committees
I
[ |
USER COMMITTEE
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Communications and IT support staff of
participating agencies

dispatch
| |
I | I I
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documenting current
radio environment
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needs, initial field
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Figure 5-1: Sample Decision-Making Structure
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INTEROPERABILITY SUMMIT
More notes from the U.S. DOJ Interoperability Summit

Decision-Making Structure
v Ensure committee members have authority to speak for their agencies.

v Get buy-in from labor unions and ask them to recommend their own
representatives.

v Manage competing stakeholder demands between larger and smaller agencies by
creating a balanced decision-making structure with documented conflict-resolution
Processes.

Step 4
Involve Other Subject Matter Experts

Outside subject matter experts can be involved in your decision-making structure at
several levels. Some ideas:

* Bring in organizational and strategic management experts early on to sit down
with your Steering Committee and get it started on the right foot.

* Ask representatives from outside projects or interoperability initiatives to
address steering and working committee meetings.

* Rely on legal and procurement expertise within your agencies or elsewhere in
government to keep your project out of trouble.

* Have incident management specialists work with your User Committee to
define interagency communications needs in terms consistent with the National
Incident Management System and its Incident Command System (ICS).

* Use technology experts to help your Technical Committee frame available
opportunities to use or extend existing infrastructure.

Consider the range of expertise that may be brought to bear on your project. You
may have to hire new staff in some areas, but will likely find internal staff nearby
Use free technical |  who are involved in related projects and available to assist with yours. For example,
aSSiSﬂ organizational and project management expertise might be available within
FESOUICES. | your stakeholder agencies or others outside of the project, such as other units of
government. Help might also be available at no cost through federal assistance
programs for public safety agencies.
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Nationally, both the U.S. Departments of Justice and Homeland Security maintain
assistance programs that can be tapped at no cost. If your project will receive grant
funding, talk with your assigned grant specialist for guidance on assistance that may
be specifically available under the funding program.

Some of these programs bring peers together for training. Whether you're in a
project sponsorship, management, or technical role, recognize that the opportunity
to network with your peers can be tremendously valuable. There are others who may
have faced and overcome challenges you're up against right now. Some of the best
and least expensive subject-matter expertise available to your project can come from
peers in other jurisdictions. Take advantage of this broad and inexpensive resource.
Consider asking them to address your committee meetings and share experiences.

Step 5

Conduct Effective Meetings

Meetings are inevitable, so you might as well make them effective. “Fun” meetings are
something of an oxymoron, but there are ways to make them less dreadful. Food and
refreshments always work, as do pleasant surroundings with plenty of space and good
acoustics so people don’t struggle or become uncomfortable while helping the project
move forward.

The key to good meetings is organization and brevity. People resent their time being
wasted and know intuitively when it’s happening. Consider using a trained meeting
facilitator during initial group meetings to get them started on the right foot. If you’re
the project manager, work carefully with the facilitator so he or she knows your goals,
process, and group dynamics. Observe carefully and learn what you can do to make
future meetings effective.

The Law Enforcement Tech Guide provides some great tips for keeping your project on
track by making the most of the inevitable meetings that most everyone dreads. These
are rules that can be used in projects of all types.

Step 6
Decide on Project Staffing

The last step in establishing your project’s decision-making structure is one of the
toughest: Decide how the project will be staffed and where resources are going

to come from. Once again, the Law Enforcement Tech Guide provides most of

what you need to know about staffing your technology project—whether it’s for
communications interoperability, voice or data, or even for technology far outside the
law enforcement business.
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The bottom line is this: Don’t handicap your project—or worse—by ignoring

the fact that managing an interoperability project of most any size is a lot of

work! Multimillion-dollar communications projects are becoming increasingly
common. One large, populous western state is considering building a multiagency
communications system estimated to cost $5 billion. Project staffing for such a project
would be immense!

Consider this rule of thumb: Consulting services, including project management,
will commonly take 10 to 15 percent of a technology project’s budget. Consider both
how much organizational, process, and technical expertise you'll need for this project
and how much you have at hand. If you have all the expertise internally that will be
needed, recognize that while you may not be spending that 10 to 15 percent, you will
be taking resources worth that much from elsewhere in the agencies.

Plan accordingly. Staff the project appropriately. Resist the temptation to save that 10
percent for more radios, sacrificing good management of all resources in the process.

Foundations 102: Project Management
Our discussion of project staffing leads to the next key ingredient of the project
foundation mixture—project management.

The choice is simple: You have to hire, assign, or train somebody to be the project
manager. If the project will cost more than a few hundred thousand dollars, your
practical choices are reduced to hiring an existing, experienced project manager or
assigning one from within participating agencies. Assign inexperienced staff in
larger projects at your own risk.

No single person or function in a project has the potential to make or break success
like the project manager. Because this person is a single point of contact between
upper management, all work being done, and vendors, the project manager has
great responsibility. The best project managers have an uncommon combination

of business process, management, operations, procurement, and technical skills.
Combined with distinct project management skills, they have the uncanny ability to
assume temporary ownership of results, while delivering permanent ownership of
final products to stakeholders.

Good project managers make things happen, but don’t usurp the roles of others in the
decision-making structure.

The project manager’s responsibilities, skills, and personal attributes are well
addressed in the Law Enforcement Tech Guide. Use that Guide as a practical
tool regarding all the project manager’s responsibilities in a public safety
technology project.
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Smaller
jurisdictions, as a
group, are slowest
to hire or assign
full-time project
management. While
other technology
projects are often
proportional to the
size of the agency,
radio projects
generally aren’t.
For example, a
computer-aided
dispatch system is
simpler for a small
agency than larger
ones, requiring
less project
management. Radio
projects, on the
other hand, are
generally large and
expensive—even
for smaller
jurisdictions. For
specific guidance
on small and

rural agencies,
you may want to
refer to the Law
Enforcement Tech
Guide for Small
and Rural Police
Agencies (http://
www.cops.usdoj.
gov/mime/open.

pdf?ltem=1619).
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Communications interoperability projects may be some of the most difficult to
manage. They are typically:

* Large, expensive projects

* Inherently multiagency in nature, bringing inevitable conflict and compromise
» (Critical to the delivery of core services affecting life and death

* Built using a variety of complex technologies

* Involve civil construction and permitting

* Require environmental, historical, and cultural assessments for sites

» Completely dependent on federal licenses and permits for frequencies and
towers

* Atrisk of planned (and unplanned!) obsolescence.

If you're in an executive sponsorship or steering role, do yourself a favor and
hire or assign someone full-time to manage the project if it'’s much more than

an effort costing a few hundred thousand dollars. Don’t make the mistake of
figuring that project management is a sideline job for someone with other
responsibilities. That’s a sure road to failure. A full-time assignment will get the
job done better and faster.

Foundations 103: Project Charter

Okay! You have lined up the designers, architects, foreman, and eventual occupants
of this house for an extended, interoperable family. Now it’s time to create an
architectural drawing of what it will look like.

The project charter is the single most important document you can create for your
interoperability project. 1t is a written document presenting a vision of what is to
be accomplished, defining scope, goals, and objectives. It includes a description of
the decision-making structure to be used, project management approach, and initial
resource requirements. Plan to distribute it widely after approval by the project’s
executive sponsors and have it used by all members of the project. Typically, it’s put
together by the project manager and Steering Committee with input from working
committees, if they've been formed.

The Law Enforcement Tech Guide covers development of a charter in detail. We're not
going to re-create that wheel here, but we do want to touch on a couple of high points,
with special applicability to interagency and communications projects.
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The Law Enforcement Tech Guide provides a 12-step program for creating the charter.
The steps are:

Write the Vision Statement.

Give the Project a Name.

Get the Big Picture, Conduct an Environmental Scan.
Build the Business Case.

Include Background or Historical Information, if Relevant.
Establish the Project Scope.

Establish Preliminary Project Objectives.

Note Major Project Assumptions and Constraints.

© *® N S ks W

Develop Initial Timelines and Preliminary Budget.

—
e

Include Project Planning Methodology.

—
=

Provide Project Team Organizational Chart and Membership Roster.

—
N}

. Sign, Seal, and Deliver.

The vision statement may be crafted entirely from scratch, or it may be provided to
the Steering Committee by the executive sponsors or even by some larger planning
process outside this project. For example, the vision may come from a homeland
security or technology strategic plan describing the need for the project. It may come
from legislation, decree, or interoperability coordination bodies at the regional or
state level.

Adoption of a project name is an opportunity to develop some teamwork within the
Steering Committee. A simple, descriptive name provides an easy way to identify the
initiative. This provides a “brand” inside and outside the project. Some have even had
a bit of fun with it.

The environment scan is a process more unfamiliar in name than practice to folks
outside of the project management business. We've touched on the fact that your
project is probably affected by others going on in nearby jurisdictions. Your project
will be planned and executed in context with other technology, interoperability,
management, and operational changes taking place around you. For example, your
jurisdiction may have a related project underway to build a microwave backbone to
carry all forms of information for agencies, including audio and control signaling for
radio systems. You should be aware of that initiative in your own initial planning.

Building the business case is often difficult for public safety practitioners
unaccustomed to marketing ideas and products. It’s easy to describe the need for new
technology in dire terms of apocalyptic proportions. Or conversely, to promise World
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Explain the
operational benefits
to be achieved in
specific terms.

Scope:
What'’s in, what’s
out?

Focus on
operational
outcomes, not
technology.

Peace and Eternal Harmony among police, fire, and EMS agencies. That sounds a lot
more like a charity pitch than a business case. Resist if you find yourself writing, “If
it saves one life, it's worth the millions of dollars.” While a worthy sentiment, such
hyperbole doesn’t help explain why #his project and that amount of money will make
a difference.

Explain the operational benefits to be achieved in specific terms. For example, “A new
shared radio system will support consolidated incident action planning necessary
during events involving six or more police, fire, and EMS units, as well as avoid
estimated replacement costs of $13 million for each of the three separate radio
systems over the next 5 years.”

Relevant background or historical information is easy to find for most
communications projects since radios have been used by generations of responders.
There’s usually good background on how the involved agencies ended up with the
systems they currently have and how interoperability problems arose. Remember
that the goal in this portion of the project charter is to explain how this project came
about.

In creating the charter, the team has its first opportunity to establish the project
scope. It’s fairly general at this point, but should clearly define what’s in and what’s
out of the project. For radio systems, relevant factors to describe are involved
agencies, whether the project replaces existing capabilities and/or provides new ones,
and the geographic area to be affected. We'll have more to say on scope planning in
Chapter 7, Create a Project Plan.

Project objectives have to be specific and measurable, so take time with the Steering
Committee and User Committee, if it’s in place, to identify key objectives that can be
quantified and measured for completion. As with the business case, remember these
are being written with others in mind—both internal and external stakeholders. Since
you're planning to improve communications interoperability, take time to describe
the “who, when, where, and what” of new interagency capabilities. Be specific. Focus
on operational outcomes—not technology. For example, “Provide all police officers
across the county with a communications channel that is immediately available for
coordinating pursuits at all times.” There are many ways to meet this objective, but
the “how” is left for later determination.

Project assumptions and constraints should be documented to explicitly note

for all team members and stakeholders what is expected, not only of them, but
conditions under which the project may have to take one turn or another. This is an
important part of your charter because it captures conditions participants tend to
forget—but which shaped the project. For example, if the project is to create different
degrees of interoperability over time or between different partners in phases based
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to know how long
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and how much it’s
going to cost.

A good home
must be made, not
bought.

—Joyce Maynard
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on available funding, do the best you can to identify priorities and contingencies.
Similarly, your project may move faster, slower, or not at all based on continued
funding under special revenue programs. This section is the best place to state
assumed contributions by cooperating agencies to ongoing systems operations and
maintenance.

Initial timelines and preliminary budgets are specific, central assumptions and
constraints placed on the project. Unlike the preceding section, these may be mainly a
matter of choice between participants. Take the opportunity to put a stake in the sand
to describe these key components of project management.

Your project planning methodology may still be in development as the charter is
developed, but include plans for steps that will be taken along the way to improving
interagency communications through this project. How will needs be assessed?
How will progress be communicated to stakeholders? When will a project plan be
developed? Large and costly interoperability projects will likely require outside
expertise in one or more steps along the way. What will be done internally and what
will be outsourced?

The project organizational chart and roster find their first formal home in this
document. Accept that they will change over time and commit to keeping this portion
of the charter up-to-date.

The final step is to sign, seal, and deliver the charter. Typically, sponsors and
Steering Committee members sign the charter. Don’t be shy about distributing the
finished charter to stakeholders everywhere.

Footings on Bedrock

Follow these steps and your interagency project will have a foundation with footings
on bedrock. You'll have a decision-making structure that reinforces roles and
responsibilities while accommodating the variety of needs brought to the table. Your
project manager—maybe you—will have the necessary room to work and resources
to accomplish this most important task. A project charter captures all these initial
operating details and much more.

Altogether, this foundation will provide much more than just the basis for a successful
project: It may be the foundation for better interagency communications well beyond.

The extended family may not be ready to move in yet, but you know they’re coming!
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Chapter 6:
Conduct a Needs Analysis

A needs analysis is the organized process of collecting information on what’s
happening today, the technological environment in which it happens, supported and
unsupported needs, and generally what’s required of an interoperable system.

Since communications interoperability is achieved through a system of systems—
both technological and operational—needs are many and varied. Project success
pivots on meeting well understood and defined needs. Needs analysis feeds
acquisition, implementation, maintenance, and most other system development
efforts.

The project manager is primarily responsible for needs analysis. The User and
Technical Committees define operational needs and the current technological
environment.

As soon as a decision-making structure and a charter are in place, but before
preconceived, often competing, notions of solutions start to build fan clubs. Needs
analysis can proceed in parallel with creation of a project plan.

Needs analysis provides the means to link measurable outcomes to
the use of technology. It combines a structured process to define
operational requirements with an interactive one to build stakeholder
involvement. The products of this phase of your project prove their
value in operational terms.

TECH GUIDE
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Chapters 4 through 7 of the Law Enforcement Tech Guide deal with needs
analysis for technology projects in general.
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Needs analysis
details what has to
be accomplished
to achieve
interoperability.

Your project to improve communications interoperability is well underway. It
has the necessary foundation for decision-making and stakeholder ownership.
It has the project management in place that’s needed to keep efforts focused.
And it has a semi-formal agreement—the charter—to assure a clear strategy for
what is to be accomplished. The next step is to delve into the details of what
your project will accomplish.

Public safety agencies don’t need radios. They need the operational capabilities
generally and historically supported through wireless communications. This might
seem like a play on words, but too often a focus on the means of meeting a functional
need puts requirements, themselves, out of focus. This is a common pitfall in using
technology of all sorts, not just radio.

The need for interoperability is widely recognized today. Unfortunately, once past the
sound bites and impassioned speeches, agency leaders are left with the more difficult
task of coming up with more than just interoper-ability: They need interoperations.

Since emergency response is the business of public safety, the business case for
interoperability today describes why police, fire, EMS, and other agencies have to
communicate with one another and what the “costs” are when it’s done poorly. A
needs analysis details what is necessary to meet the project charter’s business case. It
describes exactly what has to be accomplished for interoperability to be achieved.

Conduct your interoperability needs analysis as follows:
* Assess current business processes
* Determine stakeholder needs
* Develop operational requirements

o Evaluate build-versus-buy options.

Development and design of shared systems follow the same
interagency processes described here, though necessarily with

more time spent in understanding each agency’s internal processes,
collecting their needs, and finding common requirements. User and
technical committees for such development efforts should use ad hoc
work groups from each participating agency to develop requirements that can be rolled
up for systemwide needs analysis.

Whether your project is simply to improve interoperability among users of existing
systems or to build a broad, new shared system, understanding communications needs
between agencies requires the specially focused efforts detailed here.



It is impossible to
design a system so
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Needs Analysis 101:
Assess Current Business Processes

Needs analysis begins with an assessment of current business processes. Often we
work together, but have no formal statements of how that will happen in detail
sufficient to plan complex systems. Complexity is managed by breaking the problem
down into small pieces (Figure 6-1). This is how a business process assessment is done.

Working committees are key to completing a good assessment. Both User and
Technical Committees have reams of information to provide from their respective
perspectives that has to be captured. The results of their work feed the next phases of
needs analysis—and the project well beyond.

Keep the committees focused on their roles. The User Committee represents
operational expertise. It must define the business processes that make interoperability
so critical. Don’t let it stray into the realm of fechnology—the Technical Committee’s
specific area of expertise. Resist the temptation to see interoperability as primarily

a technical problem; it isn’t. The User Committee must have ownership of the
operational needs and requirements for interoperability.

Your business process assessment will be an iterative process. That is, draft reports
will generate further important information that should be incorporated. Not only
will new bits of information arise step by step, but mistakes will be discovered that
need to be corrected. Conduct the assessment accordingly, keeping draft reports,
diagrams, charts, and maps in front of the project decision-making structure for the
very purpose of getting details accurate and complete.

Assess
Interoperability
Baseline

Finalize Business
Process Baseline
Report

Create
Technology
Baseline Report

Draft Business
Process Baseline
Report

Obvious
Problems!

Figure 6-1: Business Process Assessment Steps
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Use a stake in
the sand to draw
feedback.

Unwritten business
processes are
important to
document.

Step O

Assess the Interoperability Baseline

As the project manager, you can get started with real needs analysis by assessing the
existing state of interoperability among project partners. This interoperability baseline
assessment provides a snapshot for future comparison. It’s an entirely optional step
that can serve as a useful tool to start subsequent conversations.

Chapter 15, Measuring Interoperability, describes a method for conducting an
interoperability baseline assessment. Read and follow the process described there if
you choose to kick off your needs analysis with one. It shouldn’t take more than an
hour or two to complete, at the most. The objective is not to conduct a scientific study,
but to have a stake in the sand to draw feedback about the state of interoperability in
your project area. The assessment can be used with the Steering Committee and all
working committees to frame issues, elicit feedback, and achieve some consensus on
challenges faced.

For diplomatic purposes, assess interoperability up fo the start of this project;
measures of leadership and governance of your current project, among other things,
are yet to be proven!

Step 1

Define Interagency Business Processes

The first formal step in analyzing needs is to define regular, authorized, planned,
or otherwise existing interagency response processes that are already in place.
Start by collecting interagency standard operating procedures (SOP) that describe
how partners plan to or already work together. These describe interagency
business processes.

With existing SOPs in hand, it’s time to convene the User Committee and have it
define processes requiring communications between agencies. If interagency SOP
pickings are slim, the User Committee may be the only place you'll find out just what
interoperations are currently being enabled by communications. We'll talk about
techniques for collecting stakeholder needs shortly. Some detective work may be
necessary to discover business processes that must be supported by current and future
communications systems—particularly undocumented ones.

For example, there may be a general, but unwritten, practice that police units respond
to structure fires of a certain size for traffic control. Or, quick response units from two
jurisdictions are automatically dispatched to injury accidents on a bridge spanning
them. These are interagency processes, perhaps coordinated through a mutual
dispatch channel or common tactical talkgroup.
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Even if unofficial, existing business processes must be documented.

H Product: A Draft Business Process Baseline Report

Business processes are documented in a report describing the “who, what, when, why,
where, and how much” of interagency communications. This describes work that
agencies do together. It’s the “as-is” of your business processes. Leave the “how” for
the next report on the technical environment.

Make special note of physical, electronic, and procedural security processes.
Increasing threats and technological complexity call for attention to the security of
communications resources, as well as to information exchanged through them.

The project manager is responsible for producing this report. Plan to release one or
more complete drafts and distribute across all stakeholders. Seeing conversations
rolled up into a summary report intended to describe all relevant business
processes will certainly produce comments and corrections. It’s important to have

a draft report complete enough to be readable and understandable, but make sure
everyone knows it is a draft. Emphasize that this is an iterative process and feedback
will be incorporated.

Use diagrams to make work processes more understandable. They are key to depicting
work. Two types of diagrams are particularly useful:

* Sequence work models show processes, subprocesses, and activities. The Law
Enforcement Tech Guide uses sequence work models for report filing and suspect
booking processes.

o Flow work models show information flows from person to person, organization
to organization, or function to function. For example, the Law Enforcement
Tech Guide uses such a model to depict information flowing from dispatch to a
sergeant and on to several officers.

Not only do these work models graphically depict business processes for needs
analysis, they will be useful later in your project for describing functional
requirements, creating acceptance tests, developing training and exercises, and for
assessing the effects of system outages. Design, implementation, operations, and
maintenance stages of your project all benefit from accurate assessment and depiction
of work models.
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Step 2

Define the Current Technology Environment

Draft business process materials will be useful in the next step: Defining the technical
radio communications environment that enables interagency work. Typically, the
Technical Committee is charged with collecting the variety of information about
technology currently in use. The project manager is again responsible for collecting
the information and presenting it in a form suitable for distribution.

Information collected may include the following:

¢ A matrix showing existing means of interagency communications. List all
agencies on both the side and top, with each cell indicating how communications
occur. Use the five Interoperability Continuum technology categories to characterize
how communications between each pairing of agencies occurs today. The
standard categorized approaches are: Swapped Radios, Gateway, Shared Channel,
Proprietary or Standards-based Shared System.

e General descriptions of radio systems in use by jurisdiction and agency for both
voice and data. As a hypothetical example:

“Northland County uses an 800 MHz trunked radio system for all police, fire, and
EMS voice communications. Information from a common mobile data system is
carried by commercial services from Horizon Wireless.”

¢ Aninventory of responder radio equipment owned by participating agencies.
This information can be detailed. Summarize it in reports, but put details such
as make, model, and frequency band into appendixes that can be referenced
when needed.

e Aninventory of supporting infrastructure, including the following:

— Detailed descriptions of radio systems in use listed by jurisdiction and
agency, for both voice and data

— Caches of radios to be swapped between agencies

— Gateways that connect voice radio audio or mobile data switches
— Shared channels (frequencies)

— Established interagency talkgroups

— Radio sites (location, ownership, size, current occupants, available space,
primary and backup power, receive and transmit frequencies in use, etc.)

— Physical and electronic security measures

— Wired and wireless backbone interconnecting parts of various systems,
with particular emphasis on parts shared between agencies

— Commercial services (vendor, capabilities, cost, availability by area)
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— Radio coverage (footprints of existing systems)

— Technician services either available internally or contracted.

This collection of information is not only important for your needs analysis, but
also will be invaluable in the likely event that your project leads to procurement of
additional technology.

H Product: A Technology Baseline Report

The technology baseline report is produced by the project manager through heavy
contributions from the Technical Committee. It’s important to capture all the detail
described above, yet present it in summary at the front of the report.

Remember that “how” questions can be answered in varying levels of detail. Provide
Simple explanations |  the simplest one first. Again, use diagrams and charts to make information more
of *how” are | understandable. Because of the geographic nature of radio systems, maps are an
indispensable. | effective means of getting much of this information across, too.

Step 3
Fix the (Newly) Obvious Problems

As mentioned, developing a better understanding of business processes often
suggests immediate fixes that could be made. They may be fixes to processes and
procedures or simply to use some existing technology more fully. Take advantage of
these opportunities for improvement, but keep up the momentum with your needs
analysis. Properly done, quick fixes can actually help generate enthusiasm for the
next steps.

Take advantage
of quick fixes for
momentum.

More often than not, multiple stakeholders will have an interest in even these
relatively painless quick fixes. Be sure to include them in a discussion of
recommendations. If the Steering Committee expects to approve such changes,
be prepared when presenting recommendations to request and justify resources
necessary to make the changes.

Typical quick-fix examples we've seen include changes to dispatch procedures to
announce staging area channels during multiagency incidents, new automatic

aid agreements or formalization of existing practices, and consolidation of radio
system components in shared sites. For the sake of progress, avoid changes that

will take more than a week or two to implement, however. Carefully evaluate what
constitutes a quick fix, leaving anything more involved for inclusion in your functional
requirements and the formal project plan.
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This is your as-is
report.

Upon completion of these quick fixes, initiate the practice of celebrating milestones
along your path to communications interoperability. This is a great time to start a
habit of taking advantage of visible steps of progress. A small ceremony of thanks to
key participants and even press releases to claim your project’s success more publicly
are good moves that help to boost morale and build momentum.

Step 4
Describe How Current Technology Is Used to
Accomplish Work

With the technology baseline in hand and quick fixes complete, the business process
baseline can now be finalized. Get the Technical Committee’s assistance to take
descriptions of interagency processes and add simple “how” statements. For example:

“Midland City FD and Stillwater RED have an automatic aid agreement for structure
fires in the Norwalk Subdivision. This typically requires one channel of common
communications for command coordination and another between the command post and
staging areas. VHF-high band shared channels are used directly between responders.”

“Midland City PD and State Highway Patrol units are jointly dispatched to injury
accidents on I-5 within the city limits. The PD uses a dedicated channel on its UHF
conventional system to talk to SHP on its Division 1 operations channel—a 150 MHz
conventional repeater—connected by a permanent gateway operated by the city.”

H Product: A Final Business Process Baseline Report

Complete your assessment of current business processes by finalizing the baseline
report. This report captures both operational processes and details of the
technologies currently supporting them. If you completed one, the interoperability
baseline assessment should be included, along with any adjustments due to feedback
received along the way.

This as-is report is very important for needs analysis. As the title states, it is the
baseline describing what you have today in the way of interagency operations and
how radio communications support them. It’s not uncommon in this process to run
across immediate changes that could be made to improve operations. Take advantage
of these opportunities by including them as recommendations in the final baseline
report.

Depending on your governance structure, the Steering Committee may wish to review
the report before adopting it as final. It’s great to have that level of support, but make
sure to take into account the added time needed for review, changes, and approval
when creating the project plan.



A human being has
a natural desire

to have more of a
good thing than he
needs.

—NMark Twain

Goal #1:
Capture operational
needs.

Goal #2:
Open lines of
communications.
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Needs Analysis 102:
Determine Stakeholder Needs

You have the as-is. Now you can move on to the fo-be. Project buy-in hinges on how
well stakeholder needs are determined. The project manager guides this process,
meeting with stakeholders at all levels, across all agencies.

Start the process of collecting needs shortly after documenting business processes
and the technology environment. This takes advantage of any momentum created
and captures ideas that arose in discussing things the way they are.

While baseline assessments can be conducted relatively quickly through efforts of the
working committees, collecting information on stakeholder needs requires that time
be spent with a lot more people across essentially all agencies—and probably among
various groups within each.

The Goals

There are several goals to be achieved in collecting stakeholder needs. The obvious
one is to obtain a better understanding of interagency communications needs. Often
these needs are camouflaged behind ideas about how best to resolve them. While the
solution to a given problem may revolve around new or innovative uses of technology,
technology isn’t ever the need. Work to capture the interagency operational needs to
assure success and the ability to accurately recognize those needs.

A secondary, but equally important, goal is to open organizational and management
lines of communications about needs. Often these needs aren’t new and have had
some time to “mature.”

Can we talk? Many interoperability problems masquerade as technical problems
when in reality they’re organizational or management dysfunctions—or originated
there and now really are technical problems. More than one agency has built a

new radio system without regard to compatibility with neighbors. They reduced
interoperability by introducing incompatible technology, not seeing a need for
interagency communications at the time.

The fact that your project is progressing proves agencies are willing to move beyond
organizational dysfunctions, if they ever existed. The best way to pave over those
potholes is to focus on the operational or functional needs of participating agencies.
Get input not only on how they can communicate better with partners, but also how
organizational change will flow from better interagency communications.
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Goal #3:
Get invested
stakeholders.

The final goal is to get all stakeholders involved in the process and invested in creating
solutions. This occurs when they’re involved in defining requirements and recognize
that the outcomes will address their operational needs.

Techniques

As we're alluding to, the project manager or other facilitator’s challenge in collecting
needs often amounts to digging through surface layers to reach underlying needs.

It’s really not all that hard to do. What's tough is doing it without losing stakeholder
confidence and buy-in along the way! The project manager’s communications skills—
and we don’t mean radio—are going to make or break this share of the project.

Objectivity is one of the project manager’s sharpest tools at this point. It yields the
credibility necessary to elicit honest statements of need and facilitate discussion. If
you're in that role, recognize that your preconceived notions will be picked up far
away. Guard your credibility by remaining objective!

H Be Prepared: Collect Artifacts

Before going to stakeholders to solicit the needs that will shape your interoperability
project, search for materials from the involved jurisdictions that may already
document what those needs are. Several likely sources may turn up artifacts
establishing de facto requirements, stating unmet needs, or otherwise exposing
interoperability holes. Formal or anecdotal, these artifacts are invaluable in exposing
stakeholder needs.

The business process baseline often highlights a number of these and commonly
draws attention to neglected or unnecessary ones. Other likely sources include the
following:

* Existing strategic plans, both business and technology, establishing
requirements that agencies have to meet

* Debriefings and after-action reports on incidents, particularly multiagency
incidents

* Evaluations of tabletop and full-scale exercises.

Make written or mental notes of needs and requirements apparent in these sources
that otherwise may not surface during interviews or focus groups. Use them to elicit
discussion, perhaps validating or tempering issues raised.
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H Be Prepared: Collect Scenarios

Emergency response scenarios used in planning, training, and exercises provide a
ready-made source of examples that can be presented during interviews and focus
group sessions. With any luck, agencies involved in your project already regularly
conduct multijurisdictional exercises. Those scenarios can be tapped. Emergency
management officials can provide other suitable ones.

Other good sources include the SAFECOM Statement of Requirements™ and the
Department of Homeland Security’s National Planning Scenarios. Both are rich
sources of examples of everything from natural disasters to improvised nuclear
devices. Check with your local or state emergency management offices for details of
the National Planning Scenarios.

A ready supply of scenarios provides fertile ground for eliciting needs while talking
with stakeholders.

H Conduct Interviews and Focus Groups

Once prepared with background, you're ready for direct interviews and focus group
sessions with stakeholders to uncover needs related to project goals. Interview and
facilitation skills can be learned, but they require practice. If this is your first project,
you're definitely jumping in feet first!

Interagency projects generally bring more stakeholders, many of whom should be
interviewed or involved in focus groups for collecting needs. Whether this is your
first project or you're a veteran, read Chapter 5 of the Law Enforcement Tech Guide. 1t
provides a wealth of information on interview and focus group techniques. You're
bound to pick up a few pointers!

B The Product

By the completion of interviews, the needs analysis process will have produced an
abundance of information. This Guide has concentrated heavily on data collection
so far; next, we'll turn to distilling all that has been collected into general system
requirements to be included in design documents.

21 U.S. Department of Homeland Security, SAFECOM Program, Statement of Requirements for Public
Safety Wireless Communications and Interoperability (Washington, D.C.: Version 1.1, January 26,
2006). Available at http://www.safecomprogram.gov/SAFECOM/library/technology/1258_
statementof.htm.



92 Part ll: How Is Interoperability Achieved?

Life was simple
before World War
II. After that, we
had systems.

—~Admiral Grace
Hopper

Needs Analysis 103:
Develop General System Requirements

Business process baseline development, stakeholder interviews, and focus groups
yield three kinds of needs: organizational, operational, and technical. Each will
develop into requirements separately. Some will naturally be used for procuring
technology to improve interoperability; others will be acted upon by the agencies
themselves, individually or collectively.

For a complex system of interoperable systems, requirements will span agencies,
response disciplines, modes of service delivery, and radio systems. They rightfully
describe everything from training and proficiency of users to availability and
reliability of radio coverage.

These requirements are used in a conceptual design that incorporates action plans
for organizational and operational change, as well as in technology procurement
and implementation documents. The iterative process of collecting baseline (as-
is) information, assembling needs across stakeholders, and generating system
requirements (to-be) requires repeated participation, review, and comment by
working committees—both operational and technical.

Describing Requirements

Understanding and articulating your requirements is key not only to any successful
procurement of technology, but also to organizational and operational changes
necessary for improved interoperability. Requirements have to be described in terms
directly linked to the interagency business processes to be supported. Operational
requirements are best stated in simple terms, avoiding constraining definitions of
how requirements will be met.

Describe requirements using consistent terms and categories that help make sense
of what otherwise might be a confusing jumble of data. Fortunately, common
terminology and basic categories have evolved in recent years. SAFECOM’s
Statement of Requirements provides some of the most useful standardized
descriptions specifying with whom, for what purpose, and under which special
conditions a series of typical communications may occur. While forward-looking to
future development of technologies, the document uses a complete and consistent
style of description. We've used elements in business process examples above that
would roll into requirements documents.

Communications requirements can be described from several different angles. We
can look at the type of communications, the technological modes traditionally used to
provide them, and the operational modes of response when they’re used. We can also
describe them in terms of their scope, scale, and priority.
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Use the following categories and terminology shown in Figure 6-2 in stating
requirements. Quantification and qualification are both appropriate.

Categories and Terminology to Use for
Stating Requirements

Type

Dispatch

Command
Operational

Tactical

Support or Logistical

Scale

One-to-One
One-to-Many
One-to-All
One-to-Any

System Administration

Operational Mode
Routine

Planned Events
Large Emergencies

Technological Mode
Voice—Interactive
Voice—Noninteractive
Data—Interactive
Data—Noninteractive

Priority

Extreme Emergency
Urgent, Safety of Life
Urgent, Safety of Property
Planned Events

Exercises

Training

Figure 6-2: Categories and Terminology

These methods of describing communications—either as they currently are or as
they should be—serve to categorize them. Categorization is useful for understanding
different requirements and being able to explain them. This is necessary not just for
specifications when buying radio systems, but more important, for understanding
internally what we’re doing with communications. Simply adopting common terms
to describe communications goes a long way in communicating—no pun intended—
what’s going on when writing standard operating procedures, training, conducting

exercises, and working with other agencies to improve interoperability.

Note that these ways of describing communications aren’t mutually exclusive and, in

fact, definitions are bound to vary across jurisdictions and disciplines.
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Step 1

Define General Functional Requirements

Requirements are next defined in functional terms and compiled into a report
presenting them along with a conceptual design that illustrates how they fit together.
The first step in pulling together that report is to compile requirements from
preceding work. Functional requirements are defined in terms of just how the “system
of systems” will work to accomplish your project’s goals and meet its vision.

Don’t allow preconceived “solutions” to slip into your requirements. The price to pay
in noncompetitive bids that are challenged is just too high—and you may not get the
best solution for your operational needs. The project manager bears the responsibility
for identifying conclusions that may have slipped in under the guise of requirements.

Sort requirements into organizational, operational, and technical categories.

H Organizational

Interoperability needs analysis generally produces a number of requirements for
organizational change or development. Some examples include needs to create the
following: memoranda of understanding for sharing costs, mutual aid agreements
for sharing resources, policies for incident management during multijurisdictional
emergencies, and procedures for interagency operations. Requirements may also
include standard practices for lifecycle funding of systems, minimum staffing of
deployable communications resources, security, and standard training on interagency
communications across all partners.

The project’s executive sponsors and Steering Committee bear the responsibility for
preparing their organizations for changes necessary to improve interoperability. Most
organizational requirements that arise will require changes only possible through
their leadership.

Give some thought to what has been documented through the process up to this
point. Separate those requirements that have been expressed that can best be
addressed by management. They’ll be used in the conceptual design.

H Operational

Collect the processes and needs that have been expressed in operational terms. If you
followed our advice in completing the business process baseline, you're well on your
way. Additional operational requirements arising from interviews and focus groups
must be folded in, but they should be obvious if you focused on operational outcomes
of interoperability.



Use terms of quality
to state technical
requirements.
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Beware of operational needs that extend the scope of your project. The primary
reason for establishing scope early in the project under the direction of the

Steering Committee is to draw some boundaries around what specifically is to be
accomplished. One hopes that you were able to use the project scope to keep the needs
analysis focused, but in case some discussions veered off track, now is the time to start
paring back.

Remember: It’s all about interoperability. Operational outcomes are the whole reason
why your project was undertaken. Take the business process descriptions and needs
that have been developed and massage them into statements of requirements that
describe how the pieces must function together.

A good technique is to use scenarios that you collected to facilitate stakeholder
interviews and focus groups to describe operational requirements, highlight
technology already in place, and state technical constraints. Realistic examples always
serve to clarify.

H Technical

Technical aspects of functional requirements address how operational needs are

to be met through technology. Don’t confuse them with the technical details of
existing systems that went into the baseline reports and will go into requirements

for interfacing or integrating those systems with any new technology. Because

few agencies maintain communications engineering staff, consultants are often

hired in radio projects to examine the technical environment, document technical
requirements, and then define interface and integration requirements described in the
next step.

Communications technical requirements are often expressed as a matter of one or
more qualities, such as the following:

* Capability — services provided for emergency responders (what, who)
* Availability — how well the system covers the area served (where)

* Reliability — how well the system delivers its services (when)

* Scalability — how well the system accommodates surge conditions

* Survivability — how resistant the system is to failure

* Restorability —how easily the system is restored upon failure.

The Technical Committee may not have defined its needs using these terms, but

we're certain the terms were touched on in principle. Use these qualities to further
categorize technical requirements. State them in ways that can be tested and validated
by system users.
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Regulatory
mandates often
spur system
upgrades and
replacements.

Avoid requirements that are essentially technical specifications. When
system vendors deliver technology accordingly and it doesn’t meet operational
needs, the technology or vendor is usually faulted. In reality, the failure was in not
stating requirements so that operational tests could prove whether the solution
was acceptable.

While a simple idea, stating requirements in functional terms takes work. It’s
tempting to adopt specifications as requirements, and then be forced into using
technical performance measures for acceptance. Within your project, work to
assure you understand operational requirements well enough to decide whether any
proposed solution—technological or otherwise—meets needs.

The Technical Committee may have expressed needs to meet federal and other
regulatory mandates. For example, the Federal Communications Commission (FCC)
has recently released rules regarding rebanding (moving existing channels within a
band to reduce interference)* and narrowbanding (reducing the amount of radio
spectrum used for a given channel).” The committee may also have identified limited
radio spectrum as constraining expansion of systems to meet other needs.

These types of mandates provide the primary impetus for many radio system
upgrades and replacements. Note that, properly speaking, they don’t represent
requirements for your interoperable systems, but rather are part of the
environment in which realistic solutions have to be implemented. For example,
there is a difference between a requirement to meet FCC narrowbanding regulations
and a conclusion to migrate systems to the 800 MHz frequency band. While that
might be the eventual solution, there’s a difference between making it a possibility
and making it a requirement.

2 In August 2004, the FCC initiated the process of relocating most public safety 800 MHz users
within the band to reduce interference suffered from commercial wireless systems.

# In December 2004, the FCC released long-awaited rules that will force eventual changes to all
radio systems operating below 512 MHz—all the commonly-used public safety bands below 700 and
800 MHz. By January 1, 2013, all radio channels used by these systems must be reduced in width by
half or be capable of passing at least two voice conversations in the same amount of radio spectrum.
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Step 2
Define General Interface and Integration

Requirements

All systems have geographic, functional, and technical boundaries that have to be
bridged and every interoperability project has internal points of interface between
communications systems and subsystems. Very few projects are initiated to uproot
all communications components for all agencies—from voice radios, to backbone
networks, to consoles and beyond—so integration of the old with the new is
generally inevitable.

Your own project probably encompasses components that won'’t be replaced in this
effort to improve interagency communications. Ideally, they can all be integrated to
the extent they can honestly be called a “system of systems.”

This step in defining requirements establishes what parts of existing systems will
stay and which may go. It defines required points of interface between those that stay
and any new technology that may be implemented. This is the place to document
specifications that will shape proposed technology solutions.

Start by describing the core systems and subsystems that exist and will be built
upon. Establish provisional requirements for using them in concert with any new
interagency communications capabilities.

For example, consider the popular gateway devices that connect audio between
different radio systems, effectively patching two or more channels together. In

some areas of the country, these are critical resources for enabling interagency
communications. Many have been placed in fixed locations and have limited
capacity for expansion, either because of some inherent limitation on the number of
channels that can be interconnected or because the radio site is otherwise congested.
Requirements for connecting the gateway into any new means of interagency
communications should be spelled out.

Or consider that advanced radio systems are connected by sophisticated backbone
networks carrying all sorts of voice, data, and other forms of communications.
Quietly in the background, the network is probably carrying supervisory control

and data acquisition (SCADA) information that’s used to manage the network itself,
radio sites it interconnects, and maybe even radio tower lights! (Don’t laugh. The cost
of burned-out tower lights can be high—federal fines and worse!) Any new systems
added to such a backbone may be required to interface with the SCADA subsystem.
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This is your to-be
report.

Don’t buy the
house; buy the
neighborhood.

—Russian proverb

Now is the time to establish any requirements on integrating other systems through
these and other resources. By nature, interface and integration requirements are very
technical. Internal or contract engineering expertise can be put to work in defining
these requirements.

Step 3

Create a Conceptual Design

The final step in developing general system requirements is production of a
conceptual design. This document illustrates how interoperability goals are to be
realized through both technical and nontechnical means. It demonstrates a vision
incorporating major assumptions and constraints, highlighting functional outcomes
of your project.

Create the conceptual design from the requirements statements you've assembled.
While much of the document will be essentially a narrative of what your needs
analysis produced, don’t forsake the pictures! Maps and diagrams are particularly
important components to include because they capture a great deal of information
in one place and show relations difficult to explain without a lot of verbiage. Use
sequence and flow work models from the business process baseline assessment to
illustrate what exactly will be supported by any new systems to be implemented.

Once again, the project manager is responsible for this product, but don’t feel bad if
the whole needs analysis process has left you exhausted! It’s not uncommon for it to
be contracted out. Some of the best work we've seen in this regard has been done by
system integrators strong on business process reengineering and less interested in
communications systems engineering.

As mentioned, this is a conceptual design for improved interoperability that most
likely will require a lot of organizational development, as well as technology. Don’t
confuse it with more detailed engineering designs that will come with responses to
any significant request for proposals and technology implementation plans. Those
come later—if at all—and address technical aspects of interoperability solutions.

Needs Analysis 104:
Evaluate Buy Versus Build Options

We've come to a decision point: What share, if any, of your new interoperable system
of systems do you want to own and what share are you willing to outsource?

This is a difficult decision that must be made before procuring any services.
Traditionally, public safety agencies have built, owned, and operated their own
radio systems. Whether for voice or data purposes, police, fire, and EMS agencies
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have traditionally chosen to “roll their own” systems to provide known levels of
Public safety | security and services, manage long-term costs, and guarantee priority access during
agencies have | emergencies. However, agencies increasingly use commercial services for data and

tradltl(.)na”y rollqd even some VOiCG trafﬁc.
their own radio

systems.

Voice push-to-talk communications is considered the most sacred technology owned
and operated by public safety agencies. While very few have resorted to completely
outsourcing radio needs, every day more and more move traffic off traditional voice
Commercial radio channels to data systems, cellular telephone, and other commercial radio
networks are | services. Hybrid systems, owned and operated by private companies but leased to

mcri?]ar?qlgg:?/el:jsaig public safety, are also increasingly common.

systems.

Some share of this migration is due to the lack of available radio spectrum for

new and growing uses, but the trend is also seen in areas where frequencies aren’t

so scarce. We expect this trend to be cyclical as the costs of building, operating,

and maintaining systems are weighed against the costs of sharing access, opaque
commercial capabilities that can’t be examined in detail, and less control over services
received.

An important choice about joining shared radio systems may also be in your cards.
These regional or statewide systems are being built to take advantage of economies of
Shared systems ¢ . . .
bring high levels scale, gain strength through numbers with vendors, make use of otherwise duplicated
of technological | System components, and improve technological compatibility that can lead to better
compatibility. |  interoperability. In many ways, they offer a good compromise between buying and
building new radio systems.

If the option is available, use of a shared system may be a partial or possibly a
complete solution to your project’s technology needs. This may result in similar
deliberations about guaranteed levels of service, long-term costs, and priority access
that you would have when using commercial systems. Approach participation in
shared systems in a manner similar to procuring a new system or commercial services,
recognizing the “added partners” you get at no additional cost!

This completes your needs analysis. The products will have been presented in large
part to stakeholders and accepted as formal project documents. Now is the time to
complete a project plan.
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Scope the Work To Be Done

What

Why

Who

When

A scoping exercise examines the extent of organizational and technological work to
be done through procurement and implementation. It concludes with the decision of
what work to contract out and what to complete in house.

Voice and data communications projects include work that you may wish to undertake
directly or contract out. Understanding the work involved allows a choice of what

will be included in the procurement process and who will be responsible for different
aspects of the system.

The project manager needs to understand both the work to be done and internal
resources available to complete it. The Steering Committee ultimately has to decide
what will be done internally and what will be procured externally.

Following the needs analysis, the work to be done should be examined and decisions
made on what services and equipment will be procured.

We left the needs analysis phase of your project with a conceptual design in hand and
a “buy or build” decision on how to improve communications interoperability. The
conceptual design described at a high level how the various system components—
technological and otherwise—will fit together for interagency operations. In
preparing a project plan, look at the scope of work to be accomplished and decide
who will accomplish what.

The remaining phases of your project are procurement, implementation, and
maintaining the systems and processes. Each phase requires a good deal of work from
the project team, but you will soon be at the crossroads of deciding what to hand over
to contractors and what to do internally.

In order to best make that decision, it’s useful to understand what has to be
accomplished, particularly tasks that are most commonly contracted out.
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Do you need further
system design at
this point?

Don’t limit your
choices by over-
designing technical
elements.

Commonly Contracted Services

Radio systems involve a number of specialized services. Those discussed below are
broad categories of work commonly contracted out—either separately or together.

Project Management

Obviously, there has been and remains plenty of project management work yet to
be done. This whole book and the original Law Enforcement Tech Guide are dedicated
to helping with that work. Project management probably seems like more and more
work as you read along!

Keeping with prior assumptions, we'll continue to assume you are reading this

as the designated or soon-to-be project manager. In moving toward system
implementation, you have to work ahead to create a project plan, develop teams,
carry out a procurement, lead contract negotiations, and build an implementation
plan. You'll need help, but we'll assume the job of project management will be held
pretty close to home.

System Design

You may already be facing a conundrum that many others developing complex
systems have grappled with: Do you need further system design before proceeding
to procurement?

Many projects proceed to procurement with little more than a conceptual design,
functional specifications, and some boilerplate language. This is done to leave the field
open for innovative vendor proposals. Other projects proceed through an engineering
design that yields very detailed specifications for bid.

For interoperability projects, our recommendation tends more toward the former
approach than the latter. Interoperability projects involve many existing systems and
complex needs that may best be addressed by technologies you haven’t anticipated, so
it's best to remain flexible.

Alternately, you may choose to hire a system designer before embarking on a

general system procurement process. This may become a more common process for
interoperability projects as funding becomes predictable, but now is used more often
for complete, new radio systems.

Detailed Engineering Design

Complex systems require a detailed engineering design that is very dependent on the
technology chosen. For this reason, the most detailed designs are usually left as an
early deliverable for the contracted system vendor.



Turnkey
procurement;
One in which
a general
system vendor
or equipment
manufacturer
designs and
integrates the
system, and
provides the

equipment.

Acceptance testing
is dealt with

in more detail

in Chapter 10,
Implement the
System.
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System Installation and Optimization

Commonly done by the primary equipment or system vendor, the task of systems
installation and optimization occurs during implementation. Projects without a
predominant vendor or those using multiple technologies may require independent
contractors. Each may install and optimize different parts of the system, such as its
voice radio infrastructure and its microwave backbone. In this situation, your project
could require system integration services.

System Integration

The role of a systems integrator is to take the variety of electrical, electronic, and
physical system components and (surprise!) integrate them into a coherent whole.
Integrators often also serve in system design, acceptance testing, and quality
assurance roles.

This is a role you may choose to handle with project staff, contract independently, or
leave up to a system vendor as a turnkey procurement. A turnkey procurement is one
in which a general system vendor or equipment manufacturer serves as the system
designer, integrator, and equipment provider.

We'll provide recommendations on how to proceed with these particular choices near
the end of this chapter.

Quality Assurance

Often used to refer to a broad range of acceptance testing (see below), quality
assurance is defined as a systematic process for assuring that a project meets its
objectives. Quality management is formally part of project management and is most
commonly seen in large system implementations.

Independent quality assurance contractors are occasionally used for radio projects.
For example, the Illinois State Police hired a quality assurance consultant to evaluate
proposals for a statewide system for the state police and other state and local agencies.

Acceptance Testing

In implementing technology, acceptance tests are planned and conducted to
determine whether specifications and performance requirements are being met.

The larger the project, the greater the effort involved in acceptance testing. Complex
measures of performance, such as radio coverage, may be included in the acceptance
process.

While it’s always valuable for the customer to be involved in acceptance testing, part
or all of the effort is occasionally contracted out to an independent party due to the
work involved.
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Training is the key
to your successful
system of systems.

Dispatchers are
professional
systems
integrators.

No technology is so
simple that training
iS unnecessary

for people who

will use it during
emergencies.

Other Work to Be Done

There are three additional areas of work involved in implementing radio systems
where agencies typically choose to retain greater control: Training, radio site
development, and frequency licensing. Each of these areas can be completely
outsourced, of course. However, it's more likely that you would keep a tighter rein on
them than you would, for example, on microwave path analysis.

Let’s take a look at each of the areas in some depth to provide more background for
your choices in delegating or contracting project work.

Training

Training will be the key to your successful system of systems. Anticipate that
several types and levels of training will be necessary. Consider what may best be
done in house, what can be contracted from your system vendors, or even solicited
independently from training companies and organizations.

H Technical Training

Your radio equipment vendors can be expected (under contract!) to provide training
on the technical operation and maintenance of equipment. This is appropriately
provided to agency radio technicians. Ongoing training should be anticipated for new
staff members and to maintain the skills of existing staff.

m Dispatcher Training

Many means of improving communications interoperability will rely on that central
resource for most emergency response: the public safety communicator or dispatcher.
The dispatcher’s role requires his or her own personal integration of so many
communications systems that you shouldn’t underestimate the need for carefully
designed and executed dispatcher training.

m User Training

Last, but not least, first responders who will use the system to communicate across
agencies and jurisdictions need training. Plan a comprehensive program for all
agencies planning to use the system that provides initial training of existing staffs,
basic training of new staffs, and coordinated interagency exercises. Consider that such
training won’t appropriately come from system vendors, but from your own agencies’
staffs or even specially contracted assistance.

Radio Site Development

One technical consideration that agencies often maintain some control over is the
selection of radio sites for systems. Vendors rarely know as much as your users do
about how well sites serve current needs. There’s a good deal of “give and take”
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between project technical committees and vendors in the process of radio site
selection for new and expanding systems.

If you anticipate much radio site development in your project, make sure to include
people on the Technical Committee who have the knowledge and background of
what'’s currently in use. There’s usually a lot of history behind why a particular site is
used and why a better one is unavailable. This sort of “corporate knowledge” is the
type that you don’t want to pay a contractor or consultant to rediscover.

Basically, radio sites are real estate. The three most important aspects of their
selection are location, location, and location (we're sure you've heard this before about
residential real estate!). If your project requires site work or development, you're faced
with using current system sites as-is or with improving, buying, or leasing access to
other existing sites, or developing entirely new ones.

The overriding consideration for radio sites is the coverage they will provide. This is
affected by physical location relative to the involved jurisdictions, height relative to
the area to be covered, surrounding natural or man-made clutter that will block radio
waves, and other electromagnetic factors. While there are always compromises to be
made, coverage is king.

Considerations for existing and new sites differ a bit.

H Considerations for Existing Radio Sites
— Physical access. s the site constructed for safe, secured access for all tenants?
How does the site manager provide for installation of new equipment on towers
and in shelter space? Is there a security system to keep out unwanted visitors,
yet not impede legitimate maintenance?

— Physical space. Is there “prime” tower space available for antenna systems?
Does the shelter rack have expected space for radios and antenna system
combining equipment?

—Services. Is commercial and backup power suitably sized for all users?
Is an adequate lightning protection system in place? Do the electrical
and radio frequency (RF) grounding systems meet electrical codes and
industry standards?

— Maintenance and monitoring. Is the site well maintained to minimize the
tenants’ costs and reduce their liabilities? Does it have an adequate monitoring
system for tower lighting, power systems, and security controls? Has the site
manager instituted an acceptable plan for minimizing exposure to incidental
electromagnetic radiation, as required by the Federal Communications
Commission (FCC)?
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— Electromagnetic compatibility. Are there other users of the site whose
systems will make it impossible or expensive for your systems to work? Is there
a powerful radio paging service operated nearby that may interfere?

H Considerations for New Radio Sites

For the uninitiated, building a new radio site is an education. Many an initiate has
begun the process to develop a seemingly crucial location and ended up regretting
getting started in the first place! While not impossible to do and do well, of course,
new site development requires a lot of work that you may have not anticipated.
Consider all that is involved before insisting on doing it yourself.

Here are some initial questions regarding a system design involving new sites:

— Property ownership. Do project partners already have suitable locations for
new radio sites or access to other publicly owned property? Is there potential
private property that can be purchased or leased?

— Physical access. Are good roads available nearby for construction and
maintenance of standalone sites? Is facility access adequate for those being
put up on buildings, water towers, and other existing structures? Is there an
adequate road right-of-away to the property? Is it accessible throughout the year
or will seasonal conditions affect needed maintenance?

— Physical space. Is there sufficient space available to put up a tower and
equipment shelter?

— Security. Can the site be adequately secured from vandalism and unauthorized
access? What level of access control is possible? Can systems be monitored for
damage or failure?

— Utilities access. Are commercial power and telecommunications available or
economically accessible?

— Existing backbone networks access. Will connections to other backbone
networks owned by the agencies be practical from the site?

Some additional considerations in implementing radio systems with new sites:

Buying or leasing real estate. For government agencies, this inevitably requires a
lot of legal and financial consideration by staff elsewhere in the affected jurisdictions.
If you hadn’t included suitable expertise in an ad hoc working group, you will want to
add it if you plan to acquire new site real estate.

Zoning and variances. You may run into zoning issues for a given location that
require navigating the thorny path of property use variances. Even if a formal
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One jurisdiction ran head-first into a “Save Our Mountain” committee
when trying to site a new tower. They ended up compromising on the
location—going with a marginal bench on the side of the mountain
rather than the top to avoid tower lighting requirements—and ended up
suffering coverage problems in critical areas for more than 20 years.

variance is unneeded, plan on a careful, measured public hearing and education
process if you plan to put up a new tower. There’s a wide and strong current of
NIMBY (“Not in my backyard”) running nationwide. Not everyone sees the beauty in
radio towers and there’s always concern about the potential health effects of nearby
radio transmitters. Plan to use a public relations team to help if you choose to get into
the business of building new radio sites.

Construction permits. It should come as no surprise that all the work going into a
new site generally requires studious attention to obtaining building permits. As public
agencies are often under great scrutiny, your partners will expect that all necessary
and appropriate permissions are received before construction begins. This needn’t be
a difficult process, but it does take time and often affects site design.

Tower size. A tower’s height above ground or above the average terrain surrounding
a site dramatically affects the coverage of radios in all frequency bands. While there
are technical design trade-offs—too much height, too much coverage, the effects

of distant interference aggravated by being in “too good” of a location, and general
practical construction considerations—greater height for antennas is generally
preferred to maximize the coverage.

Building new sites brings up additional engineering considerations before real estate
is ever purchased. Tall towers require guy wires that run to ground anchors well away
from the towers, necessitating larger sites and additional construction, including
security fencing. In 2004, a Florida jurisdiction suffered a dramatic and dangerous
tower collapse when a service truck backed into guy wires at one of its sites. Such total
loss of a site can have a dramatic effect on system capabilities.

FAA permits. Radio towers and antennas can be serious aviation hazards. The FAA
has strict regulations regarding their location, size, painting, and lighting. Don’t plan
on putting up new towers without scheduling time for the FAA permitting process.
Antennas or mounting structures that don’t extend more than 20 feet above existing
structures don’t require additional approval, but when it is necessary, plan on 6 to 8
weeks for completion of permitting.
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Environmental and cultural assessments. A common “gotcha” in building new
radio sites is the need to conduct assessments of the environmental impacts of

new sites. Many potential sites are in environmentally sensitive areas and may be
subject to the National Environmental Policy Act (NEPA). Environmental impact
statements are time-consuming and can bring public contention. Similarly, potential
sites may have historical or other cultural significance that can quickly exclude their
consideration or require careful assessment.

Rely on expertise in your jurisdictions’ building, construction, and zoning divisions,
as well as legal staff, to help decide whether environmental and cultural assessments
will be necessary for new sites. Be aware that there are private companies that
specialize in doing this work, as well.

B Other Radio Site Work
If you choose to be involved in the selection of any radio sites to be used in your new
system, be aware of the additional work this typically involves.

Site inspections are important and typically required by vendors when existing sites
will be used for new or extended systems. Inspections may be conducted by a joint
team of your project’s technical members and the vendors, or it may be stipulated

in contracts as being done by a third party. Commonly, vendors look for adherence
to commercial or public safety standards before accepting sites offered by agencies
for use. Conversely, you may have nontechnical requirements for sites identified by
vendors, such as access for maintenance and physical security.

Tower inspection and validation is related to site inspection, but considered a
separate task because of the engineering expertise needed to evaluate the structural
integrity of towers and validate their acceptability within the engineering design.**

Site design is a separate, but important task. For new construction, it starts with
layout of the tower, shelter, guy wires, grounding systems, utilities, access, and
security. For new or existing sites, floor plans have to be developed and documented
to assure adequate space for equipment and its proper identification later on.
Similarly, equipment rack layouts are an important part of site design. Radio

sites are dependent on adequate, quality electrical service that typically has to be
converted from the utility company’s alternating current (AC) to direct cur