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A Guide for Statewide Communication Interoperability Plan (SCIP) Implementation

Introduction

In 2007, through its Directorate for National Protection and Programs, the Department of Homeland
Security (DHS) established the Office of Emergency Communications (OEC) to promote the ability of
emergency responders and government officials to maintain communication in the event of natural
disasters, act of terrorism, or other man-made disaster, and to ensure, accelerate, and attain interoperable
and operable emergency communications nationwide. OEC, in conjunction with its Federal partners,
provides guidance, tools, and templates on communications-related issues to Federal, State', local, and
tribal emergency response agencies. Since its inception, OEC has operated under the principle that any
successful effort to improve emergency response communications interoperability must take into account
the views of emergency responders on the front lines in large, small, rural, and urban communities
across the Nation. As outlined in the National Emergency Communications Plan (NECP), achieving the
Nation’s communications interoperability vision, goals, objectives, and priority initiatives is not a task
the Federal Government can accomplish on its own—it is largely a practitioner-driven effort that requires
coordination among all stakeholders.

The underlying challenge to achieving the vision, goals, objectives, and priority initiatives established by
the Federal Government and outlined in the NECP is that many of the initiatives can only be implemented
through the actions of other governments. Only entities that are legally independent of the Federal
Government—such as State and local governments—can address these issues. This challenge is magnified
by the fact that 90 percent of the emergency response communications infrastructure in America is
owned, operated, and maintained at the State and local level®.

OEC understands that to achieve much of the national vision outlined in the NECP, the Federal
Government must depend upon the competence and motivation of State and local government officials
with whom it can coordinate but cannot directly control. The same challenge faces State governments as
they begin to implement their Statewide Communication Interoperability Plans (SCIP). This document

is intended to help States streamline a process to ensure multi-discipline and multi-jurisdictional
coordination at all levels of government. A coordinated practitioner-driven approach will ensure the
comprehensive implementation of communications interoperability strategies outlined within the NECP;
each State’s SCIP; and other Urban Area Security Initiative (UASI), regional, and local planning documents.

This document was created from the 2008 SCIP peer review process. After reviewing all 56 State SCIPs,

OEC learned that many States were still searching for guidance that could assist them in establishing

robust, practitioner-driven, statewide® governance systems*. Even with the nationwide criteria established

within the Statewide Interoperability Planning Guidebook®, every State’s statewide governance system

varied significantly from others. As indicated in figure 1-1, (SAFECOM Interoperability Continuum

Governance Lane) formalized, intrastate, regional committees that work with a statewide interoperability

governing body are a critical SCIP criterion. These committees are essential to the programmatic success

1  State refers to State and territory.

2 U.S. Government Accountability Office. First Responders: Much Work Remains to Improve Communications Interoperability, April
2007, page 45. www.gao.gov/new.items/d07301.pdf

3  Statewide refers to statewide and territory-wide.

Statewide governance refers to statewide communications interoperability governance.

5 U.S. Department of Homeland Security, SAFECOM program. Statewide Interoperability Planning Guidebook, March 2007.
www.safecomprogram.gov/NR/rdonlyres/18F02413-CC4D-41B2-9097-F5FFO4E080C7/0/StatewidePlanningGuidebookFINAL.pdf
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Regional Committee
Working within a Statewide
Communications Interoperability
Plan Framework

Individual Agencies Informal Key Multi-Discipline
Governance Working Coordination Staff Collaboration
Independently Between Agencies on a Regular Basis

Figure 1-1: SAFECOM Interoperability Continuum Governance Lane

of any State’s communications interoperability efforts. Practitioner-driven governance provides the
foundation for the coordinated implementation of SCIP initiatives and statewide advancement. It is the
vehicle for shared decision-making, shared resources, and shared protocols.

This document presents information about the role, system, and operations of statewide governing
bodies that are charged with improving communications interoperability across a State. Without
establishing a mandate, this national guide will assist States and localities in developing and/or refining
their governance methodologies and systems. OEC recognizes that all States are unique and have diverse
governance requirements. In establishing interoperability-related governance, individual State and local
leaders should consider organizational systems that reflect their State and locality’s specific requirements
and needs. The information presented in this guide should be viewed as a set of recommendations for
developing a statewide communications interoperability governance methodology and not as a list of
requirements. As part of its technical assistance role, OEC strives to offer advice and work with the States
and localities to improve their communications interoperability efforts.

This document is organized into four main chapters and two key appendices:

1. Statewide Governance Perspective (Chapter 2): This chapter provides readers with an
understanding of how statewide governance is linked to SCIP implementation and compliance.
This section explains why coordinated governance is a vital component of improving
interoperable communications statewide.

2. Statewide Governance Methodology—Key Elements & Fundamental Components (Chapter 3):
This chapter details the roles, characteristics, and importance of each component of a statewide
governance structure. Readers can leverage this information to improve upon their current
statewide governance model.

3. Leveraging Governance for Programmatic SCIP Implementation (Chapter 4): This chapter
focuses on SCIP implementation. It explains the high-level process for leveraging the statewide
governance system and the methodologies to implement a SCIP’s strategic initiatives and measure
progress.

4. Maintaining Governance Success to Support SCIP Implementation—Key Elements (Chapter
5): Collaboration and coordination are key to the success of a State’s interoperability effort, but
neither occur without resources and effort. This chapter provides guidance on sustaining a State’s
statewide governance system.

5. Current Statewide Governance Structures—Sample SCIP Models (Appendix A): This appendix
provides an assessment of four of the most common governance models that were reported in
the 2008 SCIPs. Readers may want to determine which model most closely aligns to their State’s
governance structure in order to identify potential challenges and possible areas of improvement.

6. Sample Communications Interoperability Long-Term Performance Measurement Tool

(Appendix D): This appendix provides resources for assessing and measuring the success of SCIP
initiatives and statewide planning efforts.
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Statewide Governance Perspective

The Case for Sound Governance

For any State and its regions to improve communications interoperability, collaboration and participation
from relevant emergency response stakeholders is essential. A formalized, statewide governance system
provides a unified approach across multiple disciplines and jurisdictions; this approach aids the funding,
effectiveness, and overall support for communications interoperability. Establishing a governing body
and overarching system is critical to successfully addressing the key challenges associated with achieving
interoperable communications. Statewide governance and coordination also provide the framework in
which stakeholders can collaborate and make decisions that reflect shared objectives. This document
outlines guidance and examples for effective statewide coordination. It is intended to provide a
minimum recommendation for interoperable communications coordination and shall not preclude any
coordination efforts that are currently in process within the States.

Interoperability hinges on diverse stakeholders cooperating across disciplines and jurisdictions. For

our purposes, the term “governance” is used to describe a support system that helps decision makers
within Federal, State, local, and tribal governments make informed decisions that meet stakeholder
requirements. An official governance system announced to internal and external stakeholders establishes
an organizational blueprint for statewide interoperability advancement. Official systems prove to be
beneficial in that they are respectful of individual agencies’ roles and responsibilities, yet provide each
agency with the communication networks necessary to cooperate with other agencies.

State Coordination vs. Statewide Coordination

Insufficient coordination among State and local agencies and across disciplines hinders a State’s ability
to work toward improving interoperable communications for its emergency responders; it also makes
successful implementation of the SCIP very difficult. Our Nation’s federalist system affords States

and their incorporated localities and cities a great deal of independence. As a result, the success of
interoperable communications relies on the ability for a State to identify and provide opportunities
for collaboration across all levels of government. Given this federalist structure and the current lack
of technology standardization within the land mobile radio (LMR) industry, collaboration through
government-led and practitioner-driven governance bodies (comprised of Federal, State, county, city,
town, and tribal officials) is essential to the development of coordinated interoperable solutions. The
proposed governance methodology (detailed in Chapter 3 [Statewide Governance Methodology—
Key Elements & Fundamental Components]) describes the various stakeholder groups involved

in interoperability planning within a State. This methodology demonstrates how each group is
leveraged within a coordinated, statewide governance system in order to support the communications
interoperability strategies outlined within the NECP; the SCIP; and UASI, regional, and local strategic
planning documents.
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To achieve collaborative coordination across the State, it is important to distinguish between State
coordination and statewide coordination. State coordination is defined by strategic planning and
implementation among State agencies. This type of planning is vital to ensure that all State agencies
have and maintain interoperable communications across agencies. One example of State coordination is
ensuring that the State’s Police Agency can communicate with the State’s Department of Transportation.

Statewide coordination is defined by strategic planning and implementation among all emergency
responders and designated public-service organizations that serve the residents of the State. Achieving
this level of coordination requires a robust, multi-faceted, coordinated governance system that leverages
more than just State agencies. Responders and policymakers from Federal, UASI, regional, local, and
tribal governments, as well as leaders from related emergency response associations, must also participate.
This document provides a methodology for statewide coordination that States can leverage in order to
successfully achieve the goals and objectives outlined in the NECP, their SCIP, and other regional and local
interoperability strategic planning documents used in their State.

Aligning Statewide Governance & Implementation to the
National Emergency Communications Plan

Recognizing the need for an overarching emergency communications strategy to address communications
deficiencies that exist at the Federal, State, local, and tribal levels, Congress directed OEC to develop the
NECP* to guide national emergency communications planning and coordination efforts. The NECP is a
strategic plan that:

O Establishes a national vision for the future state of emergency communications.

O Sets national goals and priorities for addressing deficiencies in the Nation’s emergency
communications structure.

O Provides recommendations and milestones for emergency response providers and relevant
government officials to improve their communications capabilities.

The NECP seeks to align Federal, State, local, and tribal planning efforts through a common vision and

set of goals, objectives, and priority initiatives that target emergency communications. For State, regional,
local, and tribal governments, the NECP provides guidance for future strategic planning efforts as well as
recommended initiatives for improving emergency responders’ communications capabilities. Figure 2-1
(NECP Strategy), holistically demonstrates the NECP strategy.

Through the NECP, DHS defined a series of goals that establish a minimum level of interoperable
communications and deadlines for Federal, State, local, and tribal agencies to meet those minimum
levels. These goals provide an initial set of operational targets that will be further defined by the Office of
Emergency Communications (OEC) through a process that engages Federal, State, and local governments;
the private sector; and emergency responders. As outlined throughout this guide, a robust statewide
governance system which supports SCIP Implementation activities is a key component to achieving the
NECP goals outlined below.

6 U.S. Department of Homeland Security, Office of Emergency Communications. National Emergency Communications Plan,
July 2008.
www.safecomprogram.gov/SAFECOM/natlemergencycommplan/1372_nationalemergency.htm
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EMERGENCY RESPONSE PERSONNEL CAN COMMUNICATE

o All levels of government

All disciplines

e As needed, on demand, and as authorized

‘ormal Governance

Goal 1 — By 2010, 90 percent of all high risk urban areas designated within the Urban Area Security Initiative (UASI)
are able to demonstrate response-level emergency communications within one hour for routine events involving multiple jurisdictions and agencies.

Goal 2 — By 2011, 75 percent of non-UASI jurisdictions are able to demonstrate response-level emergency
communications within one hour for routine events involving multiple jurisdictions and agencies.

Goal 3 — By 2013, 75 percent of all jurisdictions are able to demonstrate response-level emergency communications
within three hours, in the event of a significant incident as outlined in national planning scenarios.
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Figure 2-1: NECP Strategy

to expand and integrate
disaster communications
capabilities among emergency
response providers.

Initiative 7.4
Accelerate the implementation|
of emergency communica-
tions components in the NRF,
specifically national access
and credentialing.

Initiative 7.5
Implement systems and
procedures that ensure the
Federal Government's ability to
establish situational

develop a

operating picture, and provide
timely and consistent

information during crises.

Initiative 7.6

Promote the use of and
expand the capabilities of
priority services programs
(e.g., GETS, WPS, TSP) to
next generation networks.

O Goal 1: By 2010, 90 percent of all high-risk Urban Areas designated within the Urban Area

Security Initiative (UASI) are able to demonstrate response-level emergency communications
within one hour for routine events involving multiple jurisdictions and agencies.

Goal 2: By 2011, 75 percent of non-UASI jurisdictions are able to demonstrate response-level

emergency communications within one hour for routine events involving multiple jurisdictions
and agencies.

Goal 3: By 2013, 75 percent of all jurisdictions are able to demonstrate response-level

emergency communications within three hours of a significant event as outlined in national
planning scenarios.

Aligning a State’s priorities to the NECP is in the best interest of the Nation. While the NECP provides
guidance, it does not dictate how homeland security funds should be spent or appropriated. This
document specifically provides guidance to help States meet the first of the seven NECP objectives:

NECP Objective 1: Formal decision-making structures and clearly defined leadership
roles coordinate emergency communications capabilities.
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There are four priority initiatives that support NECP Objective 1:

1.1 Facilitate the development of effective governance groups and designated emergency
communications leadership roles.

1.2 Develop standardized emergency communications performance objectives and link to DHS’
overall system for assessing preparedness capabilities nationwide.

1.3 Integrate strategic and tactical emergency communications planning efforts across all levels
of government.

1.4 Develop coordinated grant requirements that promote Federal participation and coordination
in communications planning processes, governance bodies, joint training and exercises, and
infrastructure sharing.

This document, specifically the collaborative governance methodology described in Chapter 3 (Statewide
Governance Methodology—Key Elements & Fundamental Components), can help States align and comply
with the NECP’s first objective—specifically initiatives 1.1 and 1.3.

Governance in Context:
The SAFECOM Interoperability Continuum

Solutions to communications interoperability often focus solely on equipment or technology, excluding
the other factors that are also critical to success. The Nation is now pursing a multi-faceted approach to
emergency communications. SAFECOM, a DHS program focused on communications interoperability,
identified five interrelated elements that are essential to a foundation for seamless interoperability:

O Governance

O Standard Operating Procedures (SOPs)
O Technology

O Training and Exercises

O Usage

To help visualize the evolving interrelationship of these components, SAFECOM developed the
Interoperability Continuum’, shown in figure 2-2 (SAFECOM Interoperability Continuum). As

this graphic suggests, proficiency in all five of these elements is needed to achieve the best possible
interoperability and compatibility. Furthermore, the Continuum should not only be read horizontally,
but vertically as well. The implementation of initiatives requires attention in each of the lanes. For
example, procurement initiatives should not solely focus on the technology lane, but should encompass
every lane. Governance is needed to decide on the equipment requirements, SOPs that explain the
equipment’s operational use need to be developed, training must occur on the new equipment, and usage
must be ensured by all relative agencies on a daily basis. Achieving interoperability across the five lanes
requires all agencies to participate in SCIP initiatives. Therefore, every SCIP initiative should leverage the
stakeholders that are coordinated by the statewide governance system.

7 U.S. Department of Homeland Security, SAFECOM program. Interoperability Continuum, June 2008.
www.safecomprogram.gov/SAFECOM/tools/continuum/default.htm



A Guide for Statewide Communication Interoperability Plan (SCIP) Implementation

|

Regional Committee

Individual Agencies Informal Key Multi-Discipline Working within a Statewide
Governance Working Coordination Staff Collaboration Communications Interoperability
Independently Between Agencies on a Regular Basis Plan Framework

National Incident

gtand:.rd IT'::’:aI Joint SOPs Joint SOPs Ciergrl:::ilcsatito?lfs Management
perating SgoPsy for Planned Events for Emergencies Sops System
Procedures Integrated SOPs
One-Way
DATA Swap Common Custom-Interfaced Standards-Based
ELEMENTS  Files Applicati Applications Sharing
VOICE Swap Gatewa Shared Channels Proprietary Shared
ELEMENTS Radios HEY System

General Single Agency Multi-Agency
Orientation on Tabletop Exercises  Tabletop Exercise:
Equipment and for Key Field and for Key Field and

Applications Support Staff Support Staff

Limited Leadership, Planning, and Collaboration Among Areas
with Minimal Investment in the Sustainability of Systems and Documentation
High Degree of Leadership, Planning, and Collaboration Among Areas
with Commitment to and Investment in Sustainability of Systems and Documentation

Localized .
Planned Events Emergency Resllaonnaa Ielrr!:eI::nt Thro Daflllg ltjs
Incidents 2 "

Figure 2-2 : SAFECOM Interoperability Continuum

Common Statewide Governance Challenges

Establishing a formal governance system that improves communications interoperability can be a
challenge, particularly given the comfort of conducting “business as usual.” Some of the most common
challenges to consider when designing a new governance system are:

O Independence, Power, and the Resistance to Change

*  Independent disciplines and jurisdictions have difficulty giving up authority in favor of
a regional governing body. This is reinforced by the federalist nature of our Nation'’s
governmental structures.

*  The governing body’s membership is often not representative of all agencies, disciplines, and
jurisdictions involved in a regional response. Current members are often afraid to bring
others to the table because it might dilute their power or slow down the progress they think
they have made.

*  Comfort with the current way of doing business supports independent decision-making
rather than a shared decision-making process, and builds resistance to change.

O Poor Planning & Limited Resources

*  Failure to consider key design elements for the governance system can result in delays,
inefficiencies, and ineffective decisions and solutions.

. Policymakers do not fully understand or agree with the Federal, State, county, city, town,
and tribal interoperability needs and requirements, and therefore, do not commit the
required resources.

O Iack of Models or Standards

*  Few standard criterion or models have been established to help communities create a
successful governance model. (This document was prepared with the goal of addressing this
particular challenge.)
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Statewide Governance Methodology
Key Elements and Fundamental
Components

The Practitioner-Driven Approach — Key Elements of
Governance Models

OEC promotes a practitioner-driven approach that can help guide the establishment and effective
operation of a governing system. Derived from research of currently utilized SCIP governance models
(presented in Appendix A [Current Statewide Governance Structures — Sample SCIP Models]), the
following key elements are recommended considerations in the overall methodology and design of a
statewide governance system:

O Work from the bottom up. A successful program relies heavily on State and local emergency
response practitioners for input and guidance as it works to define and implement
interoperability solutions. This chapter details which types of practitioners are recommended for
each aspect of the governance system.

O Actively engage stakeholders. The governance system should represent the full range of
emergency response interests that are affected by the interoperability challenge. This helps ensure
that solutions address community needs and incorporate diverse perspectives.

O Leverage associations or people authorized to speak on behalf of a larger group of stakeholders.
Because associations can help amass broad practitioner input and build support for the decisions
made by the governing body, it is important to ensure that they are well incorporated into the
governance system.

O Promote shared decision-making within each governance component. It is important to
maintain accountability while supporting shared decision-making. Strong leadership and clearly
defined roles and responsibilities are essential to achieving an effective balance.

O Promote transparency. The membership, operations, and actions of the governing body must be
clearly articulated and understood, not only within the entity itself, but also among the public.

O Promote sustainability. Achieving communications interoperability is a long-term effort. As
such, the governance system should account for succession planning and membership rotation.

O Establish and articulate a shared understanding of goals. A shared vision is the foundation of
any effective undertaking, while common goals provide momentum to move forward. Both are
essential to any long-term group effort. In the case of interoperability-related governance, the
diversity of the disciplines and jurisdictions involved makes agreeing on these common goals
even more critical; as this issue encompasses so many stakeholders, it is essential to maintain
commitment to the goals as time progresses.

O Establish an oversight body. A statewide interoperability oversight body should be established to
coordinate efforts and provide reports and recommendations to the governor and State legislature.
The governor should provide authority for this group under State legislation or through an
executive order.

O Seek legislative or gubernatorial authority. Strong sponsorship at the highest possible levels
helps ensure that the governance system has the necessary authority to govern. The State’s
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statewide interoperability oversight body should seek legislative or gubernatorial authority via an
executive order to establish itself as a legitimate organization.

O Stay flexible. Because of the complexity of the tasks, it is important to keep in mind that
processes, roles, and responsibilities are likely to evolve over time.

The Fundamental Components of a Statewide
Communications Interoperability Governance System

Rather than proposing a specific, one-size-fits-all governance structure, this document identifies the
fundamental components of a successful statewide communications interoperability governance system
for each State to consider. One look at the key elements listed above make it clear that successful
governance systems are not hierarchal. Instead, States are better served with a flat, coordinated system
where a Statewide Communications Interoperability Coordinator serves as the binding entity for the
statewide effort. States must develop a statewide governance system that incorporates and respects the
input of the Federal, State, county, city, town, and tribal practitioner community. For this to happen
successfully, the structure cannot be top-down or exclusive, but instead must be collaborative and
inclusive of all stakeholders.

States should consider the following seven components of statewide governance systems in order to
maximize statewide buy-in and consensus for interoperability decisions. The names of the fundamental
components listed below are generic terms; many States already have similarly-tasked entities and call
those entities by another name. For example, some States will recognize the functions of the Statewide
Interoperability Governing Body (fundamental component #3) as those performed by their Statewide
Interoperability Executive Committee (SIEC).

1. Stakeholder Resource Pool
Statewide Interoperability Coordinator’s Office (SWIC)
Statewide Interoperability Governing Body (SIGB)
Intrastate Regional Interoperability Committees (RICs)

State Agency Interoperability Committee

Initiative Working Groups (IWGs)

\IG‘\U'I:PWN

Bordering States & Federal Partnerships

OEC is not suggesting that existing State governance entities be replaced. Instead, OEC is recommending
each State to ensure that each component of their governance system includes all the relevant stakeholders,
takes on the recommended roles and responsibilities, and builds relationships in order to maximize
impact. The “organizational chart” that each State creates is likely to be unique to that State with each
component entity having a mix of roles, responsibilities, and nomenclature that meets the distinctive
needs of that State.
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Stakeholder Resource Pool

In the statewide governance system, the sphere represents the stakeholder resource pool. This pool
includes the subject matter expert (SME) volunteers that contribute to the advancement of efforts across
the State. Potential volunteer members may include:

O State Technology experts
Regional organizations and coordinators
Federal, State, and local emergency responders

Association leadership

0O 00O

Emergency support functions such as transportation and health care professionals
O Self-selected participants from across the State

Some volunteer members may serve permanently on one or more official committees while others may
only serve for a limited time on an IWG. The statewide communications interoperability effort requires
various SME skill sets ranging from technical and operational to grants management and procurement
expertise. The Statewide Interoperability Coordinator’s Office should maintain a list of dedicated and
interested stakeholders willing to serve the practitioner-driven effort.

Statewide Interoperability Coordinator’s Office (SWIC)

Second to the practitioners themselves, the Statewide Interoperability Coordinator
and his/her staff members are key players in the statewide communications
interoperability effort. The SWIC serves as the cornerstone of the State’s
interoperability effort. Ultimately, the Coordinator’s role is one of program
management. While expertise in communications technology is an advantage,

it is not a requirement for the Coordinator.

DE INTEROPE
Remembering that this is not a hierarchal system, the SWIC is not on top of DINATOR' O

anything. As part of a complex governance system composed of hundreds of SWIC
stakeholders who answer to various Federal, State, county, city, town, and tribal

officials, the SWIC simply does not have the full power of decision. Consequently, the SWIC is situated in
the middle of the governance system serving as the coordinator.

Recommended Office Placement within the State Government

The SWIC should be agency-, discipline-, and jurisdiction-agnostic. Therefore, the Office should be
placed in a position within the State government that is neutral and able to present an unbiased view of
the overall interoperable communications issue within the State. As such, OEC encourages
States to establish the SWIC directly within the Governor’s Office. This
positioning provides the coordinator with the standing necessary to work

across all State agencies and among the Federal Government, regions,
localities, and tribal nations. Furthermore, this placement tends to
closely position the Coordinator with the State’s Office of Homeland
Security (OHS), or equivalent, and to the State’s Administrative Agent
(SAA).

ERNOR'S OF

Figure 3-1: SWIC Placement

This is a powerful placement for the SWIC. From here, the office can
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build a direct relationship with the SAA and influence, with guidance from the governance bodies, the
creation of sub-grantee guidance for Federal and State interoperability grants offered statewide. Sub-
grantee guidance is the carrot providing the motivation, guidance, and funding necessary for localities,
disciplines, and regions to comply with NECP and SCIP doctrines. This authority to shape and manage
the State’s interoperability grants substantially impacts how easily the SWIC can coordinate and align
statewide interoperability efforts. Figure 3-1 (SWIC Placement) demonstrates the placement of the SWIC
within the State government, highlighting its close relationship with the State’s OHS and SAA.

Recommended Statewide Interoperability Coordinator’s Office Staff

Statewide communications interoperability and a State’s SCIP implementation effort are primarily driven
by the relationships among the volunteer stakeholders and practitioners who serve on the various
committees within the statewide governance structure. While governance committees provide the
needed guidance and input on statewide activities, there is a need for a point of accountability to manage
the complex and time consuming process of maintaining and implementing the SCIP and aligning the
SCIP to the NECP. The Statewide Interoperability Coordinator, serving within the Governor’s Office,
should primarily fulfill this role. One person, however, cannot be expected to coordinate the statewide
governance structure; manage the implementation of the SCIP; support the allocation of the State’s
interoperable communications grant funds; advise the State’s regions, localities, and tribal governments
on communications interoperability technical and strategic issues; and complete all the other roles and
responsibilities listed below.

In developing the Office of the Statewide Interoperability Coordinator, the State should consider creating
the following additional positions by either hiring full-time employees or utilizing contractual support.
Because each State is unique and pursuing its own set of interoperability objectives, each Coordinator
should assess which positions, if any, are needed in order for the effort to be successful. If initial seed
funding is needed, the SWIC can seek Federal grant funding to support the positions (see Chapter 5
[Maintaining Governance Success to Support SCIP Implementation—Key Elements]) for more details
about maintaining governance success).

Potential staff positions for the statewide communications interoperability effort include the following:

O Executive Assistant

*  Duties may include: supporting the Coordinator’s schedule; responding to practitioner,
stakeholder, industry, and public inquires; organizing logistics for SIGB stakeholder meetings;
maintaining the statewide communications interoperability website; developing a statewide
communications interoperability listserv or electronic mailing list; managing office expenses;
and performing other duties as identified by the Coordinator.

O Special Assistant(s)
*  Duties may include:

*  Supporting Outreach: developing presentations and talking points for the Coordinator
and the effort, writing press releases, developing a statewide communications
interoperability newsletter, scheduling media interviews, and organizing a yearly
communications interoperability conference.

*  Supporting Public Policy: responding to legislative inquiries; developing statewide
sub-grantee grant guidance; administering and writing grant applications on behalf of
the State; supporting SCIP revisions; writing and reviewing proposals; administering
statewide performance measures; attending Federal, State, regional, local, and tribal
meetings on behalf of the coordinator; and responding to DHS inquires.
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O Technical Communications Coordinator

Duties may include: providing technical guidance to the Coordinator; meeting with
vendors; responding to Federal Communications Commission (FCC) inquires; supporting
the management of the State’s interoperability channels; and supporting State agencies and
regional, local, and tribal governments with technical projects, procurements, and proposals.

O Regional Coordinators

Duties may include: maintaining a close relationship with the SWIC and serving as the
regional point of contact for the statewide effort.

Due to the nature of Federal grant programs where 80 percent of the State’s funds must be
allocated to localities, this position may or may not officially be within the SWIC. Local

and tribal governments should consider whether regional or local interoperability points of
contact are needed to help connect regional and local initiatives with statewide initiatives
and to support specific regional strategic initiatives or investments. If funds are available, the
SWIC should seek to hire a Regional Coordinator or leverage contractual support for each
communications interoperability region within the State.

Recommended Roles and Responsibilities

The SWIC will be responsible for the daily operations of the State’s interoperability efforts. Primarily,
the SWIC’s implementation efforts will be guided by the initiatives outlined in the NECP and SCIP. As
implementation proceeds, the SWIC will seek guidance, input, and recommendations from the joint

effort of the SIGB, State agencies, and regional governance entities. The SWIC’s duties involve developing

and delivering reports and briefings, coordinating interoperability and communications projects,

maintaining governance, and assembling IWGs to develop key recommendations and programmatic

implementation.

Specifically, the SWIC should address the following areas:

O Outreach

Maintain a database of SME stakeholder resources across the State.

Liaise among the Federal Government, State agencies and officials, bordering States, regional
and local emergency response community (including UASIs), and tribal nations.

Serve as the point of contact for the Federal Government and industry in issues concerning
statewide interoperable communications.

Provide governance members with outreach materials that target the State’s emergency
responders.

Communicate regularly with all stakeholders to ensure transparency and to
share knowledge.

Attend national interoperability conferences and workshops.

O SCIP Program Management

Leveraging all other components of the statewide governance system, facilitate the
development and update of the SCIP.

Drive and coordinate the effort to implement the SCIP by setting timelines and developing
project plans that progress against the initiatives.

Facilitate the statewide governance system to ensure practitioner input.

Guide the governance bodies in chartering and supporting IWGs to develop materials,
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presentations, issue summaries, etc.

Escalate policy and grant recommendations to the SAA or Director of the State OHS for
consideration by the Governor’s Office.

Write endorsement letters for approved projects on behalf of the SIGB for
grant applications.

Coordinate the SIGB meeting schedules, agendas, and information, as needed, to maximize
integration and collaboration with other key governance bodies.

Maintain records for the effort including, but not limited to, charters, meeting minutes,
correspondence, current membership enrollment, recommendations reports, and the
interoperability website.

Provide program management, including staffing, contracting, budgets, and other
administrative tasks, to organize the office and its project load.

Grants Coordination and Policy Development

Coordinate with the SAA to monitor the State’s interoperable communications grant
opportunities, review potential projects, and provide documentation to the SIGB for
consideration for endorsement.

Coordinate the compilation of State investment justifications and grant applications for
communications interoperability.

Seek additional grant funding opportunities for statewide interoperable communications
efforts beyond those that are administered through the SAA structure.

Help align locally-awarded, non-State administered, interoperable communications grant
funds (e.g, association grants for local disciplines or jurisdictions) to the SCIP.

O Measurement

Measure progress and results and revise the SCIP, as needed.

Develop and measure short- and long-term performance measures to show progress toward
improved interoperability.

Conduct and maintain a statewide capabilities assessment.

The SWIC may also have secondary responsibilities depending on the size of the office and the complexity

of the communications systems statewide. The SWIC may need to:

o

0O 00O00O

Provide technical and standards information to stakeholders.

Distribute grants to localities.

Develop and implement statewide SOPs.

Provide or develop training and exercises for technology and SOPs.

Procure equipment.

Perform other duties as determined by their State.
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Statewide Interoperability Governing Body (SIGB)

A statewide interoperability governing body, sometimes known as the

SIEC, serves as the primary steering group for the statewide interoperability
effort. This body evaluates guidance and recommendations provided by the
RICs, the State Agency Interoperability Committee, the various IWGs, the
Federal Government, tribal nations, private industry, and other stakeholders.
OEC recommends that this governing body meet on at least a quarterly

basis, preferably in person, to review overall progress toward the State’s SETNTEROPER
interoperability vision and to identify priorities. Ideally, this governing VERNING BOD!

body is formalized as a governor’s committee through an executive order or SIGB
through legislation. This will provide the group with the authority to make all
interoperable communications funding recommendations regarding the State’s general funds and Federal

grant allocations for this issue.

Statewide Interoperability Governing Bodies vs. FCC/NPSTC Statewide Interoperability
Executive Committees

The SCIP review demonstrated that many States have
long-established SIGBs. Sometimes called SIECs, these
SIGBs follow guidelines developed in 2001 by the
FCC’s Public Safety National Coordination Committee
and the National Public Safety Telecommunications
Council (NPSTC). The FCC recommended that States
create SIECs that are responsible for the administration

organizations) by improving emergency

of interoperability channels. A full description of these
SIECs can be found on the NPSTC website®.

response through more effective and
efficient interoperable communications.

Sample Mission Statement The mission of a SIGB—as discussed in the following
for an SIGB: sections—is much broader than the mission of
an FCC SIEC. As such, a State should not assume
To improve emergency response that an existing FCC SIEC fulfills all of the roles
communications across the State through and responsibilities discussed here or is compliant
enhanced data and voice communications with Objective 1 of the NECP and its initiatives.
interoperability. As described in the following pages, a SIGB is a

practitioner-driven group committed to managing

and implementing the overarching statewide
communications interoperability strategy. While spectrum management is one of the SIGB responsibilities
referenced, a SIGB must also address all other facets associated with achieving statewide communications
interoperability.

States with an SIEC that manages the State’s interoperability channels should consider the following two
recommendations to resolve potential confusion or conflict between the FCC SIEC and SIGB:

1. Consider amending the mission statement of the SIEC to be more inclusive of all facets associated
with achieving statewide communications interoperability.

2. Consider creating a sub-committee or IWG within the overarching SIGB to address all tasks
associated with the SIEC mission of managing the State’s interoperability channels.

8  National Public Safety Telecommunications Council. www.npstc.org/siec/siec.jsp
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Recommended Membership

The SIGB should be of marginal size and should consist of no more then 20-30 member organizations

representing Federal, State, regional, local, tribal, and relevant association/non-governmental interests.

It is essential that each organization formally appoint a representative and an alternate-representative to

serve, at minimum, a one-year term on the SIGB. Alternate representatives must have equal authority

to formulate advice and make decisions on behalf of their constituents. Designated alternates are

encouraged to attend all SIGB meetings and are included on SIGB correspondence to ensure familiarity

with issues when asked to fulfill the responsibilities of membership. The appointment letter for both

the primary and alternate members should be submitted to the SWIC from the executive director of the

association, organization, or agency the member is representing. The member should feel empowered to

speak for their constituency on behalf of their representative organization.

All members and alternates should be required to sign a non-disclosure form upon appointment to the

SIGB to ensure confidentiality. Other organizations may be invited to participate in SIGB meetings to

provide input beyond the members’ existing capabilities or to provide subject matter expertise. These

organizations, however, should not have voting powers.

The following list provides recommended associations, organizations, and agencies that should participate
on the SIGB:

State Government Leadership:

o

0 0O

Statewide Interoperability Coordinator’s Office (SWIC)
State’s Administrative Agent (SAA)
State’s Director of Homeland Security

Key executive and legislative leaders

State Associations:

o

0O 00 0O0O0OO

Emergency medical services (EMS): State’s Association of Governmental EMS Administrators
Fire: State’s Fire Chiefs Association & State’s Fire Fighters Association

Law Enforcement: State’s Association of Chiefs of Police & State’s Sheriff’s Association

Cities: State’s Municipal League

Counties: State’s Association of Counties

State’s Association of Public-Safety Communications Officials (APCO)

State’s Emergency Managers Association

State’s National Emergency Number Association (NENA) chapter

State Agencies (Pulling from the State Agency Interoperability Committee):

o

0 0O

State’s Information Technologies Agency
State’s National Guard

State’s Department of Transportation

State’s Department of Emergency Management

State’s Police Agency



A Guide for Statewide Communication Interoperability Plan (SCIP) Implementation

O State’s Fire Agency
O State’s Office of EMS

Intrastate Regional Representation (Pulling from each RIC):

O Chairperson from each regional committee
O Representative from each UASI within a region, if applicable

O Representative of each operational area within a region, if applicable

Tribal Nation Representation, as applicable:

O Tribal law, fire, EMS, and/or government representatives

Others:

O TFederal Government representatives (i.e., FCC Coordinators, United States Border Patrol, United
States Coast Guard, United States Forest Service, the Federal Emergency Management Agency’s
[FEMA] Regional Emergency Communications Coordination Working Groups [RECCWG], etc.)

Non-governmental organizations (NGOs) specializing in disaster relief
Public works associations that manage critical infrastructure
State associations that represent hospitals and public health organizations

Bordering States’ Statewide Interoperability Coordinators (non-voting)

0O 00 OO0

Private industry (non-voting)

Recommended Roles and Responsibilities

As a committee with members from various disciplines, localities, and organizations—each with their
own way of operating—it is important to establish clear roles and responsibilities for its members.

At a high-level, the SIGB is responsible for conducting outreach, overseeing SCIP programmatic
implementation, reviewing grant applications, and measuring the overall performance of the statewide
effort. While meeting in person is ideal for building relationships and focusing attention, conference calls,
video conferencing, and e-voting are other ways to engage those who cannot attend a meeting. Chapter 5
(Maintaining Governance Success to Support SCIP Implementation—Key Elements) provides guidance for
developing a charter and bylaws and includes suggestions about providing for e-voting and

virtual meetings.

Specifically, the SIGB should address the following areas:

O Outreach

*  Educate and regularly update representatives from the Governor’s Office, appropriate
legislative committees, and the public regarding the State’s interoperability work.

*  Report SIGB information back to the organizations of SIGB members for wider distribution.

*  Advocate for interoperable communications at senior levels of government and among
member constituencies.

. Build relationships at the Federal, State, and local levels.
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O SCIP Programmatic Implementation
*  Adopt executive committee bylaws and a charter.
*  Work alongside the SWIC to develop and update a SCIP,
*  Provide advice, feedback, and support to the SWIC.

*  Develop formal recommendations for the SWIC by seeking guidance and considering
recommendations on statewide issues from State and regional agency interoperability
committees as well as the IWGs.

*  Develop a timeline for each IWG and work alongside IWG members to complete
key deliverables.

*  Participate in SIGB and regional meetings.

*  Determine if an IWG is necessary for the accomplishment of an initiative and identify key
SME stakeholders to contribute expertise.

*  In coordination with regional committees and the FCC SIEC, manage the public safety
interoperability spectrum on behalf of all emergency responders.

O Grants Coordination & Policy Development
*  Resolve issues requiring policy, procedural, or other business decisions, as needed.

*  Review interoperable communications proposals for grant funding by organizations,
regions, and/or localities throughout the State to ensure alignment with the SCIP; provide
endorsement if appropriate.

*  Develop statewide investment justifications for grant funding opportunities.

*  Develop recommendations to the governor for distribution of State and grant funds to
regions and localities within the State for communications interoperability investments.

O Measurement

*  Recommend an approach for the statewide interoperability efforts and measure progress
toward the final vision.

*  Provide a method to capture lessons learned for future operations.

. Review and adjust the governance model, as needed, based on measures.

Recommended Grants Coordination Responsibility

A primary responsibility of the SIGB is to assist the Governor’s Office and the SAA in managing the State’s
interoperability grant opportunities. Although the SIGB is not a grant-making body, it should provide
guidance to the SWIC and SAA to obtain compliance with the NECP and SCIP. This practitioner-driven
guidance will maximize effectiveness and efficiency with which emergency response communications
related grant dollars are allocated and spent. The grant guidance should outline recommended grant
funding eligibility—including applicants and activities, application criteria, guidelines, and resources—
to assist the emergency response community in strengthening interoperability. SIGBs are encouraged to
reference the SAFECOM Grant Guidance’ document.

One of the best ways to ensure statewide alignment and compliance to the SCIP is to empower the SIGB
with the ability to guide grant funding decisions regarding interoperable communications. When a State
receives Federal interoperable communications grant guidance, the SIGB should be held responsible for

9 U.S. Department of Homeland Security, SAFECOM program. Recommended Federal Interoperable Communications Grant Guidance
Fiscal Year (FY) 2008.
www.safecomprogram.gov/NR/rdonlyres/9DD1739B-544E-49C7-9EOF-92ED58917CD0/0/FY2008SAFECOMGrantGuidance.pdf
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recommending sub-grantee guidance to the SAA for distribution throughout the State’s regions, UASIs,
and localities. Furthermore, the SIGB should review all investment justifications from across the State
to ensure compliance with the SCIP and the statewide vision. Upon review, the SIGB should provide
the SAA and/or governor with a recommendation on each State, region, UASI, and/or local investment
justifications.

SIGB representatives, with support from the SWIC, should also ensure that their regional, local, and
tribal counterparts are developing investment justifications that align with the SCIP for all independently
awarded grants. For example, if a local fire department is awarded funds from the International Fire
Chiefs Association to support a communications interoperability project, that project should support the
SCIP’s mission, vision, goals, and objectives. The SIGB and the SWIC should be informed of the project
and support the awardees as necessary to ensure alignment with the SCIP

Intrastate Regional Interoperability Committees (RICs)

Developing and sustaining RICs is crucial to the statewide effort. These
committees will truly allow the effort to be practitioner-driven from the
bottom up. While the SIGB provides the State with high-level strategy,

the intrastate regional bodies provide insight into that strategy from

an operational perspective. The RICs play a pivotal role in developing
appropriate SOPs, training opportunities, and tactical interoperability plans
for the distinct requirements of their regions’ disciplines and jurisdictions.

Due to the operational nature of RICs, OEC recommends that they meet M AND SECURITY

UTUAL AID REGY

monthly.
RICs

Recommended Membership

While each regional area should be encouraged to develop a governance system that best fits its area’s
needs, the SWIC, working alongside each regional chairperson, should ensure that the RICs have
adequate representation among law enforcement, fire, EMS, emergency management, and other relevant
government agencies from each local entity (UASIs, counties, cities, tribal Nations, etc.) within the
planning area. This framework allows the SIGB to ensure that statewide communications interoperability
strategic planning, coordination, collaboration, and build-out occur on a statewide strategic level; at the
same time, this framework encourages operational and response planning and implementation at the
regional level.

While the SIGB membership focuses on members tied to statewide associations, RIC membership should
come from operational, on-the-ground practitioners with expertise or passion to resolve the interoperable
communications dilemma. To ensure alignment, the chairperson of each RIC should serve on the SIGB as
well as on the committees associated with the State’s Homeland Security Region or Mutual Aid Region.

The statewide interoperability effort will benefit from regional bodies that include at least one local,
discipline-specific member from each county within the region. Additionally, county chief information
officers, local Public Safety Answering Point (PSAP) managers, county budget officers, and local radio
technicians may be useful additions to the committee. State agencies, UASIs, special operational
committees, NGOs, critical infrastructure organizations (such as power plants), and major transportation

*&O
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organizations (such as port authorities) that have a presence within the region should also serve on the
regional committee. It is important, however, to balance the committee’s membership to assure that no
one county, jurisdiction, or discipline consistently has a majority presence. Bylaws should be written
by each region to ensure balance and equity; one approach is to ensure that no one county, jurisdiction,
UASI, or organization represented has more than one vote.

Recommended Roles & Responsibilities
The RICs should address the following areas:

O Outreach
*  Provide the SIGB with input for all local communications interoperability issues.
*  Develop aTactical Interoperable Communications Plan (TICP) for the region.

*  Obtain consensus among all localities, disciplines, and organizations within the region
regarding communications interoperability projects.

*  Provide opportunities for collaboration between all UASIs and other sub-regions within
the RIC.

*  Educate local policymakers.
O SCIP Programmatic Implementation
*  Align the SCIP to a regional strategic communications interoperability plan.
*  Provide the SIGB with input and data for the development and revision of the SCIP.

*  Develop a standing memorandum of understanding (MOU) among all counties and localities
within the region; this MOU should address sharing resources for regional communications
interoperability planning and implementation.

*  Develop a process to allow associated equipment to be purchased collectively ensuring
compatibility and favored pricing throughout the region.

O Grants Coordination & Policy Development

*  Develop grant investment justifications for all entities within the region and provide
recommendations to the SIGB for consideration.

*  Administer awarded grant funds for regional projects.

Creating a Communications Interoperability Region

Most States have a plethora of regions, each with their own concerns and issues. OEC neither encourages
nor recommends the creation of new regional boundaries for the sole purpose of interoperability
planning. Rather, OEC recommends the statewide communications interoperability effort leverage the
political boundaries of the State’s Homeland Security Regions or the operational boundaries of the State’s
Mutual Aid Regions. Aligning with one of these pre-existing regional bodies offers key advan