PUBLIC SAFETY COMMUNICATIONS SECURITY

BRIEFING

Talking Points

Note:  General guidance is shown in italics; direct talking points that could be used to talk to the information on the slides are provided in regular face text.

Briefing Overview and Background (for the presenter):

· This briefing has been developed to raise awareness of the security risks to evolving public safety communications systems
· The briefing is organized into the following  four major sections:  
· From the Internet – provides summaries of information publicized on radio hackers and scanner enthusiasts
· In the News – provides summaries of news clippings that help show "real" risks to public safety systems
· Security Challenges – provides an overview of existing and future security problems (which includes the findings from PSWN program site visit data collection efforts and design-phase and operational risk assessments)

· Near-Term Solutions – provides a summary of best practices that the public safety community can take to secure their systems

· Long-Term Solutions – provides  recommendations that attempt to help focus the public safety community on taking a life-cycle approach to implementing security into their communications systems

· The briefing is designed to be scalable, and slides can be removed in order to tailor the presentation to specific audiences
Briefing Slides:

Introduction

· Introduce yourself to the audience and provide background on your interest in, and experience with, public safety communications and, in particular, with communications systems security.
· Discuss the often overlooked importance of securing public safety communications systems and provide a brief, general overview of how security needs to be recognized as a critical part of public safety agencies' thinking as they develop and upgrade systems. 

· Introduce the point that this briefing has been developed to not only help raise the audience's awareness about security issues, but so that members of the audience can take the briefing back to their government administrators to help them understand the importance of funding projects that help secure their systems.

Slides 2–6:
· These slides are designed as anecdotes that help focus the audience on the real-life security problems; each slide has an identified risk that is applicable to existing and evolving public safety communications systems.
· To begin, we have a collection of real-life stories that show the consequences of not developing, implementing, and being diligent with a security program.

· Slide 2:  The first slide highlights the risks that are present when public safety radios fall into the wrong hands.  In the first instance, the radio hacker played the Van Halen song “Jump” right when police were negotiating with a gentleman attempting suicide. This resulted in loss of all radio transmission at a critical moment.  In the second instance a ham radio operator in Burnsville had been broadcasting misleading information by using a modified two-way radio device installed in his car.

· Slide 3:  The next slide highlights the risks involved with scanner enthusiasts. They disclosed highly detailed logs of covert drug operations in the Washington, DC, area that were conducted on unencrypted radio channels.  The logs contain call signs, agents names and designators, descriptions of vehicles used by suspects and agents, and surveillance techniques used by agents.  The Air Force One logs recorded the departures and arrivals of the aircraft including agent designators, surveillance locations, and frequencies used.  Complete listings of radio frequencies used by law enforcement were also disclosed. 
· Slide 4:  The third slide highlights the risks that are inherent to transmitting critical information in the clear. In Ohio, burglars carrying scanners broke into a house.  The burglars used the scanners to monitor police communications.  The burglars were able to flee when they heard a report of their burglary on the scanner.   
· Slide 5:  The fourth slide shows the risks of interconnected systems and is especially applicable to public safety agencies as they evolve to shared systems. In Massachusetts, a hacker accessed the phone system of an airport and caused a communications outage. The outage affected collocated public safety agencies (fire, airport security), the airport’s main radio transmitter, and the runway lighting system.
· You may want to ask the audience to consider the ultimate standards-based, computer-controlled system that has many potential "open doors."

· Slide 6:  The fifth slide highlights the importance of physical security. In Iowa, vandals cut the guy wire and toppled a 295-foot tower using a hacksaw. The tower provided communications for both local and federal agencies and was not usable for 44 days.    

· If the presenter expects the audience to contain a large number of people associated with fire protection, he/she can share a story (that is not attributable to any source) about firemen who were passing the key codes to apartment complexes to other firemen so they could fight fires at apartments;  a criminal would monitor these transmissions and use the codes to rob the apartments at a later date;  the story illustrates that even fire fighters (who often believe they do not need security) need to think about communications security.

Slide 7:

· As you can see, these risks are common to all of our agencies.

· Throughout the remainder of this briefing, we will discuss the security challenges that are associated with current and evolving communications systems, the short-term solutions that your agency can take to address these problems, and the longer-term solutions that your agency can address to make security a more important part of your ongoing operations.

Security Challenges

Slide 8:

· This section discusses the security challenges that are associated with current and evolving communications systems;  at the end of this section the audience should understand that regardless of their system's age or capabilities, they face a variety of threats and most of the audience are not taking the appropriate steps to combat these threats.

Slides 9-10:

· These slides address existing threats to public safety communications systems, with the idea being that most people will agree that their systems face these threats.
· Slide 9:  As the stories indicate, most public safety officials deal with many threats on a daily basis.

· Interception of critical or sensitive information

· Frequencies that are being jammed by criminals

· Intrusion/impersonation by unauthorized users

· Physical attacks to communications infrastructure

· Natural disasters that cripple communications

Slide 10:  Despite the presence of these threats, NIJ's report on law enforcement interoperability indicates that most law enforcement agencies do not use any form of voice or data security.
· Although the participants did not indicate any specific reason for not addressing communications security, possible reasons may include:  a lack of funding, other issues have a higher priority, or senior executives failed to see any true communications security risks. 
Slides 11-12:

· The slides address the evolving nature of public safety communications systems.
· Slide 11:  Public Safety systems are in the midst of dramatic technology changes

· Conventional systems are evolving into trunked systems

· Voice systems are being expanded to carry voice, video, images, and data

· Vendors are working towards standards-based technologies as opposed to proprietary architectures;  Note:  Certain vendors are moving aggressively towards the Project 25 suite of standards.

· Agencies are working toward interoperability through the use of shared systems;  in fact, federal agencies are looking to develop sharing arrangements for many of the new trunking systems that are being developed around the Nation.

· If one stops and looks at recent and on-going procurements, one can see that these future systems are currently being developed and implemented.

· Slide 12:  A combination of PSWN and NIJ data shows these changes are happening rapidly and will accelerate in the near future.

Slide 13:

· This slide discusses emerging threats that will be introduced as a result of evolving systems
· Key points to draw out include the following:
· An increase in interconnected systems and system components allows more places where the agency's network can be compromised – this is especially important to those participating in, or about to enter, a shared system.
· Curious computer users can access public safety information available on the Internet and use the information inadvertently to interfere critical operations 
· Inadequate digital security can allow hackers to compromise the network and the system resources
Slides 14-17:

· These slides discuss the findings from the PSWN program's site security assessment efforts;  the slides show real-life evidence of security problems for several public safety communications systems around the country. 
· The locations of the sites that were visited are not to be disclosed and the findings have been made generic and combined so as to not highlight the problems for specific systems. 
· Although the data collection was done at four sites, since the sites represent other sites with similar environment,  the audience ideally should be able to identify similar problems with their own systems based on these findings.
· Slide 14:  The PSWN program visited four different communications centers to evaluate their communications systems, and collected data on their security problems as well as their security best practices.  The sites were chosen from locations around the country and reflect local, county, and state jurisdictions and they are:

· An Emergency Communications Center serving police, fire, and emergency medical service (EMS) agencies in an urban county operating on an analog, trunked, voice system as well as a mobile data system
· A Communications Center, a transmit-receive site, and a maintenance facility for a municipal radio system serving police, fire, and EMS agencies operating on an analog, trunked voice system as well as a mobile data system
· A Communications Center for police and fire departments of a city that will operate on a digital, simulcast, and trunked voice radio system (currently in a design phase)
· A Network Control Center for statewide public safety agencies operating on a digital, trunked voice radio system as well as a mobile data system (being implemented)
After each site visit, the PSWN program developed recommendations to help the agency improve the security of their communications systems

· Slide 15:  This slide highlights the categories of findings when systems are being assessed for risks.  All risks affect the confidentiality, integrity and availability of information.

· Slide 16:  This slide highlights the findings that show how, in general, public safety agencies do not protect confidential and sensitive information being transmitted on their systems.

· Slide 17:  This slide highlights the findings that show how, in general, public safety communications system resources are not protected from hackers or other unwanted intruders.
Stringent password constraints include minimum password length, regular password change, and password history.  

· Slide 18:  This slide highlights the findings that show how, in general, public safety agencies are not protected from natural disasters or physical attacks that result in the unavailability of their communications infrastructure.
Slide 19:

· The purpose of this slide is to introduce the audience to the idea of critical national infrastructures and that the Federal Government has recognized emergency services (which includes public safety) as an infrastructure that must be protected from physical and cyber threats
· This slide is designed to introduce the audience to a variety of national policies that impact the security of public safety radio systems.
· After this slide the audience should have a good idea about the array of security challenges facing communications systems.  Indicate that in the next two sections will address an initial set of potential solutions that may help them in addressing these challenges.
· The United States Government is interested in ensuring that public safety systems be protected and available for use during times of crisis.
· In July 1996, the President signed Executive Order 13010, which describes the Nation's critical national infrastructures and outlines a policy to protect them from physical and electronic threats.

· In May 1998, the President outlined his infrastructure protection policy in Presidential Decision Directive (PDD) 63, which discusses the need for coordination between government and industry in protecting our national infrastructures.

· In October 1998, the President issued the classified PDD 67,  is a classified document that deals with the continuity of government operations

Near-Term Solutions

Slide 20:

· This section provides a summary of recommendations that the public safety community can take to secure their systems in the near-term.
· The recommendations contained in this section are generally more tactical in nature and can be implemented immediately if proper funding (or other support) exists.
Slide 21:

· This slide is designed to introduce a specific PSWN program product that help public safety officials raise awareness of security issues with senior officials in their jurisdictions.
· The first thing your agency can do is to raise awareness about security risks, and the appropriate measures to mitigate the risks, with senior leaders in your jurisdiction.
· The PSWN program has developed a guide that describes the security challenges that are inherent with public safety communications systems.
· The guide is designed to be handed out to government officials and public safety administrators or it can be attached as a supplement to budget requests or similar documents.
· The guide will be easy to read and understand, and can be thought of as a call to action for leaders at all levels of government.
· Hold up a copy of the guide and let the audience know how they can get a copy (i.e., the PSWN program web page, www.pswn.gov, by phone, 1-800-565-PSWN, or pick up a copy and the event).
Slides 22-24:

· These slides are recommendations from the PSWN program's security assessment efforts based on the sites and industries' security best practices. 
· The slides are designed to highlight the recommendations that have the most applicability to other public safety agencies;  the recommendations are also designed to get the audience to think about additional steps they can take to secure their own communications systems.
· Slide 22:  This slide provides recommendations for protecting confidential information that is being transmitted on public safety communications systems.
· Slides 23-24:  These slides provide recommendations for protecting data that resides in the computerized components of public safety systems.
· Slide 25:  This slide provides recommendations for protecting the physical communications infrastructure and ensuring its availability for use.
Slide 26:

· This slide is designed to introduce a specific PSWN program product that can provide guidance and recommendations that can be incorporated into digital land mobile radio systems.
· It is critical that public safety organizations incorporate security controls into their systems.
· The PSWN program has developed a recommended set of security guidelines to help agencies begin this process.
· Although the document was specifically designed for digital land mobile radio systems, many of the guidelines are applicable to analog systems.
· The documents address for communications systems security:  administrative, physical, computer, communications, radio, and MDT/MCT.
· Hold up a copy of the security guidelines recommendations report and let the audience know how they can get a copy (i.e., the PSWN program web page, www.pswn.gov, by phone, 1-800-565-PSWN, or pick up a copy and the event).
Long-Term Solutions

Slide 27:

· This section provides recommendations that attempt to help focus the public safety community on taking a life-cycle approach to implementing security into their communications systems.
· The recommendations contained in this section are generally more strategic in nature and require fundamental shifts in agencies' approaches to securing their communications networks.
Slide 28:

· The key intent for this slide is to show that at each stage of the systems development life-cycle there are security considerations that need to be made and by addressing these considerations agencies can create an operational system with low security risk.
· Taking a life-cycle approach to security requires new ways of thinking about systems security, and considering security issues at each stage of your systems development process
· During requirements definition, you should develop security policies and plans

· During system design, you should conduct security risk assessments to ensure that security controls are incorporated into design documents

· During system development, you should also develop security documentation

· During system testing, you should develop security test plans

· During system integration, you should test and evaluate the security of your system

· During system deployment, you should train users on system security features; conduct operational risk assessments to ensure that security controls are implemented as specified in design documents and that they function properly; and update security documents (e.g., security plan, radio operation procedures, and contingency plans) as necessary.

Slides 29:

· This slide is included to discuss the importance of developing a system security policy.
· The slide also serves to introduce the audience to a tool that the PSWN program has developed to assist public safety agencies in developing their own security policy.
· Security policies are a set of high-level regulations that determine what measures agencies should take to secure their systems.
· Establishing security policies and guidelines is considered a critical first step in ensuring the incorporation of adequate security controls in public safety LMR systems
· Security policies are extremely important when entering into a shared environment because it ensures that all the points of interconnection and points of access to the network are protected.
· The PSWN program recommends that all public safety agencies develop a communications system security policy
· The PSWN program has developed a recommended security policy that is designed to assist agencies in starting the policy development process.
· The recommended policy is scalable and allows those who use it to pick and choose the applicable sections to their system and fashion their own security policy.
· Hold up a copy of the recommended security policy and let the audience know how they can get a copy (i.e., the PSWN program web page, www.pswn.gov, by phone, 1-800-565-PSWN, or pick up a copy and the event).
Slides 30:

· This slide is included to discuss the importance of developing a comprehensive system security plan.
· The slide also serves to introduce the audience to a tool that the PSWN program has developed to assist public safety agencies in developing their own security plan.
· A System Security Plan is a snapshot of a system security, which describes the security controls that are in use, or plan to be used to protect all aspects of the system.
· Developing a security plan is the second step (following developing a security policy) in developing a long-term security program
· Security plans can be critical tools that identify weaknesses in the system and document what controls will be added to combat the weaknesses.
· The PSWN program recommends that all public safety agencies develop a communications system security plan.
· The PSWN program has developed a security planning template that is designed to assist agencies in starting the security plan development process.
· The template virtually walks users through the development of their security plan and it addresses all of the key elements of communications security
· Like the recommended security policy, the recommended template is scalable and allows those who use it to pick and choose the applicable sections to their system and fashion their own security plan.
· Hold up a copy of the security plan template and let the audience know how they can get a copy (i.e., the PSWN program web page, www.pswn.gov, by phone, 1-800-565-PSWN, or pick up a copy and the event).
Slide 31:

· This slide is included to discuss the importance of performing risk assessments for existing and evolving communications systems.
· The slide also serves to introduce the audience to a tool that the PSWN program has developed to assist public safety agencies in performing risk assessments for their systems.
· A risk assessment methodology consists of steps to perform a risk assessment to identify potential risks associated with communications systems.    
· Performing a risk assessment is a critical step during the design phase and the operational phase of the system development life cycle.  
· A risk assessment is a critical method that identifies vulnerabilities of and threats to a specific communications system, determines risks, and identifies countermeasures to mitigate the risks to an acceptable level.
· The PSWN program recommends that all public safety agencies perform risk assessments for existing and evolving communications systems.
· The PSWN program has developed separate design-phase risk assessment methodology and operational risk assessment methodology.
· The methodology provides detailed information on each step to complete a risk assessment 
· The methodology is also scalable and tailored to any public safety wireless system in different environment.
· The methodology allows radio managers to:

· Identify system security controls implemented

· Identify system weaknesses

· Identify vulnerabilities of and threats to the system assessed

· Determine risks associated with the system

· Identify and determine countermeasures to mitigate potential risks identified

· Hold up a copy of the security plan template and let the audience know how they can get a copy (i.e., the PSWN program web page, www.pswn.gov, by phone, 1-800-565-PSWN, or pick up a copy and the event).
Slide 32:

· This slide contains concluding remarks that highlight the importance of securing public safety communications systems.
· A key intent of this slide is to show that system security can only be improved through improved physical and system security controls, up-to-date security and operating policies, and coordination between government leaders and the members of public safety agencies who are responsible for developing and maintaining systems.
· Improving communications security is a continuing process of training and education, and this training and education will have to be in full effect to enable public safety personnel at all levels to make security actions second nature.
· Radio communications systems must support secure communications (encryption) so public safety officers can protect their own lives and the lives and property of America’s citizens

· Physical and system security measures must be provided to ensure the security of systems so public safety agencies can effectively and efficiently carry out their critical operations

· Agencies must keep their operating and security policies up to date to protect their systems from new threats introduced by implementation of advanced technology

· There must be significant coordination among leaders from all levels of government and public safety officials to create effective security solutions for public safety communications

· Government leaders can ensure adequate funding is available to secure existing systems and strive to fund new systems for which security concerns have been addressed

· Public safety agencies can incorporate security measures into their existing systems to the greatest extent possible and take a life-cycle approach to building security into their new systems
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