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l. Introduction

Performance measurement and management are important tools for government agencies, organizations,
and private enterprise, alike, to align results with strategy. Government has inctaaséugly methods
originating in the private sector to manage programs and achieve intended results. Principles of
performance measurement and management have matured as applied to thetoublioday, local,

State, anddeleral agencies are adoptingse principles to manage resources and results.

The purpose of this guide is to help those in public safety planning apply these principles to issues of
communications interoperability. Interopdeabapabilities havmprovedin recent years through a
multi-dimensional view of the issue, statewide strategic plans across the nation, and a national plan
presenting a practical vision. National goals today target practical outcomes and impacts rather than mere
means to these ends. This guide addressestquerformance measurement efforts and presents a step
by-step process to build a performance management framework, apply it, and use results to refine strategy

Why MeasureCommunications Interoperability

Communications interoperability is a critical public safety issue that has gained the attention of emergency
responders, policy makers, and the public alike. Achieving it, however, has proven to be demanding on
public resourcesBeyond thatmost practibners recognize that interoperability sapabilitythat once

attained, demands continuous efforts to maintain it. Agencies across the country and all levels of
government have found that interoperability is a complex combination of capabilitiesytiosey time,

between sets of cooperators, and across incident circumstances.

We measure communications interoperability to gauge progress in attaining or sustaining this desired
state. We do it to make tangible improvements in getting from our cuaentsthe desired state. We

do it to understand factors that lead to the success (or failure) of our initiatives so that we may sustain
them and repeat them elsewhere. Finally, we measure progress toward interoperability to assess whether
the expense wolved is a fair return on our investment.

Performance management entails more than just measuring the results ofsnitisgiaéso about using
measurement results to reshape strategy and retune the measurement process. Through it, accountability
for results is established with stakeholders and across perspectives on the problemmenteslkiws us

to manage communications interoperability, ideally from a strategic vantage point.

Who Should Use this Guide

Statewide interoperability coordinat¢8WICs) are the primary audience for this guide. However, anyone with
responsibilities for interoperability across agencies may benefit from it. Individuals accountable for the success
of broad, often expensive initiatives to provide and ensurephlsilitg will find use in the performance

management framework it presents. Interoperability governing bodies, SWICs, and others responsible for
planning at various leveldl find it useful for assessing progress and refining their strategies.
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WhyUsethis Guide?

The answer is simple: Because we eeetgency respondersdmake timely decisions during an
incident involving multiple agenciesthout technical or procedural communications impedimenBs
usinga performance management system stitfitegic plans, better results can be expected. As
importantly, better strategiesll evolve and drive better measures.

Acommonmaximof management is, OWhat gets measured,
interoperability, welarticulated measuressfccess linked to higavel strategy and valid, replicable
means of measuremartt only allows us to attain this critical ebdt also maintain the means of
achieving it in a changing environment.

Performance measures are used by program managecy,@gsutives, and government accountability
offices to ensure strategic management and results focused on iatefgd&hether carried out under
initiatives for government accountability, performabased management, or resbiésed accounting,

leades at local, State, tribal and Federal levels of government use performance measures to manage
resources and balance competing demands. Ul ti ma
responsibility to attain critical ends through efficient use lofgtunds.

Federal requirements for strategic management and performance reporting push its agencies and others
receiving Federal funds toward greater, more outanieated performance measurement in programs.
Many States have adopted strategic managexgaimements for their programs. Increasingly, grant
programs require performance measures arising from Federal requirements.

This guide presents background on communications interoperability measures that we have today and a
framework for moving forwardUse it to apply accepted methods of strategic performance measurement
and management to improve communications interoperability.

1 National Incident Command System 200, Unit 2: Leadership and Management.
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Il. UnderstandingPerformanceMeasurement

Performance measurement means different things to different people. Typisaligught of as part of
personnel management. Performance evaluations are common in most jobs today. Unfortunately, the
term can often evoke adverse reactions for this reason. People can feel threatened by evaluation of their
personal performance.

Peformance measurement and its purposefopmance managemeate related, but about much more

than personal evaluations. They atbBeaheart of modern management theory that attempts to align
organizational, programmatic, and individual performande sttategy.Strategic managstient

integration of all other management processes to provide a coherent approach to establishing, attaining,
monitoring, and updat i fkproarpurpses this goudsbe & strategit mag i c
for communications interoperability that spans agencies and jurisdictions.

We will have more to say about strategic management later. For now, recognize that the highest level of
performance measurement is in assessing attainment of strategic goals aras olhjesser levels involve
measurement of activities or initiatives supporting strategic objectives, such as inputs and processes.

At either end of the measurement scale, performar~=
management is about the cyclical process of B
measuring, assessing] aecalibrating. Processeso B
continual improvement are necessary for learning, e ‘
growing organizations, as they are for rragfency
efforts to improve interoperability. For example, th
Department of Homel anc
and implementatioprocess for statewide
communication interoperability plans (SCIPs) is
cyclical, with the results of assessment and
measurement fueling further strategic planning.

No plan or process is so good tihhaannot use
improvement. Organizations that wait to create
the ideal plan or the most comprehensive
measurement system never reach their §aals
the goals they reach are no longer relevant, — /Siistetaiiietice beel

Figure 1: SCIP Planning and Implementation Lifecycle

Adopt Protacols
INITiATIVE IpLEMENTATION

A good plan today is better than a perfect
plan tomorrow.i General George S. Patton

Using Performance Measures tédddressinteroperability Gaps

We measure in order to understand, manage, and improve. In the process, we learn about gaps between
our goals (ends) and where we are today.

Interoperability assessments have been conducted at local, State, and national levels over much of the pa
decade. Most have focused on the existence of capabilities, but increasing attention is being paid to their
demonstrated use. In the languageesfggmance measurement, outcomes and impacts are given higher
credence than inputs, processes, and outputs. We will describe different types of measures below in
oDevel oping Performance Measur esao, b uped ouriideast | e
of performance measurement for communications interoperability.

2 poister and Streib, 1999.
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National Interoperability Baseline Survey

Decision-Makin
Groups g Agreements Funding

Strategic

Leadership Planning

DHS efforts to measure communications
interoperability and identify gaps started in 2006
with the National Interoperability BaselBavey.
Approximately 22,400 agencies across different
disciplines and levels of government received theFrg‘qgencﬁol

Use & Familiarity

survey and he response raté 30% was statistically

Policies, Practices
& Procedures

valid*. The results provided the first rigorous ,,lat;'::f‘n'f';"'fs_ PR
. . . R L - eroperability

objective view into interoperability gapsaihghout Baseline Survey

the Nation.

Approaches

We discuss the measurement methodology further
below, but it is important at this point to emphasize Exorcises
that good performance measures depend on a

basehe. In tandem with strategic goals and

objectives, a baseline allows us to assess and Training Maiatenance
guantifygaps.It provides a benchmark from which Figure1: National Interoperability
to chart a course and measure progress. Contributing BaselineElements

the process itself, a baseline assessment allows us to west

and refine performance measures.

Implementation

The National Interoperability Baseline Survey used the framework of the SAR&CGQEvRbility Contimuum
examine different dimensions of interoperabilitye Continuuthefines five dimensions or lanes: Governance,
Standard Operating Procedures (SOPs), Technology, Training and Exercises,>2BAREaQaI is equally
familiar as the communications program of the Department of Homeland Security providing research,
develpment, testing and evaluation, guidance, tools, and templates on interoperable commeneicaédns
issues to local, tribal, State, and Federal emergency response agencies.

TheContinuwtepicts progressively higher degrees of development from lgfhtoSteps along each lane
build progressively upon preceding ones.

The baseline survey and Interoperability Continuum
assessment sdlivided the five
lanes intdhirteen sukelements
to provide greater insight into
factors that determine each. Thu
subelements were developed by
SAFECOM through teams of
practitioners and tested with
focus groups in several cities
across the country. Other
capabilities assessments since |
used these stdlements with
some modifications.

3 Information on the National Baseline Survey can be found online at http://www.safecomprogram.gov/SAFECOM/baseline/.
4 DH®press release for the survey can be found onlhtgpafwww.dhs.gov/xnews/releases/pr_1165602262541.shtm

5 Further information on the SAFECO®R&¢roperability Contoaunube found online at
http://www.safecomprogram.gov/SAFECOM/tools/continuum/default.htih has been updated since the 2006 National
Interoperability Baseline survey, most notably with addition of data aspects of the technology aspect. The cumsrdfversion
this writing is depicted here.
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The survey methodology was carefully crafted to asdigreegalts that could be replicated. It examined
the capacity for interoperability for each-glément from three perspectives: irdexcipline, inter
jurisdictional, and across levels of government within the same discipline. Respondents were asked t
assess their agencyds state of devel opment for

SAFECOMO s -assessmemt ®ol is lmasetl on this frametvork.

Tactical Interoperable Communications Scorecards

DHS used a related performance measuremersproc2006 to examine both capabilities and

demonstrated abilities. All jurisdictions receiving Urban Area Security Initiative (UASI) grant funding were
required to complete Tactical Interoperable Communications Plans (TICPs) and validate them through
limited fullscale exercises. The largest metropolitan areas in States without designated UASI regions wer
similarly required as a condition of State Homeland Security grant funding to complete and validate TICPs
Evaluation teams consisting of peers fotmer urban areas, communications subject matter experts, and
exercise specialists evaluated each | ocalityds

The results were combined with further information collected on governance, SOPs, and usage from the
jurisdictions to produce a score@taEvaluators ascribed one of four levels of development similar to those used
for the National Interoperability Baseline Assessment. The other lanegarbiberability Contiilerhnology

and Training & Exercisgwere addressed differently. eldtorecards described prevalent technology in the
regions, but did not attempt to measure it. The results of TICP validation exercises were used to assess the
Co nt iTraining &Bxsrcises lane.

A summary report issued in early 2007 presented résultee 75 urban/metropolitan areas. Appendix B
shows the scorecard layout and measures for Governance, SOPs, dnd Usage.

6 Accessible &ittp://www.safecomprogram.gov/SAFECOM/selfassessment/

7 Information on the Tactical Interoperable Communications Scorecards cardtmnfime at
http://www.dhs.gov/files/gc_1167770109789.shtm
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National Communications Capabilities Report

Congress required the DHS Office of Emergency Deaigion-Making
Communications (OEC) to conduct a naio ety o
communications capabilities assessment and mmmg
report on results in 2007. This assessment

differed from preceding ones in that it focused

broadly on communications, not just

interoperability. It also examinedderal and v E¥amiiany

national aspects of operabilifglements of the CAPABILITIES Command
Continuuand some sublements of the National National Communications & control
Interoperability Baseline Survey were used. Cpabik

Changes to the Technology lane, in particular,
were made for purposes of better evaluating
techni cal ooperabil ity g

Policies, Practices
& Procedures

Approaches

Implementation

The National Communications Capability Report
(NCCR) broadly addressed its topic as required

Training Maintenance

by law. It also established an initial capabilities &Support

assessment framework following preceding work. Figure 3: National Communi@tions
Capabilities Report

Theg three national assessmérite National

Interoperability Baseline Survey, Tactical Interoperable Communications Scorecards, and the National
Communications Capabilities Re@oshaped performance measurement processes existing today. They
provide the foundation for ongoing capaiek assessments for communications interoperability. As
addressed in Section Il below, performance measurement necessarily extends beyond capabilities, thoug

Before moving to further discussion of wemedday 6 s
to take a look at challenges posed by measuring interoperability across levels of government. They affect
how we measure and why strategic measurement is key.
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Measuring Across Levels of Government

Communications interoperability

poses unique prob'ems for Performance Measuremen®t

performance management. e Improves themanagement and delivenof products and services
e Improvescommunicationsamong stakeholders and customers

First, it involves life and death. e Helps justify programs and theicosts

Interagency communcations failure o Is often a grantfunding requirement.

put responders and the public at ris| ® Demonstratesaccountabilityand stewardship

They impede tactica| Operations an( ® Provides feedbackindicators useful for

Contrlbute to Commandnd Control (0] ASSESSInghOW well pI’OjectS and activities are Working in
failures. Because of this, it is an TG

emotionally charged topic that has © Dl s e e S _
drawn great attention. e Provides aframeworkfor better understandingof causes and effects

between command, control, and communications during

Second, it is inherently a multi emergencies.
organizational issue. Traditional
performance management is applied within an agency or organization with cgaf &inthority and
responsibility. Interoperability is largely an issue between and among peer agencies working together
during emergencies, regardless of level of government.

Adapted from Roberts, 206.

National and State Strategies

The PosKatrina Emergency Management RefornoA2806 created the DHS Office of Emergency

Communications and required development of the National Emergency Communications Plan (NECP). As

the first national strategic plan addressing emergency communications, the NECP builds further upon
interoperabilly themes. It addresses communications
operability, interoperability, and continuity during

Euture State L "’cfi',';fn'l?.ff’" natural disasters, acts of terrorism, and othernmaahe
B disasters.
NECP Approach and Organization As the NECP was under development, States and

territories nationwide were engaged in paraliategic
planning efforts. The results were statewide communications interoperability plans (SCIPs). SCIPs typical
include descriptions of:

e The current state of communications interoperability and the environment that is driving needed
changes

e A visionof the future state
e A series of goals and subordinate objectives to attain the future state
e Initiatives with target completion dates

The first version of the NECP likewise contained these strategic plan components when released in July
2008. I'ts vision, that OEmergency response per
authorized at all levels of government, acrosseallidisl i nes 6, has | drivepviiomen t h
behind SAFECOM. Itis easily understood, readily adaptedrogress reaching it is measurable.

To reach this vision, stakeholders identified three goals in the initial release of the ERooeihe
strategic theme oésporseel emergency commutitoayitretd that a key performance indicator for

8 Public Law 108295 Section 671, entitled the 021st Century Emerge
Homeland Securit4ct of 2002, establishing the DHS Office of Emergency Communications and requiring development of the
National Emergency Communications Plan.
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whether the vision is being attained is the extent to wthigprimary operational leadership during
multi -agency incidents is able tmanage resources and make timely decisions without technical or
procedural communications impediments the definition provided for respontevel emergency
communications.

These national and State strategic documents are closely intertwined. As gdiedannually and the

NECP is revised, goals and strategic objectives become further aligned. Statewide interoperability
coordinators and stakeholders across the emergency response community drive strategies first locally, the
across the States, awntually nationally.

The NECP and individual SCIPs have improved management of tigeveufimental aspect of
interoperability. Today, these documents const
interagency communications. Theyaigcal for allowing performance measurement across levels of
government because their goals are typically outbased and not defined by level of government.
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Mapping to the Interoperability Continuum and NECP Goals

Since its introduction in 2004, tf®AFECOMteroperability Contivasuserved planners and practitioners
by focusing attention at all levels of government on the central factors affecting interagency
communications. It continues to be a practical means for understanding needs it dayedanes of
the Continuymnovide implicit performance measutes.

TheContinuumas proven to be a simple, visual means for depicting lesser and greater degrees of
communications interoperability. It is often used for background during meetingp falticipants

with a common frame of reference. Some use it as a backdrop and have participants place stickers or
otherwise indicate on tHéontinuuimeir assessment of the current state of interoperability in their agency,
jurisdiction, or State.

The Virginia Commonwealth

Il nteroperability — . 2 ..
used it to depict results of its own R oo i Lesim H
baseline surveys and assessments in <3 gg
2007 and 2009. The resultstof 2009 g (S5 o o emson  Swemsmer CHRen® |26
survey were still being assessed while ™| - e
writing this document, but preliminary S5l om  we JCommen  Custom F
results were repo el umm o wm o £3
SCIP update. Figure 3 is a graphic fro
£ Genoral Single Agency 2
the update that d ot eyt et n i
state using the SAFECDMroperability | — -
Continuurithe baseline survey included g 2| ... Locazed Rogir g
two parts. The first focused on - T 8

dimensions of governance, SOPs, usagt
and training and exercises. The second
focuses on technology and will catalog
capabilities across the State.

Figure 4: Virginia Baseline Survey (2009) results
(Source: 2010 Virginia SCIP)

Performance measures naturally arise fromnbs (&t the!nteroperability Continouerms of current
management concepts, they strategic therﬁe)slernance itself, is not a goal, but certain qualities of
governance are measures toward strategic
or objectives (e.g., regional committ@ethin
the framework of a statewide plan).

Goal 1By 2010, 90 percent ofall highrisk urban areas
designated within the Urban Areas Security Initiative (UASI) are
able to demonstrate responsdevel emergency communications
within one hour for routine events involving multiple jurisdictions

The NECPOs three
progressive attainment of respolees|
emergency communications. As such, metri
are included in them. Goals 1 and 2 address
demonstration of the capability for routine
ewents. Goal 3 addresses it for significant
incidents. Each sets a timeframe for attainm
the scope of targeted jurisdictions, and a
guality measure (speed of providing).

go3g

and agencies.

Goal ZiBy 2011, 75 percent of nontUASI jurisdictions are able to
demonstrate responsdevel emergency communications within
one hour for routine events involving multiple jurisdictions and
agencies.

Goal ¥By2013, 75 percent of all jurisdictions are able to
demonstrate responsdevel emergency communications within
three hours, in the event of a significant incident as outlined in
national planning scenarios.

2009, practitioner working groups settled on

criteria for evaluating demonstaatt of the ability. They consist of 14 primary elements and 30 questions

assessing them (see Appendix C).

9 Effective use of all available means of communications across the Technology lane is considered to bpetfernigines

along this dimension today.
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In 2010, OEC is observing planned events in each UASI region to determine whether the nation has
attained Goal 1. Through 2010 and 2011, SCIPsiagupdated to describe statewide methodologies for
assessing attainment of Goal 2. This is a performance evaluation.

Additionally, States are asked as part of the SCIP update process to conduct a capabilities assessment using
measures developed througgthnat i onal assessments previously de
this section provides further details.

Developing Performance Measures

There are few rules, but many conventions in performance measurement.

The first and foremost rule is: A few good measures beat many of any quality. The use of too many
measures, even high quality ones, is ultimatehdsédfating. The process of managing a multitude of
measures alone, not to mention their results, besome ver whel mi ng. The ocrit
key performance indicators, demand priority attention. Even at the highest strategic leVieds@fahe
government, the trend is toward fewer measures that are better und&rstood.

The second rule isdhit takes a team to develop measures. Governance of strategies and efforts to improve
communications interoperability are naturally team driven, anyway, but expertise across multiple perspectives i
needed to create a few good measures.

The final rule is that no measure is perfecpandanent All are .
forged through the processes of continual improvement thatwe U A few good meaures
require of our strategies and performance management processe {; Defined by a team
themselves. Tmaraphrase an earlier quote, a good measure today )

better than an ideal measure tomorrow. i Improved continually

In developing performance measures, a few corollaries and

caveats are in order. Beware of temptations to measure simply what is easy to measure. As stressed
throughout this guide, measures must be strategic in nature, directly related to objectives, and
convincingly relevant. Little can harm a performance management program as much as trivial measures c
ones linked tenuously to strategic objectives.

Another cordary involves our notion that what gets measured, gets done. Taken negatively, this can be
understood to justify a myopic view of measures and measurement at the expense of the big picture.
Taken positively, it means that the process of measureméinpriésses progress. When measures are
based on the outcomes and impacts of strategic objectives, the big picture is taken care of.

Types of Performance Measures

Five types of performance measures are commonly accepted: Inputs, processesutigmes, and
impacts. While each has its appropriate use, there is a hierarchy that places impacts as the highest
measurement.

The following efinitionshelp distinguish types of measures for developmental discussions and, often,
comparisoril Bear in min that the fine distinctions are not as important as the fact that the team creating
the measures works from the same perspective.

Input Measuresire used to understand the human and capital resources used to produce the

10 5OMB will create new performance management framework for agef@iesrnment ExeSefptember 24, 2009. See
http://www.govexec.com/dailyfed/0309/092409e1.htm

11 SourceLaw Enforcement Tech Guide For Creating PerformancbhyMeagdrdsRotaeifglosk Dept. Of Justice, Office of
Community Oriented Policing Services, 2006)
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outputs and outcomes. These aradefigures associated with the dimensions of performance
being measured.

Process Measurese used to understand the intermediate steps in producing a product or service.

Output Measuresre used to measure the product or service provided by the system
organization and delivered to customers.

Outcome Measureare the expected, desired, or actual result(s) to which the outputs of the
activities of a service or organization have an intended effect.

Impact Measureare the direct or indirect effectsammsequences resulting from achieving
program goals.
Measures are occasionally placed in two groups:
Process Measurasputs, resources, activities, efforts, workflow
Impact Measure$utputs (products, services) and outcomes (results, accomplishments)

Il n use, process measures help ugigidaswempabe mee
hel p us answer the aoqgheBt hgPn9 OAre we doing the

Good Performance Measures

Provide a way to see if our strategy is working

Focus employees' attention on what matters most to success

Allow measurement of accomplishments, not just of the work that is performed

Provide a common language for communication

Are explicitly defined in terms of owner, unit of measure, collection frequency, data quality, expected
value(targets), and thresholds

Are valid, to ensure measurement of the right things

e Are verifiable, to ensure data collection accuracy

SourcBalance&corecard Institutéttp://www.balancedscorecard.oyg

Example Measures

An example may be useful for understanding the different types of measures and their relationships. See
Figure 4 below.

Nationally, the value of Communications Unit Leaders (COMissuringnteroperabilityduring

emergeupies is widely recognized. O&b00individuals have been trained by OEC to serve in the all
hazards Communications Unit Leader role during incidents managed under the Incident Command Systen
(ICS). Many SCIPs include initiatives to increase the nofttened and qualified COMLSs in urban areas

and even statewide.

If planners adopted the presence and use of COMLSs as a strategic objective for improving interoperability,
number of performance measures ranging from inputs to impacts might be used.

Pagel2 of 54


http://www.balancedscorecard.org/

Communicasionteroperability Perfivteaesncement Office of Emergency Communications

Performance Measures

Process Output Outcome

Fewer instances of

Establishment of o Frequency of o
Number of COML o Number of qualified q Y communications
COML credentialing deployment of COMLs . .
classes held COMLs o problems inafter-action
procedures to incidents

reports

Figure5 - Example COML Training and Use Measures

This example entails some leaps of logic, a common requirement for performance measures and
management. If all were accepted, we would be accepting that the number of classeslatid
somewhat with improved interoperabilityVe would also be agreeing that a formal process of
credentialing that includésining with experiencand frequent utilization of skills contribute further to
improved interoperabilityThe final measa of impact is yet a higher one.

The impact measure is obviously important. While it is often difficult to link a process with an outcome, it
is critical to understand that correlation and causality are two different concepts. To say fewer
communicatios problems will occur during incidents in which COMLSs are used is saying there is a
correlation. It stops short, appropriately, of saying one causes the other. There are undoubtedly other
influences and surely are intermediate effects that would coetribthe desired impact.

Even if you do not accept the leaps between progressively higher measures, recognize that they are
increasingly outcoreriented and less procesgented moving left to right. It is not always easy to come

up with measures a@wthe board, nor is it regularly needed. While it is easier to measure the number of
COML classes held than the frequency of deployment, the classes are moot if the skills taught are not use
Ultimately, an initiative for COML training to improve infegrability
during incidents is only successfuhit training is routinely used during
emergencieskEqually important from a strategic management point of vie
is that there are probably other activities needed to increase their usage

Performance maa®s flow best from strategy. By using a systematic
approach to defining a critical few measures aligning with strategic
objectives, validity and reliability are assured.

NECP Capabilities

We describe a systematic framework for performance measurement an X
Assessment Guide

strategic managent further below.

Capabilities Assessmerd
Homeland

Validation of NECP Goal 2 in 2011 invdIstatewide performance and Security March 2010
capabilities assessments. To assist statewide interoperability coordinat®
DHS Office of Emergency Communications has prepared anetfhﬁml?tles assessment guide. This
document is intended to provide practical guidance for assessing interoperable communications
capabilities useful during NECP implementation effthréssinvolved in carrying out assessmesiish as
communications cadinators in Urban Area Security Initiative (UASI), county, and tribal regitins
find it useful. It and annual OEC grant materials provide the definitive guidance for carrying out
assessments, but the basic concepts are relevant to understandmgnmfimeasurement.

Definitions of Key €rms

For the purposes of the NECP Goals and their associated capabilities assessments, the following key termr
and definitions are provided.
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Area- As used here, a UASI region, tribal community, county, or county geographic equivalent.

Office of Emergency Communications

Capabilities Assessmenthe assessment of the highest levels of interoperable communications capabilities, as defined in
this document, within a UASI region, cognbr tribal community to evaluate progress in meeting Goals 1 and 2 of the
National Emergency Communications Plan.

NECP Goals Evaluation®\ssessments of progress in meeting national goals for communications interoperability
established in the Natiorlainergency Communications Plan. Goals 1 anee®aluated through a twgart process
involving assessment of capabilities and actual performance.

Non-UASI Jurisdictions All counties or equivalents outside of the sixty urban areas defined in thgdzs¢aly) 2008
UASI Program. NECP Goal 2 targets alUAGI jurisdictions.

Tribal Communities- Native American Indian entities recognized by, &giblke to receiveservicesrom, the United
States Bureau of Indian Affatrs

Urban Area Securitynitiative (UASI) Jurisdictions- For purposes of NECP Goal 1, UASI jurisdictions are those within
the 60 highrisk urban areas designated by the Department of Homeland Security for Fiscal Year 2008.

Explanation ofDecision Trees

Appendix D shows the d&gon trees for each lane of entinuumppendix E is a consolidated factors data sheet
showing all measures for each lane and stage of development. The Governance decision tree is shown below.

Does the decision making group
regularly update agreements and
strategic plans, as well as, proactively
pursue expanded membership?

Do some formal agreements exist
between members of a decision
making group for the area?

Advanced Implementation Intermediate Implementation

Established Implementation Early Implementation

Three questions are presented for each of the five lanes to distinguish the four stages of development.
They distinguish the key differences between measures of early, intermediate, established, and advanced
implementations. The complete measiare shown below.

Capability

Early
Implementation

Intermediate
Implementation

Established
Implementation

Governance

Areadecisiorrmaking
groups are informal and
do not yet have a
strategic plan to guide
collective
communications
interoperability goals
and funding.

Someformal
agreements exist and
informal agreements

are in practice among
members of the
decision making group
for the area; Strategic
and budget planning
processes are beginning
to be put in place.

Formal agreements
outline the roles and
responsibilities of an
area-wide decision
making group, which
has an agreed upon
strategic plan that
addresses sustainable
funding for collective,
regional interoperable
communications needs.

Areawide decision
making bodies
proactively look to
expand membership to
ensure representation
from broad public
support disciplines and
other levels of
government, while
updating their
agreements and
strategic plan on a
regular basis.

Data Collection Methods

Generally, capabilities assessments for both Goal 1 in 2010 and Goal Zaire@26ady identicad
varying only in scope. Both use the same stages of development to assess capabilities across lanes of the

12 For the official list, see the Library of Congressiteeligtp://www.loc.gov/catdir/cpso/biaind.html.
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Continuum The difference lies in the number of capability assessmenterthearried out and reported
to evaluate attainment the NECP Goal§&oal 1 involves capabilities assessments of all UASI regions
whereas Goal 2 involves assessment of allA&h jurisdictions (i.e., counties, parishes or county
equivalents).

Many different peoplkeave beemvolved in conducting the @bl and 2 capabilities assessments. The

SWIC or SCIP point of contact has foremost responsibility for annual SCIP Implementation Reports to OE(
which, for 2010 and 2011, include performance and capabilities assessments of, respectively, UASI and
nonrUASIJjurisdictions. SWIGsavechoose to take a more or less active role in actually carrying out
assessmentdlany haveasledresponsible regional and local officials to carry ouasséfissments.

Actual assessmehts/einvolved multiple people at theegional, tribal, or county levels. By their very
existence, UASI regions (Goal 1) have Auiigdictional governance bodies (working groups). The

Urban Area Working Group (UAWG) chair is broadly responsible for capabilities assgéssments
communication®r otherwis@ but may delegate the duty to an individual or committee. The UAWG

chair and person(s) carrying out the assessment must recognize that, for Goal 1, a simple assessment is
sought for the region as a whole, including all jurisdictions.

Goal 2 cpabilities assessments of WS jurisdictions may be carried out for a single county or for a

group of counties located within the same intrastate region. In the former case, an official accountable for
emergency services countywideot just a county@vernment spokesmi@rmay best carry out the

assessment. Recognize that the task may be delegated to another individual or committee.

This is a relatively simple assessment process designed to be minimally intrusive. It may be used by
thousands of individals across the country to provide a snapshot of capabilities in conjunction with NECP
Goal performance evaluations.
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lll. Beyond Capabilities Measuring Outcomes and Impacts

In and of itself, interoperability is unlikely to be a strategic goal of agemdiese missions revolve around
protecting public safety. Interagency communications is certainly a key resource in many operatiardybut

part of the interagency processes through which mutual services are delivered. The outcomes and impacts of
those piocesses hot some technical capacity to communicatare the appropriate subjects of performance
measurement.

Communications interoperability is more than the mere capability to communicate across agencies. In the most
fundamental sense, it is the absencecommunications impediments in interagency operations. Inasmuch as
over-communicationcan actually interfere with operations at times, and inilgency communications needs
typically far outweigh those between agencies, interoperability is a low perfoceardicator for some

LIN2 OS&daasSad LGQa Yy 2-perfétrhande indicatord oY dorelinfefageicl bpérati6ns @dy
necessarily be very little or highly controlled interagency communications.

This is not to say that communications interoperapils unimportant. Interoperability performance measures

are inseparable from measures of mutual business process performance between agencies. Communications
interoperability is the condition, in fact, that needed resourvemel @ Af | 6f S® 2 Kl 6 Qa ySSRS
determined through rigorous definition of impact measures (the right things being done) combined with process
measures (things being done right).

Linking to Responséd_evel Emergency Communications

The NECBet very practical, outcorogiented goals around the concept of resptenssd emergency
communications. In recognition of critical interagency communications needs, it holds that the ability of
the primary operational leadership during emergenciestage resources and make timely decisions
without communications impediments is paramount.

Any number of strategic objectives could be associated with these goals and is therefore suitable for
measurement. For example, the lack of common terminologydretesponders from different

jurisdictions or disciplines is a common impediment. To the extent that the lack of common terminology
affects the primary operational leadership during incidents, redpeakemergency communications

may be impacted posiéily or negatively by initiatives to promote its development and use.

Likewise, experience shows that emergency operations in incidents managed under ICS proceed with few
problems when Communications Unit Leaders are used. Performance measuresi¢algetiogs to
increase the number of COMLSs used could be strategic measures.

It is important to note that resporsgel emergency communications is only one of a number of goals that
could be set at a similar level for improved interagency commumscatibe key is that strategic linkages can
be maintained and progress measured using outmoemted metrics if the goals and objectives are sufficiently
high. If not, we are left only with measures of inputs and processes and, maybe at best, of outputs

Identifying Operational Impacts to Measure

Operational impacts are those that occur on or to emergency operations. Strategic objectives for
communications interoperability (not to confuse
highestperspective in a balanced scorecard approach to management when they address operational
outcomes and impacts. To identify operational impact measures, we need to understand what
communications outcomes a responder may require.

An operational impact, fa@x a mp | e, may be a responderds abil it
emergency world can be extremely tisansitive, such as a call for help. More than a need for immediate
assistance, the call is tisensitive because it may only be possilite.oln associated communications
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outcome may be the continuous availability of a dedicated channel with no contention potential.

Many operational impacts can be assessed. The challenge is seeing directly the operational work being
done andresistinglongeaps of | ogics between process measur
perspective is key.

Customer satisfaction is one of the highest goals from the highest strategic perspective. If emergency
responders are the consumers of communications interopgrabilitt hen t heir percept.
are critical. Many different measures of satisfactory services could be made, includingaesponse
emergency communications as the term targets a particular set of responders in particular circumstances.

Thirking Outside the Interoperability Continuum and NECP Goals

The NECP Goals were a significant, but logical, departure frametioperability Continthnough the
concept of respondevel emergency communications, they extended the piloasss measel of Usage

in the Continuuto a very specific, critical outcome measure. They reversed the perspective from the
availability of a capability to the absence of a fault (impediment).

Further extension of tH@ontinuuaind the NECP goals, themselves ssilple. Ultimately, it is needed to
build strategic management of interoperability efforts. As much @siiiauumas and continues to
provide a framework for understanding interoperability themes, there is much room for individual
objectives and meassrto grow within it.

We see this reflected in the latest revisions dhtesoperability Contihatiadd data communications to
the Technology lane. The next version of the NECP will likewise extend its perspective to further
incorporate data commigations.

Many SCIPs across the country press initiatives well beyond detaiGootitheinfor example, the
Standard Operating Procedures lane holds-Mibtfated procedures at the high end of the scale.
Regional interoperable communications amdlai plans are increasingly being added as SCIP initiatives.
These are largely unrelated to NIMS, but extend greatly interoperable SOPs.

With ends rather than means in mind, there is much room to grow beyohutéheperability Contamedum
NECP Goaler performance measures.
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IV. Strategic Performance Management

Performance is best measured and managed under the umbrella of a strat&ffi@fggit. managsmaent
concept of managing using strategic objectives and performance measures fronpersfigdéves. It
commonly is combined with some notion abalanced scqrad¢aal bringing together varied metrics for
assessment from these perspectives. The idea o
key performance indicatarise from these concepts.

As touched on previously, the particular value of strategic management for communications
interoperability is that the subject is, first of all, one of strategic importance to emergency responders and
is, secondly, one of mag#lly dispersed responsibilities and authorities. Insistence on managing
interoperability from the top downwaiitracking progress first and foremost from our géalsd

resistance to measuring performance and progress through simple indicatordestidolagy in use, is
strategic management.

Srategic management has a solid footing in the public sector. In 1993, the U.S. Congress enacted the
Government Performance and Results Act (@PRBlic Law 103&2) requiring significant strategic
planningand performance reporting froredieral agencies The presidentds Offic
Budget (OMB) oversees the adherence of executive branch agencies to GPRA, publishing annual reports
and producing summari es. oOoProgram Assessment R
programs mag effective.

While efforts nationally to improve OMost metr i esentedamdngir oc e g
communications interoperabyliare outcomesbased. We do not track progress on goals
largely outside of GPR/Aderal that cut across agencies. Overall, too much emphasi

approaches to strategic management as been placed on producing performance
provide extensive guidance for other pub E' P P gp

sector initiatives. High amongst this information to complywith a checklist of

guidance isncreasing focus on alimited | F equi rements instead of
set of highpriority goals supported by

meaningful measures and quantitative - Jeffrey Zients, Chief Performance Officer and Deputy Director for
targets. Demonstrated progress in Management, Office of Management and Budget, Before the Unite
achieving goals and wakplained States Senate Budget Committee (October 29, 2009)

performance trends are sougfht.

Link Performance Managemento Strategic Plans

Performance management is linked to strategic plans when owigented measures are defined for
strategic objectives.

Various approaches to strategic planning and plan desigr DHS Strategic Plan Structure
exist. Commonly, plans include mission and/or vision

statements, goals, gapting objectives, and practical — mz; o m\ =
programs or initiatives. While vision statements are typic E“f"‘/”"‘ii 2t/ Oowaves | Lo
lofty, goals bring strategy closer to the ground as stateme —————

of needed results. Objectives get further into details, whi ===~ —

discrete projects and initiatia#e most detailed. Separate ¢ Chalenoee Feckio Ots ]
progressive levels between goals, objectives, and initiatives

allow for logical organization and different levels of management. The Department of Homeland Security used
common strategic plan development process alesg lines. (See Appendix F.)

Action Plans

BoBuil di#®grédoHmghg Government 6, Office of Management and
http://www.whitehouse.gov/omb/budget/fy2010/assets/building.pdf
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Figure 5 depicts a pyramid of typical strategic plan components with integrated performance measurement and
management elements. In this example,
oOvisiono6 isantowmi amhé,
common element for agency and organizati

strategic plans, is omitted. For communication
interoperability where essentially every

cooperator has its own agency or organization
mission, a vision statement better serves as th

What does the desired
future look like?

What angles must results
be evaluated from?

Goa.ls I What results are needed?
Strategic Themes

Perspectives

Strategic Level

pinnacle beeath which strategy is built. Oblectives R R
) to get results?

A performance man.agement framework Performance Measures and Targets RIVEE resglts

linked to strategy will include measures and measured?

targets to gauge progress toward results. TH }/
measurement process charts the trajectory
from initiatives to goals and, ultimately, the Figure 8 Interoperability Strategy Pyramid

strategiwision. Strategically managed, it

will also establish a feedback process for cyclical recalibration. DHS explained the linkage of strategy and
performance in its strategic plan through a performance management framework. (See Appendix G).

Strategic Initiatives \ What initiatives will

drive results?

As strategiclans, the NECP and SCIPs establish the vision, goals, and objectives for programs improving
communications interoperability. While a performance management framework for communications
interoperability could be developed and implemented at a local anaielgvel, most will be done as part

of a statewide strategy. The SCIP is typically the first and most comprehensive strategy for State, local, at
tribal jurisdictions.

Other strategic plans and even statutes may shape interoperability strategy.aFomp | e | owads
Security and Emergency FY 2010 Performance Plan links performance and strategy. It includes a section
on ol nteroperable Communications Capabilitieso
Appendix H includes extraéts om | owads pl an.

All public sector strategic plans exist within a political ecosystem. They are affected by the ebb and flow of
public opinion, funding cycles, and related initiatives. Strategies for communications interoperability are
additionally inflenced by cycles of technology, its adoption, and the disruptive effects of change.
Performance measurement, as well as underlying strategic management, is most effective when aligned
with broader cycles within which the plans exist and routinely catittateugh a feedback process. This

is accomplished by building strategies upon a hierarchy of perspectives on the issue addressed.

Choose Perspectives and Map Strategy

An early contribution to the field of strategic managenfér@Balanced Scoreqausited the idea that a
companyds mission is best attained through a pr
several perspectives. It stated that a balanced view of results can come only from looking at performance
from multiple perspectige suggesting four as most appropriate.

Subsequent writers have adapted the Balanced Scorecard to the public sector, maintaining that public
agencies and organizations may be managed strategically in much the same manner, similarly using four
perspective Applied to communications interoperability performance management, these might be called
the Constituent/Stakeholder, Financial/Stewardship, Processes & Controls, and Interagency Development
perspectives.

14 Kaplan, Robert S., and David P. Norftre Balanced Scorecard: Translating StréBegyoimtéiActand University School
Press, 1996).
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One approach to understanding strategic pladhgheir multitude of related goals and objectives across
perspectives is through use of a strategy map. The map illustrates the relationship between strategic

objectives. They can also be used to
relate measures and key performance
Impcved
Responder Incident
Safety Management

Improved
Public
Confidence

Stakeholder

In the example shown, abbreviated
elements from thinteroperability Conti
(Governance, Procedures, Usage, anc
Training & Exercisgare shown in the Financial/
Interagency Development and Proces Stewardship
& Controls perspectives. As input and
process measures, they are lower on f

. . rocesses &
map and contribute to higher Controls
Financial/Stewardship and

Constituent/Stakeholder objectives.
Among these ian analogueotthe NECP

Usage
Proceduras
. Awvailability
Goals (o0l mproved -
. Interagency =3

Communicationso) .
) Development
Collaboration Coverage Capacity Resiliency

items show linkages. In this example,
causality. Figure7: Interoperability Continuum Strategy Map

indicators. Constituent/
Asset Sharing

Communications

Improved
Communications

Improved
Training &
Exercises

solid lines are used to imply stronger

Such maps are the product of involved strategic planning that entails cooperative @ifietstand
perspectives from goals are fulfilled. This hypothetical example purposefully shows impacts, rather than
communications interoperability outcomes, at the highest perspective to demonstrate the range that could
be used. It suggests, for examfilat improved responder communications is not among the highest
objectives, but rather is a contributor to ones such as responder safety and incident management.

A strategy map may be a graphic and useful portrayal for interoperability goals, objectpestiyes,
measures, and performance indicators.

Establish Accountability
The concept of accountability is central to strategic management. Accountability is the obligation or

by

l'iability to render oOan ac c ounrudhrepotingooten, gneall f or m
around, it should come as no surprise that accountability pervades any framework to manage performance

Accountability for communications interoperability is a difficult matter. SWICs and others responsible for
coordinatingnteroperability deal with it continuously in carrying out initiatives identified in SCIPs and
other strategic plans. Howeviateroperability governance bodies typically Hiawviged formal authority.

Much of the challenge is due to the nature of theistteroperability is a national issue that belongs to
everyone and, at times, to no one. Costs to establish and maintain it are ultimately borne by all taxpayers.
Citizens commonly understand that emergency responders need to communicate witlothese o

agencies and jurisdictions, but less commonly understand why there is a problem. Explanations of
fragmented funding, spectrum, and planning are less understandable to them. What is easily
understandable by all, though, is whether emergency seareeffectively provided at reasonable costs.

The public expects accountability for the quality and costs of services. While communications
ooperabilityo can be clearly stated as a cost o
hand is often a capability held apart, something to be rolled out under special circumstances.
Consequently, jurisdictions often look outside their own budgets for funding to establish and maintain it.
And because interoperability is a reciprocal oekstiip between two or more entiti@s has to go both

waysd accountabilityor its existences dispersed.
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A second layer of accountability rests with elected officials and agency managers to ensure that emergenc
responders have the tools to carrytbair jobs and to do that safely. The flip side of the accountability

that the pubic expects is that which responders expect for communications. Agency managers, of course,
are responsible for providing needed tools, but much of that is delegatechtdagisits. System

managers and planners are accountable for both the quality and performance of communications to end
users and their cesffectiveness to the public.

Catchball v. Dodgeball

Agencies and organizations thatsisgtegic managemearie acastomed to linking accountability to
performance and wetlefined expectations of results. Maljiency efforts to improve communications
interoperability have evolved nationally around strategic management concepts in part due to general
acceptance of tlewncept. Interoperability efforts often struggle, however, due to the lack of a common
chain of command among participants. Responsibilities and authorities run in parallel with cooperators
ultimately accountable to different executives and even difedeeted officials. Our federal system of
government and home rule within many States assures this.

Accountabilityisatwaway street . Where responsibility to a
responsibility resides to provide resources to galginmends. There is an implicit or even explicit

agreement between parties establishing and accepting responsibility that resources, leadership, and furthe
subordinate buyn will be provided in exchange for results.

A concept of 0 ctathewelkeowr gande ofadedgeball,psaisee id the field of strategic
management to describe a participatory approach to deiaking between levels of an organization,
agency, or initiative. Rather than dodging responsibility, participants catdtpass it along up and

down the decisiomaking chainrefining resource information to ensure accountabiliye image is

that of meaningful goals being established by leadership, meaningful measures being identified by
program managers, and meaningfdtrics for those measures being identified by impacted stakeholders.

Accountability is at the heart of the performance management framework pnesgnted

Five key aspects of accountability are:
1. Accountability is a relationshipAccountabilityis a tweway street, or, as described by the Auditor

General of British Columbia, o0a contract b
2. Accountability is resultriented-1 n t odayds public and privat
accountabil it ysahdatpuisdittiooks atoutconzes. i nput
3. Accountability requires reportingRe port i ng i s the obackboned

accountability will not stand up.

4. Accountability is meaningless without consequengekey word used in definingnd discussing
accountability is obligation. Obligation indicates liability, and liability comes with consequences

5. Accountability improves performane&he goal of accountability is to improve performance, not to
place blame and deliver punishment.

PerformanceBased Management Handbook2001

Establish a Performance Management Framework

Performance measurement and management flow naturally from stratpgyvatefeedbackor its
refinement It can be an overwhelming effort if not focus@dsimple process and a few key measures
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will make early efforts productive.

In the following, a sistep process adapted frdime
PerformaBesed Management Hascdippdiked to the muki
jurisdictional challenge of communications interoperability. e ViSO and Sty
TheHandbaoskan extensive collection of materials produced Spesformance Objecy, ¢
by the U.S. Department of Energy for implementing the
Government Performance and Results Act of 1993 (GPRA).

Step 0: Enlist sponsorship S

Accountability

Before even getting started with establishing a forPorfonmaney

performance management framework, sponsorship
must be established. The goneg body for
communications interoperability, typically a SIGB, is &
the logical sponsor, but support may additionally be 5 co\«“
needed from the agency that staffs the governance 9»,0:,';’3«15,,,,‘, Esxab\"*“‘;ﬁe*"
body. Performance management can be a sizeable .

effort, if so chosen, but in its irati and perhaps most

efficient stages, interoperability coordinators are Figure3: Communications Interoperability
well positioned to build the needed foundations. Performance Management System

Understand this: The single greatest contributing factor to failure of performance management efforts
is lack of buyin by managementSIGB members with executive responsibilities in their own

agencies are ideal sponsors. Key sponsorship will come from larger agencies participating in
initiatives and those putting up resources for performance measurement efforts.

Step 1: Define the vigon and strategic performance objectives

An existing strategic plan, such as a SCIP, prtngétzd and suitablaefinitions for the first step.

For organizational or project management, a mission statement is traditionally the starting point, but
a vison statement of a desired future state is more suitable for management-afjendti,

distributed initiatives.

Vision definition can be a simple matter. One commonly exists in strategic plans. Nationwide,
strategic planners have widely adopted the NE©R16

Starting small, consider initially using just a few strategic, outooerdged objectives. Objectives

are tangible, measurable intermediaries between more abstract statements of intended results (goals
and specific program activities or prtgebat have budgets, timelines, and tight scopes (initiatives).

The successively specific levels are useful for strategy development, mapping, and management.

Strategic plans typically establish responsibility for initiatives, if not objectives and goals
Accountability is the acorn from which the performance management oak grows.

15 performanceBased Manament Handbook Volume 1:Establishing and Maintaining a Performan@&ased Management
Program Artley, Will, D.J. Ellison, and Bill Kennetly,S. Department of Energy. 2001

16 The NECP visiaRO Emer gency response personnel can communicate as
government, across all di sciplineso
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that can be easily observed and whose value is widely recognized. This

. Start small. Select two or three objectives for performance measurement
provides for a gentle learnig curve and credible results.

Step 2: Establish an integrated measurement system

Arising from the central strategic plan for communications
interoperability, the measurement systesulting from the framework

described here will be well on the way to being integrated. To be fully ecoutabity
integrated, the strategic plan likewise incorporates it subsequently intc L 4
own planning and control mechanisms.

Task: Enlist governance support

As withmost products, teamwork contributes to better results. A budding measurement system will
benefit from the assistance of members of any governing body responsible for the strategic plan usec
A SIGB, for example, may be the driving force for refineme@iBff2rformance measures. A

committee of interested members is an ideal way to proceed. Individuals with strategic management
experience are ideal.

Task:Create performance measures

As mentioned intherpe c e di ng s e ct iPerformance MéaBuseg e h-tupciionag s

team with expertise across multiple perspectives is needed to create good measures. dCustomers
practitioners and the public, in our césare ideal additions to the team focused on measures for
strategic objectives. Agency exeestivith strategic management experience will help keep
measures outcorwiented, too.

Create the oOcritical fewdé measures to keep th
the final step in the framework, driving performance improvements. If agid thh strategic

objectives chosen for the program are met, the cyclical process of performance measurement and
management described here will drive demands for updated strategy.

Task: Create a document describing the system

The measurement system, taken as a whole, describes all the people, processes, and products that \
be used to manage performance. It defines performance measures and targets, establishes baseline
recognizes environmental influences that will impesilts, and describes data collection, analysis,

and reporting processes. Finally, it describes intended uses, such as capability gap analysis,
performance improvement, and strategic plan alignment.

Subsequent steps of the framework describe furthelisvieded in the document.
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Step 3: Establish accountability for performance

We take a detour at this point to revisit the issue of accountability for
performance. While it flows first and best from strategic plans that

designate responsibility for iatives and results, it pervades all steps of

the performance framework. Once a basic measurement system is :
sketched, responsibilities for results can be established. ot

Though a SWIC may feel like the proverbial chicken herder in bringing
responsibilities ahauthorities across jurisdictions into alignment,
interoperability issues arise largely because of the realities-of inter
dependence in this environment of independence.

Performance management, if adopted by independent stakeholders in a commoarefioot/ide
the means for accountability, even if responsibility and authority are dispersed. Paiticipants
individuals, agencies, or jurisdictidrean and often do accept accountability for results, even if
ultimate responsibility and authority lie elé@ne in their organizations. By definition,

accountability is the obligation to 0give acc
interoperability governing board, can accept accountability if provided latitude in how things get
done.

Task: Present the measurement system to the governing body

Use the committee described in Step 2 to present the measwysteantdocumerd the governing
body responsible for the strategic plaad, such as a SIGB when a SCIP is used. In presentitgnthe sy
recognize that many people are initially uncomfortable with performance measurement.

Present the idea that it is intended to better assessgsrogmeeting strategic gaatsl objectives,
providing meaningful results for subsequent revisiornsaiégy. Recognize, as we have discussed
here, that performance managendastwell as strategic management, disedf highly iterative

process. It improves through practice. A basic system with a few measures easily linking initiatives
with goals and siple methods of data collection and analysis will be most acceptable for starters.

Task:Formalize accountability for results and the measurement system

Seek a formal conclusion from the governing body accepting the system and accountability for
results. i s should be easy if the system |l ogicall
early SCIPs contained timeframes for initiatives they laid out. Revisions in many States have provide
more detail on responsibilities. Accountability for thelt®sf measures associated with the

initiatives or strategic objectives naturally follows.

Statewide interoperability governing bodies can help to instill accountability into their process from
the foundation by articulating expectations in statemeti®iofgoverning principles. A SIGB
charter, for example, may state what is necessary and required of participants.

Accountability for maintaining the measurement system, including data collections, analysis,
reporting, and integration with future strategianning will likely resd with you! In addition to

ot her hat s, interoperability coordinators nat
Starting small, a single individual can carry out all the tasks described here, but it may grow to
involve other people. Professional assistance may eventually be needed for analysis or facilitation of
strategic planning meetings to incorporate results and refine the performance management process.

Il n the sect i Bstablibhealdaaxollectiobgessl, ed e@ hni ques for i 0
strategic objectives are discussed.
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Step 4: Establish a data collection process

To measure anything, information is needed. Valid and reliable
indicators are necessary to manage performance. The extiont of ef
required to get it will be directly related to the number and detail of
metrics adopted. This is yet another step where practical realities A
shape the measurement system. Lo

For purposes of distinguishing our termgormationis datawith
meaning.Here, we use the terdatato refer to the raw material
from which information and, ultimately, knowledge is derived.

Task:ldentify requirements and sources

The performance metrics and targets selected will strongly shape data needed to assdssghrogress.
for opportunities to use data already availab
available.

Think creatively about sources. For example, one State considers responder satisfaction with
communications as a suitable measure for oite sifategic objectives. Surveys are a logical means
of assessing satisfaction, but they are often costly and invasive. Rather, this State has chosen to
proactively examine incident af@tion reports to assess communications impaters may find

that after action reports and improvement plans developed as a part of an exercise and evaluation
plan are useful sources of information.

Task:Define the process

Put down in writing the actual steps that will be taken to collect data, who vaigmnsible, and

the frequency in which it will be done. If participating jurisdictions or agencies are expected to
submit data unsolicited on a recurring basis, define the submittal frequency (e.g. monthly, annually)
and cycle (e.g. on the first workingy of each month, a particular date each year, etc.) Describe
how missing data wil|l be handled (e.g. ON/ A0
used with the date indicated, etc.)

This is also an appropriate place to address the codtsatingpdata. The formality and extent of

the performance measurement effort will dictate whether staff time is a cost accounted for, but there
may be other hard expenses. For example, surveys, mailings, and even telephone calls around a lar
geograplt area cost money. Early in the performance measurement and strategic management
process these may be expenses that can be absorbed under a general coordination budget, but succ
may bring needs for cost accounting, if for nothing more than to gaogkifigpacts of expanding

the program.

Task:Ensure data quality

Data is examined from several perspectives before it can be considered suitable for performance
measuremerd or any other formal investigation, for that matter. With certain qualitiesyjit
suitably inform us. Is the information:

e Accuraté Is it free from mistakes and errors?

e Completed Does it contain all the necessary details? Does it cover the expected
geographic area or other extent?

e Timely/currentd Is it applicable to the relevaeporting period?

e Consistend Is it consistent with data collected in the past or from other sources?
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Task:Address data protection

Communications is integral to all other emergency response capabilities. As such, information on
means, methods,andmis ng pi eces i s sensitive. Agenci es
and potential terrorist to have access to details of their critical capabilities.

The data collection process must address issues with access to and protection of needex. informat
Inquire into open records and freedom of information laws that may require special efforts to protect
the data. Seek legal advice before collecting it to determine what can and must be protected. State
homeland security agencies may already havéepdaitd procedures for critical infrastructure that

apply.
Start by creating a simple policy statement that can be provided to information sources for assurance
For example,

All data collected for purposes of assessing the adequanypeir-abiiityn unchatitires Stédewide
Communications Interoperability Plan are confidential and will not be redistributed. Analytical |
results in meeting plan goals and objectives will be restri¢ted for official use only.

It is important o cite legal protections that do exist. Again, seek legal advice from a source
responsible for the strategic plan or otherwise at a level appropriately overseeing intergovernmental
risks involved.

Task:Take a trial run

Performance management texts reconahmeaking a trial data collection run to test methods and
provide early indication of problems that may be faced. For interoperability efforts, it is logical to
select a subset of agencies or jurisdictions for the test. Jurisdictions representetdniSiGB
particularly those participating with development of the performance measurement program, are a
good place to start.

17 This language is provided for example purposes, only. The Critical Infrastructure Information ProtecRO02Aptatects
certain information from federal, state, and local disclosure laws. See
http://www.dhs.gov/files/programs/editorial_0404.shtm
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Step 5: Establish a data analysis and reporting process

Data analysis generates information that, if appropriately
communicatd, allows managers to make rational decisions on the
effects of strategic objectives and the value of measures. The analys’
and reporting process of an integrated performance management
system is more than just the mechanical tabulation and summary of sy
daa. Itis an objective set of steps that will be followed and the @
rationale for them. This provides both for those who may need to %
validate the process, as well as others who may need to carry it out. %":‘%‘;-3,,,“

Communication of results is an art in itself. A®aaknows who has
tried to fashion a survey and report on results, summarizing without obscuring and drawing
conclusions supported by the data are always challenges to be faced.

The analystds responsi bil ity toisformadionfEarlybnothe a n
process may be simple, amountiadjttle more than descriptive statistics and charts. Later, it may
include more elaborate assessments over time or analysis of the impact of other variables.

Our purpose is not to make sdecesearchers or analysts out of SWICs or others responsible for
interoperability strategies, but rather to explain considerations in using performance measures.

Task:Assess the Quality of the Data

The quality of the data is always an early and impdaetor to assess and report. The quality
measures considered in the previous step establishing the collection process should be used.
Conclusions may shape subsequent analysis

Following on the earlier example of Communications Unit Leader (COML) maasoraplete

reports for some regions of a State could skew statistics of the frequency of their use during incidents
The analyst may reasonably still draw conclusions, just with a lesser confidence in applying them to
regions no reporting.

Task:Analyzethe Data

Rigorous, professional analysis is the ideal. The average interoperability coordinator may be satisfiec
if it is at least explicit and complete.

The following questions may be useful in generating information from thé&édata:

1. How does actual pdormance compare to a goal or standaré2rformance measures
were selected or designed based on assumptions of value and possible results. Early on,
actual benchmarks are unlikely to exist so the answer will compare measures to goals.

2. If there is signifcant variance, is corrective action necessai&riance between sources
and over time may be expectedr it may be due to errors in the data collection process,
mi staken assumptions, etc. The anal ystods
signficance and suggest corrective actions, if needed.

3. Are new goals or measures needeffrough every stage of the analysis and reporting
process, this question needs to be held in mind. Strategic performance management relies
on feedback to calibrate amtalibrate.

4. How have existing conditions changed®e environment in which we are measuring is

18 Adapted from th@erformaBesed Management Handbook, Volume 1
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dynamic. Circumstances underlying assumptions, simple matters of time and schedule
during the period of measurement (e.g. holidays), and such may push doaigsis
different or moderated conclusions. If conditions have changed significantly and
permanently, new goals or measures may be needed.

Task:Report results

The results of performance measures for interoperability strategic objectives will be taointeres

many. Statewide, regional, and local interoperability governing bodies are obvious parties that will
be interested. Recognize, though, that members may have varied perspectives and needs for differe
types of analysis. For example, the emergesppnder may only be interested in the impact of

COML training programs (change in atietion reports of communications problems), while a
coordinator of NIMS training may be equally interested in measures of process and outputs.

Explain in the report grassumptions and conclusions about data quality. Summarize answers to the
questions posed (above) during data analysis. Compare results over time and across jurisdictions, a:
applicable and appropriate. Report on results regularly.

Appendix | containa sample summary report for a single performance strategic objective and two
associated measures. It depicts results at a regional level with further analysis at a county level. It
also provides a higlevel overview of the strategic and performanceagement program. An

executive summary such as this may be useful for audiences less familiar or interested in details of
the strategic plan.

Consider use of a odashboarddé or similar grap
to depict reslts simply and in a manner that can be rapidly understood. Always be prepared to
explain in detail the numbers and process behind the pictures. The Office of Management and
Budget maintains a good example of a dashboard for Federal spending on amfoectatology

online athttp://it.usaspending.gov/

I'T DASHBOARD
HOME | INVESTMENTS | DATA FEEDS | ANALYSIS | FAQ |
Department of Homeland Security
Major Investments: 94
Spending on Major Investments: $4.9 B (FY 2010)
Overall Rating $ [
=) § j
!, l
&
. . I ...
[ irvesment st |

The IT Dashboard displays information using a clear, easy to understand format
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Step 6: Establish aperformanceimprovement process

The final step of theamework for creating a performance management
program rounds the loop: It establishes the process for performance
improvement. Our previous stgprepared the way by providing not
only the results of measures associated with strategic objectives, but
feedback on the measures, themselves, and potentially needs for che NN
goals and objectives.

Continual improvement processes are at the heart of strategic

performance management. Strategy will likely change as results of

initiatives are assessed. Asihdnteroperability Conticbhanges in

governance, SOPs, training and exercised, technology, and frequency of Communicators oty

use require recalibration of strategies and, thus, performance measures.
Technological opportunities provide alternative means to idérdifas, likewise requiring changes

in initiatives and measures of their success.

Task:Incorporate performance management in governing body meetings

From a practical standpoint, the performance improvement process is established from the time
strategy is set, measures chosen, and the program is put into motion. Understanding that all element
of strategy, including performance measures, are the tafgéttegic performance management

helps to instill the culture of change necessary.

Leaders of interoperability governing bodies will serve best in their roles as champions of strategic
management as they become more familiar with performance measusmathenanagement. This

may take time and will benefit by stronger executive sponsorship. Changes of culture may be
necessary before the performance management process can become institutionalized.

Task:Incorporate strategic management in regular strateg planning sessions

At least annually, conduct a formal strategic planning meeting to examine cumulative results of
measurement efforts and update strategy. This is a good opportunity to both declare success for
strategic objectives that have been neésanset those no longer necessary or as important.

Task: Use the cyclical process of program planning, funding, and strategic planning.

All levels of government have legislative, funding, and program planning cycles. For example within
DHS, the first Quaennial Homeland Security Review was completed and released in 2010. It
outlines the strategic framework to guide the activities of participants in homeland security toward a
common engforming both part of the ecosystem within which communicationsape&gability

exists and shaping related initiatives. More frequently, annual or biennial State legislatures approve
expenditures, sharpen accountability, and authorize new programs that every SWIC must deal with.

Finally, carefully time strategic changealign with broader cycles establishing the performance
improvement process. Time performance assessment to support these cycles, allowing time for
results to feedback into strategy while avoiding them becoming stale over time.
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V. Conclusion

Performane measurement is a powerful tool for attaining and maintaining communications

interoperability. Interoperability is an appropriate topic for strategic management. For success, governanc
bodies must be leveraged and performance management must blmkargday operations so its value

is apparent.

LeverageGovernance to Support Performanc®anagement

Themost effective lever is information. Performance measurement and strategic management provide
concise, but substantive, information to decisionarsakAppropriately implemented, a performance
measurement program integrated with strategic management provides individuals responsible for
governing interoperability initiatives not only with the information to do so, but also tools to manage
strategy,tself, actively.

Communications interoperability problems are children of change. Members of governance bodies
recognize this implicitly. Performance measurement in a proactive pigueerto dynamic means to
manage strategig an effective combinati of tools in an environment of change.

As with other outreach initiatives that a governing body may use to inform stakeholders and further other
initiatives, open support for a process of strategic performance management will bring its own rewards.
Perbrmance measurement requires cooperation from many for data collection. Executive sponsorship anc
general support of the governing body is necessary for success. As mentioned, a shortage of executive
sponsorship and leadership is the single biggestafgusdgormance management failures.

Linking Performance Management to Everyday Operations

Whatever else we dowith strategpf we dondt | ink performance mana
even the most ardent supporters will loser@st. Linkingperformance management to operations works

in two ways. First, strategy powered by outcdrased measures demonstrates its impacts more directly
and, some would say, more frequently. Goals based on everyday operational matters speak loudly to the
customes: Emergency responders who use communications.

The second way it works is very much similar. Performance measures based on everyday operations, not
only connect more naturally to operational outcomes, but they show their relevance directly to emergency
responders. They are no longer about esoteric technical issues, but about how they work.

When al l i's said and done, the critical questio
successfully resol v ewhddrivepdrformande méasutematitorisittheg deea k e h o
its relevance to the work they do.

Justifying Grants and Investmentsvith Sustainable Metrics

Andif there were no other reason to adopt strategic performance management techniques, there is always
the money.Competition for grants can be fierce. Granting agencies look for evidence of effective
management techniques. Formal techniques of performance measurement and strategic management
provided such evidence. Core business objectives are clearly showin\aagtfactors for management

and a dynamic process for adapting to change promises a grant recipient that can be successful amidst
evitable project challenges.

In conclusion,
OWhat gets meas apeerdruyckerget s done. 6
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Appendix A8 Glossary
SourceBeshenet a(2001) unless otherwise noted.

Balanced &recard (BSC) A strategic planning and management sysisad to align business activities
to the vision and strategy of the organization, improve internal and external communicatiorg)itord m
organizational performance against strategic g8alstcBalanced Scorecard Institute, 2010) .

Accountability d The obligation a person, group, or organization assumes for the execution of assigned
authority and/or the fulfillment of delegateedsponsibility. This obligation includes: answedting

providing an explanation or justificatiorior the execution of that authority and/or fulfillment of that
responsibility; reporting on the results of that execution and/or fulfillment; and assuming lfabilit

those results.

Baselined The initial level of performance at which an organization, process, or function is operating
upon which future performance will be measured.

Benchmarkingd

1.) To measure an organizationds products or se
same type. The benchmark defines the 100 percent mark on the measurement scale.

2.) The process of compar i ng rfoamance ona pasticutar progessa n o
against the performance of organizations judged to be the best of a comparable industry.

Bottom Up dStarting with input from the people who actually do the work and consolidating that input
through successively higher lsvaf management.

Cascaded Dowa Starting with a top level of management, communicated to successively lower levels of
management and employees.

Continuous Improvementd

1.) The undying betterment of a process based on constant measurement andfaralyltisppoduced
by the process and use of that analysis to modify the process.

2.) Where performance gains achieved are maintained and early identification of deteriorating
environmental, safety, and health conditions is accomplished.

Criteria dThe rues or tests against which the quality of performance can be measured.
Goald
1.) The result that a program or organization aims to accomplish.

2.) A statement of attainment/ achievement, which is proposed to be accomplished or attained with an
implicaton of sustained effort and energy.

Guideline 6 A suggested practice that is not mandatory in programs intended to comply with a standard.
The word o0shouldd or OoOmayod denotes a guideline;

Impact 8 Characteziation of the outcome of a program as it relates to specific objectives.

LessonsLearnallA 6 good wor k practiced or innovative ap|
repeat application. A lesson learned may also be an adverse work practereencexpat is captured
and shared to avoid recurrence.
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Measuremen® The quantitative parameter used to ascertain the degree of performance.
Metric d A standard or unit of measure.
Objectived A statement of the desired result to be achieved withircidiesgphéme.

Outcomed The expected, desired, or actual result to which outputs of activities of an agency have an
intended effect.

(alt.) Outcomesd Events or conditions external to the program and of direct importance to the public,
beneficiariesand/oct ust omer s. They rel ate to the p6Bauge amods
OMB, 2007)

Outcome Measur® An assessment of the results of a program activity or effort compared to its intended
purpose.

Output 8 A product or service produced bgragram or process and delivered to customers (whether
internal or external).

(alt.) Outputsd Internal program activities; products and services delivered to the public, beneficiaries.
(Sourc®MB, 2007)

Output Measured The tabulation, calculation, agaording of activity or effort and can be expressed in a
guantitative or qualitative manner.

PerformanceBased ManagemetA systematic approach to performance improvement through an
ongoing process of establishing strategic performance objeutassiring performance; collecting,
analyzing, reviewing, and reporting performance data; and using that data to drive performance
improvement.

Performance Managemeid See performandssed management.

Performance Indicator(s)d

1.) A particular value atharacteristic used to measure output or outcome.

2.) A parameter useful for determining the degree to which an organization has achieved its goals.
3.) A guantifiable expression used to observe and track the status of a process.

4.) The operational inforation that is indicative of the performance or condition of a facility, group of
facilities, or site.

Performance Measuré A quantitative or qualitative characterization of performance.

Performance Measuremei@ The process of measuring the performanes @irganization, a program, a
function, or a process.

Performance Objectivé
1.) A statement of desired outcome(s) for an organization or activity.

2.) A target level of performance expressed as a tangible, measurable objective, against which actual
achevement shall be compared, including a goal expressed as a quantitative standard, value, or rate.

Performance Resuld The actual condition of performance level for each measure.
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Proces® An ongoing, recurring and systematic series of actions or opsnatiereby an input is
transformed into a desired product (or output).

Process Improvemend A set of management techniques for controlling and improving the effectiveness
and efficiency of a process. In order to be measured, monitored, and analyzedetsenust be

repeated frequently, perhaps weekly or monthly at a minimum. It must also have measurable inputs and
outputs, and the process must be controllable.

Quiality 0 A degree to which a product or service meets customer requirements and expectations
Quality Managemen® The management of a process to maximize customer satisfaction at the lowest cost.

Reliability: The extent to which a measure produces the same result when used repeatedly to measure the
same thingSource:Rossi, P., Lispey, M., Amen, H.,, EvaluatieA Systematic Approach, Seventh
Edition, 2004.

Root Caus@ The basic reasons for conditions adverse to quality that, if corrected, will prevent occurrence
or recurrence.

Root Cause Analys@#\n analysis performed to determine the cafipart, system, and component
failures.

SelfAssessmerdA systematic evaluation of an organizat:.i
opportunities foimprovement and exceptional practices. Normally performed by the people involved in
the adwity, but may alsde performed by others within the organization with an demgth relationship

to the work processes.

Senior Managemerd The manager or managers responsible for mission accomplishment and overall
operations.

Stakeholderd Any group otindividual who is affected by or who can affect the future of an organization,
e.g., customergmployees, suppliers, owners, other agencies, Congress, and critics.

Strategic Minagemen® The art and science of formulating, implementing and evaluating cross
functional decisions that will enable an organization to achieve its objeSiadgeavid, 2010)

Strategic Plannin@ A process for helping an organization envision what itshtmpaccomplish in the

future; identfyandinder st and obstacles and opportunities
that vision; and set forthe plan of activities and resource use that will best enable the achievement of the
goals and lgjectives.

Taskd A welkdefined unit of work having an identifiable beginning and end that is a measurable
component of theluties and responsibilities of a specific job.

Total Quality Managemend

1.) A management philosophy that involves everyone angamization in controlling and continuously
improving how work is done in order to meet customer expectations of quality.

2.) The management practice of continuous improvement in quality that relies on active participation of
both management and emplogagsing analytical tools and teamwork.

Validity: The extent to which a measure actually measures what it is intended to rBeascesRossi,
P., Lispey, M., Freeman, H.,, EvaluafidBystematic Approach, Seventh Edition, 2004.

Validation 8 An evaluatio performed to determine whether planned actions, if implemented, will address
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specific issue()r objective(s).
Verification d
1.) A determination that an improvement action has been implemented as designed.

2.) The act of reviewing, inspecting, testiolgecking, auditing, or otherwise determining and
documentingvhether items, processes, services, or documents conform to specified requirements
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Appendix Bd Tactical Interoperable Communications Scorecards

Tactical Interoperable Communications Scorecmuked in 2007 for 75 urban/metropolitan areas

summarized the results of a capabilities assessment and performance evaluation for each conducted in

2006.

Area Overview

This section defines the
geographic region included in
the urban/metropolitan area for
the Tactical Interoperable
Communications Initiative.

Smithville, US

Tactical Interoperable Communications Scorecard

Category and Score

Summary
) Sl Opurtiog Bk o U
 Bonblise birivin A e Fmple

. (3'53‘.".““‘.‘54‘

The assessment is broken into three
sections: SOPs, Usage, and Governance
(based on the SAFECOM Continuum). For
each, a “Harvey Ball" score is shown.

Findings

Each category includes a
paragraph explaining the
reasoning behind the assigned
score. Findings are based on
reviewed materials, including:
Tactical Interoperable
Communications Plan (TICP),
TICP Peer review, TICP
Validation Exercise (Evaluation
Guide [EEG] and After Action
Report [AAR]/Improvement Plan
[IP]). and Self Assessment

of Fairfia}d acd Sennon a0 inclades e

Recommendations

Steps are listed to be
considered in fiscal year (FY)
2007 to enhance
communications
interoperability in the region.

Technology Overview

Eoroh®
spara i gt

J
:

While infrastructure was not
specifically assessed, an
overview of existing solutions
in the region, which were the
basis for the TICP and TICP

interoperability goals and
funding.

regional strategic and budget
planning processes are
beginning to be put in place.

sustainable funding

for collective,

regional interoperable
communications needs.

discussion. R Validation Exercise, is
provided.

Elements Early Implementation 'C_-,, Intermediate Implementation Ii) Established Implementation 0 Advanced Implementation .
Region-wide SOPs were Some existing SOPs were Existing regional SOPs were Regional SOPs, reviewed
developed and formalized for | incorporated in the TICP and reviewed and included in the through the TICP process,
the first time through the steps have been taken to TICP, and are in use by are in place and regularly
TICP, but have not been institute these interoperability | included agencies. NIMS- used by included

Standard disseminated to all included procedures among included compliant command and agencies. NIMS procedures

Operating agencies. Some elements of | agencies. Formal NIMS/ICS control has been instituted by are well established among

Procedures NIMSACS procedures for procedures are in place, but all agencies and disciplines in all agencies and

(SOP) command and control are in understanding varies among the region. Despite minor disciplines. All procedures
place, but understanding agencies leading to some issues, all SOPs were were effectively utilized
varies among agencies and issues during the exercise(s). | successfully demonstrated during exercise(s).
was an area of difficulty during exercise(s).
during exercise(s).
Interoperable First responders use First responders use First responders regularly
communications solutions interoperability solutions interoperability solutions and seamlessly utilize
are rarely used for multi- regularly and demonstrated regularly and easily. The interoperability solutions.
agency communication and the ability to achieve multi- region demonstrated The region demonstrated

Usage difficulties were encountered | agency communications successful multi-agency (which | successful multi-agency
in achieving interoperability despite some challenges may have included state, communications during
during exercise(s). during exercise(s). federal, and support exercise(s), including state,

organizations) communications | federal and support
during exercise(s). organizations.
Decision making groups are Some formal agreements Formal agreements outline the | Decision making bodies
informal, and do not yet have | exist and informal roles and responsibilities of a proactively look to expand
a strategic plan in place to agreements are in practice decision making group, which membership to ensure
guide collective among members of a has an agreed upon strategic representation from broader
Governance communications decision making group; plan that addresses public support disciplines and

other levels of government,
while updating their
agreements and strategic
plan on a regular basis.
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Appendix G NECP Goal 1 Demonstration Criteria

Office of Emergency Communications

Fourteen (14) observational elements have been defined for assessing demonstration dévetponse
emergency communications under the goals of the National Emergency Communications Rare They
developed through various stakeholder groups, includsn§ AFECOM Executive Committee and
Emergency Response Council, SWICs, the OEC Metropolitan Area Workingjl&rangernal and

external practitioner working groups, and otBepartment of Homeland Security (Dld§@ncies.

Observation Element #1

Elements

Common Policies & Procedures

Interagency communications policies and procedures were common or consistent amongst all responding agencies.

1.1: Did policies and procedures exist for interagency N/A (none In some In most In all needed
communications between the involved jurisdictions, agencies exist) cases cases cases
and disciplines? ] ] O] ]
Dependenton 1.1 | 1.2: Were they written? N/A (none In some In most In all needed
exist) cases cases cases
] ] ] [l
Observation Element #2
Established interagency communications policies and procedures were followed throughout the event.
2.1: Were established interagency communications policies N/A (none None of the | Someofthe | Most of the
and procedures followed throughout the event? exist) time time time
[l [l ] [l
2.2: Did established policies and procedures exist between
responding agencies for request, activation, accountability, N/A (none In some In most In all needed
deactivation, and problem resolution of deployable interagency exist) cases cases cases
communications resources, such as mobile communications ] ] ]
centers, gateways, and radio caches?
Dependenton 2.2 | 2.3 If so, were they followed? All were/N/A
[Information only] (none
None were Some were | Most were needed) -
Ll

Observation Element #3

Interagency communications policies and procedures across all responding agencies were consistent with NIMS.

3.1: Were interagency communications policies and procedures
across responding agencies consistent with NIMS?

N/A (none
exist)

Some were

Most were

All were

Observation Element #4

plans, such as the TICP.

A priority order for use of interagency communications resources was followed as established in standard operation procedures or

4.1: Does a priority order exist for use of interagency
communications resources (e.g., life safety before property
protection)?

Yes
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Dependenton 4.1 | 4.2: Was this prioritization of

communications resource use followed?

None of the
time

L

Some of the
time

Ll

Most of the
time

L

Observation Element #5

A primary interagency operations talk path was clearly established by procedure or communicated to responders early in the

event.

5.1: Was a primary interagency communications talk path No Yes

clearly established by procedures used during the event? [l ] :
Dependent on 5.2: If not, was such a talk path No Yes

“No” response on | established ad hoc and communicated to O] O] -

51 responders early in the event?

Observation Element #6

Common terminology and plain language were used in all interagency communications.

6.1: Was plain language used throughout the event? None of the | Some of the Most of the
time time time
L] L] ]
6.2: Did any communications problems arise amongst the
; . . Yes No
primary operational leadership due to a lack of common [ [ -
terminology?
6.3: Did any communications problems arise amongst other
. Yes No
response-level emergency personnel during the event due to a [] ] -
lack of common terminology?
Observation Element #7
Clear unit identification procedures were used.
7.1: Were clear unit identification procedures used amongst the | None of the | Some of the Most of the
primary operational leadership? time time time
[ L] L]
7.2: Were clear unit identification procedures used amongst None of the | Some of the Most of the
other response-level emergency personnel throughout the time time time
event? Ol O] O]
Observation Element #8
Common channel names were used for designated interoperability channels.
8.1: Were common names used by all responding agencies for
) -~ 5
interagency communications channels? None ofthe | Some of the Most of the
time time time
] [ ]
8.2: Were standard names as identified in the National
Interoperability Field Operations Guide (NIFOG) used for
Federal Communications Commission (FCC)-designated Nontt_a of the Son:? ol Mo?_t dire
interoperability channels? Ee Ee Ee
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Responder Roles & Responsibilities

Observation Element #9

Multiple organizations with inherent responsibility for some portion of the event were present and joined in a unified
command with a single individual designated with Operations Section Chief responsibilities.

9.1: Did a single individual carry out the Operations Section Chief No Yes
responsibilities in each operational period? ] ] ) -

Observation Element #10

Span of control was maintained amongst the primary operational leadership: The Operations Section Chief and first-level
subordinates.

10.1: Did the Operations Section Chief directly manage more than seven Yes No i _
subordinates at any time? ] ]

10.2: Did first-level subordinates to the Operations Section Chief directly Inall Inmost | Insome In no
manage more than seven subordinates at any time? cases cases cases cases

] ] ] ]
Observation Element #11

Communications Unit Leader (COML) roles and responsibilities were carried out by the IC/UC or designee.

o Necessary communications resources were effectively ordered using documented procedures.

¢ A communications plan was established by procedure or developed early in the event.

11.1: Was the ICS Communications Unit Leader (COML) position No Yes i )
specifically filled during the event? ] ]
11.2: Were COML roles and responsibilities carried out, either by the None Some Most All
Incident Commander (or Unified Command), the COML, or another were were were were
designee? ] ] ] ]
Dependent on 11.3: Who by position or function carried out the
11.2 responsibilities? (Narrative Response)
Dependent on 11.4: Were necessary communications resources All were
1.2 effectively ordered? or N/A
None Some Most none
were were were needed
L] [] L] [
Dependent on 11.5: Were they ordered using documented All were
? or N/A
112 procedures? None Some Most e
were were were needed
L] [] L] []
Dependent on 11.6: Was a communications plan established by No Yes i )
112 procedure or developed early in the event? ] ]
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Office of Emergency Communications

Dependent on 11.7: Did the communications plan meet the
112 communications needs of the primary operational
leadership? [Information only]

Quality & Continuity

Observation Element #12

communications attempts.

No more than one out of 10 transmissions was repeated amongst the primary operational leadership due to failure of initial

12.1: Were more than one out of every 10 transmissions repeated due to
failure of initial communications attempts amongst the primary operational
leadership?

Yes

]

No
[l

Observation Element #13

Upon failure or overload of any primary communications mode, a back-up was provided.

13.1: Was a back-up resource available for communications amongst the No Yes
primary operational leadership in case of failure of the primary mode? ] ] ) )
13.2: Did the primary mode fail during the event at any time? [Information Yes No : :
only] ] Ol
Dependent on 13.3: If so, was a back-up effectively provided? No Yes
132 Ol L] - -

Observation Element #14

Primary operational leadership communicated adequately to manage resources and make timely decisions during the event.

14.1: Overall, was the primary operational leadership able to communicate
adequately to manage resources during the event?

None of
the time

]

Some of
the time

O

Most of
the time

O

All of the
time

O
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Appendix Dd Capabilites Assessment Decision Trees

Governanced The Decision Making Groups

Office of Emergency Communications

Early
Implementation

Capability

Intermediate
Implementation

Established
Implementation

Areadecisioamaking
groups are informal and
do not yet have a strateg
plan to guide collective
communications
interoperability goals and

funding.
Governancel """

Someormalgreements
exist andnformal
agreements are in practiq
among members of the
decision making group
for the areaSrategic and
budget planning process
are beginning to be put i
place

Formal agreements
outline the roles and
responsibilities of aarea
wide decision making
group, which has an
agreed upon strategic plg
that addresses sustainah
funding for collective,
regional interoperable
communications needs

What are we measuringThe formality of and level of participation in interagency partnerships, forums,
or governing bodies established to address common interoperabitégtimethe area

Areawide decision
making bodies proactivel
look to expand
membership to ensure
representation from broay
public support disciplines
and other levels of
government, while
updating theirmgreements
and strategic plan on a
regular basis

Decision Tree
Does the decision making group Do some formal agreements exist
regularly update agreements and between members of a decision
strategic plans, as well as, proactively making group for the area?
pursue expanded membership?
Advanced Implemeantation Intermediate Implementation
Established Implementation Early Implementation
Regional Committee
Individual Agencies Informal Koy Multi-Discipiine Working within a Statowide
Governance Working Coordination Staff Collaboration Communications interoperability
Independently Between Agencies on a Regular Basis Plan Framework
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SOPs) Policies, Practices, and Procedures

Office of Emergency Communications

What are we measuringThe level of adequacy, participatiomevelopingand consistency of
formalized SORs address common interoperabilityerests in the area.

Capability

SOPs

Early
Implementation

Intermediate
Implementation

Established
Implementation

Areawide interoperable
communications SOPs a
not developed or have nd
been formalized and
disseminated.

Some interoperable
communications SOPs
exist within the area and
steps have been taken tg
institute these
interoperability
procedures among some|
agencies.

Interoperable
communications SOPs al
formalized and in use by
all agencies within the
area. Desm minor
issues, SOPs are
successfully used during
responses and/or
exercises.

Interoperable
communications SOPs
within the area are
formalized and regularly
reviewed. Additionally,
NIMS procedures are we
established among all
agencies and disciplines.
All needed procedures al
effectively utilized during
responses and/or
exercises.
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